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Security method for Unstructured Overlay network
and its application to PUCC Protocols
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Abstract: In recent years, various devices such as sensor, home appliances which have communication capability
are being networked. We are considering security scheme on an unstructured overlay network which has a function
for networking on an ad-hoc basis among devices on different physical networks. In such environment, there are
some security challenges such as difficulty redistributing or updating digital certificates of many distributed
devices and establishing secure session on a specific communication path via a specific device. In this paper, we
propose the security method which has password based authentication/encryption function and multi-hop secure
session establishment function. We also describe protocol design on XML protocol defined by PUCC (P2P
Universal Computing Consortium) for verifying the proposal method.
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<Core xmlns="Namespace of PUCC Core Protocol”>
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<MsglD>12345.2002-12-20T16:15:32Z @968742ab-f9bb-4305-9900-f98e56f12352</MsgID>
<Destination>
<Target>874542ab-a5c6-4305-8745-f98e56f12547</Target>

</Destination>

<Source>968742ab-f9bb-4305-9900-f98e56f12352</Source>

..<ComType>Unicasts/ComType> Session ID

<MsgBody protocol="Namespace of PUCC Basic Communication Protocol”>
<Hello xmIns="Namespace of PUCC Basic Communication Protocol”>
<InitiatorUserlD>urn:pucc:user:A</InitiatorUserID>
<ResponderUserID>urn:pucc:user:B</ResponderUseriD>
<Authentication/>
</Hello>

</MsgBody>

</Core>
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Figure 7 Example of Hello message

6.2 BES{LE(E

B b7 32U XL LTiX AES (Advanced Encryption
Standard) [14]3 %\ Z Camellia[15]9> 128bit LL ED 7 1 v
BT NTY A e fnD. 7 ay 7S {bE— FiE
CBC (Cipher Block Chaining) % fi\>, IV (Initial Vector)
AR SRICEHT 5. £, KES{E7 ey 7 o7
4 V71X PKCSHT[16]ICHE 5 . 77— & ORE5{ki%, W3C XML
Encryption Scheme[17/IZHE#L L CHEITT 5. R TOR 5L
% # X EncryptedData 2 F N 1T 8% & 3 UL 5 .
EncryptionMethod ZEFHEIZIXEH T o SbT VT Y X L%
BET 5. dsiKeylnfo ZFRWIZIX, Encryptedkey EFENH
D & OB T @ CiperData E3& N @ CipherValue #5% (2K 51k
WCHEM Lzt y v a CBERET D, SbhICHZLShk
7 — & X CiperData 23 N ® CiperValue R ICHE S 5.

R ICH b A v E— VDA RT. #]TIE MSGBody
RN 5L S, EncryptedData ERIZE X b > T 5.
EncryptedData ZERWICIZLFRICLVIEShahizty
varvitltyva VEICEVEELENTET — X NRE
IN5.
6.3 A vt—TFEE

PUCC ua hald A vt —Il%, V—T 4V TITHE
723 (Destination/TraceRoute/HopCount 7 &) X3 T
EEND. 20D, Avv—VRGEE, WeTF — X E#E
bEOEAyE—VERICENT L. A v - VRIS

2016 Information Processing Society of Japan

Vol.2016-DPS-166 No.32
Vol.2016-CSEC-72 No.32
2016/3/4
D HF L XML Signature Scheme[ 1812 > TEM LI N 5.
A=V ~DBELIFA vy E—VRKIZEA I, oK
FEH A v E— VAT S Z &5 D Enveloped E4 & W 5.
B4 B IT Signature BERWIZEEE S 415 . SignedInfo #55
Wik, EHIEL7 AT Y X6 2BEET D
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<Core xmIns="Namespace of PUCC Core Protocol”>
<MsgType>Request</MsgType>
<MsgID>12345.2002-12-20T16:15:32Z @968742ab-f9bb-4305-9900-f98e56f12352</MsgID>
<Destination>
<Target>874542ab-a5¢c6-4305-8745-f98e56f12547</Target>
</Destination>
<Source>968742ab-fobb-4305-9900-f98e56f12352</Source>
<ComType>Unicast</ComType>
<SessionlD>12345.2002-12-20T16:15:32Z@968742ab-f9bb-4305-9900-f98e56f12352</SessionID>
<EncryptedData Type="http://www.w3.0rg/2001/04/xmlenc#Element”
xmlns="http://www.w3.0rg/2001/04/xmlenc#”>
<EncryptedMethod Algorithm="AES-256"/>
<ds:KeyInfo xm|ns:ds=”http://www.w3.org/2000/09/xmIdsig_#”>
<EncryptedKey>
<CipherData>
<CipherValue>r7us902Ws</CipherValue>
</CipherData>
[E0g" dKey

! Encrypted SessionKey |...

........... { Encrypted data ..
<CipherData>
<CipherValue>A23B456C56XuysjfhShskeSplaedSarkfbseSkrgksANje49Ud9)s2</CipherValue>
/CipherRata
</EncryptedData>
</Core>

8 Wi A b A v E—T D

Figure 8 Example of encrypted message

<Core xmlns="Namespace of PUCC Core Protocol”>
<MsgType>Request</MsgType>
<MsgID>12345.2002-12-20T16:15:32Z @968742ab-f9bb-4305-9900-f98e56f12352</MsgID>
<Destination>
<Target>874542ab-a5¢c6-4305-8745-f98e56f12547</Target>
</Destination>
<Source>968742ab-f9bb-4305-9900-f98e56f12352</Source>
<ComType>Unicast</ComType>
<SessionlD>12345.2002-12-20T16:15:32Z@968742ab-f9bb-4305-9900-f98e56f12352</SessionID>
<Signature xmlns="http://www.w3.0rg/2000/09/xmIdsigH">
<Signedinfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315"/>
<SignatureMethod Algorithm="HMAC-SHA-256"/>
<Reference URI="xpointer(/Core)”></Reference>
/Signedinfox v
<SignatureValue>NK8A3AS5USH874GH</SignatureValue> L
</Signature>
<MsgBody protocol="Namespace of PUCC Control Message Protocol”>
<Diagnose xmIns="Namespace of PUCC Control Mesage Protocol”>
<DiagnoseData>104353920000</DiagnoseData>
<DiagnoseDestination type= ” NodelD”>968985ab-e6aa-5842-1234-
f98e56f15687</DiagnoseDestination>
</Diagnose>
</MsgBody>
</Core>

Authentication Code |
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Figure 9 Example of signature
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Figure 10 Home network
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