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Modeling of the Remote Attack Surface
of a Software-Defined Radio Environment

YASUHIKO NISHIO™  TADASHI SHIROMA™ HIROYUKI INOUE?

Abstract: In this study, we develop a software-defined radio (SDR) attack environment and construct models for identifying the
remote attack surface. This SDR attack environment can act as an interface between the remote attack surface of a short-range
wireless access environment and the SDR communication technique; hence, it can be used to verify wireless access security in
loT systems. Specifically, we present the relationship between an open repository (GitHub) and radio analysis software (SDR
Console and MATLAB/Simulink) and develop a method to monitor the shape of radio data.  Finally, we develop some designs
that can be used for a model-base verification scheme. In future, we will discuss a remote attack method as a security test-suite
for 10T system evaluation.
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et Liebar A VBT CICEEIEEE oD
7o, V7 b T con— Ry =T OFEE RIFFICIT
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Fie, 77— AUz TOANBEZXEITH> LT, bbb
DEA T OWENARE L 22D . ABFZETIE, Nuand #1854,
bladeRF & PRIZALD Y 7 b U = 7R b Z > o —/3[15][16]
AW, FEMII®RIET 5.

42 BEIETVANME

6 TIiL, bladeRF & AW 7=i@E RS OB T 2R L
Tnb. 33 HiCHh_7=ETAEMATHZ & T, FHEH
EEEICB T 2 BERIEREA O, M4DEEY
T UARFGE GSN ET /L 2IZBNT, IQ 77 AL, tx <
VRERIBNBESREI R, mavwy REMEND
5 5%Ea~r REHC, 20MHz #f O BE/ R 2 BE L T
WA Z ENDND. £7-, MATLAB/SIimulink & — L
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bladeRF-cli I%, bladeRF %525 a~>r K74 Th
HTEMS, WECKERa~y FEET LR TIER D
2. ULEXY, MEBFa<v FTHDH xa~vr R,
av FOFATE LTCFIEL T2 T, M7TDOEHITH
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43 MATLAB/Simulink IZ& %) E— FX—FT—4W#E

BB FEIIBIL2T AV ENLVEEMRITrOLD,

bladeRF> set frequency rx 1575.42M

Set RX frequency: 15754200000Hz

bladeRF> set samplerate rx 8M

Setting RX sample rate - reqg: 8000000

0/1Hz,

actual: 8000000 0/1Hz

bladeRF> set bandwidth rx 5M

bladeRF> rx config file="my samples2.csv”
format=csv n=20M

bladeRF> rx start

bladeRF> rx

State: Running

Last error: None

File: my samples2.csv

File Format: SCl6 Q11, CSV

# Samples: 2097150

# Buffers: 32

# Samples per buffer: 32768

# Transfers: 16

Timeout (ms): 1000

bladeRF>

6: ZEY T INT —ZD H SRR
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Trial»> signal = load_csv({'ny_samples.csv’);
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_h%@y:Jwaa/fﬁtmﬁ%m%L VAV
U T HERE T VISR 10, ¥ 11 0 X 5 R AEED
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Shift Keying) To 5 IS 5.

AW TS 512X 12D L 9 72 SDR Console & XiEiL 5
V=V THEE IR ONEEZRS T, V7 v =T
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