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Abstract: TP traceroute is used to see the route of departing packets, while IP traceback is used to see the
route of packets of arriving packets. IP traceback is useful to detect the route of packets of DDoS attack and
spoofing attack because the packets fabricate source IP addresses and sources of the packets is not known
by the source IP addresses of the packets. Prevention of these kinds of attacks requires the detection of the
routes and sources of the attacking packets. This paper proposes the method of IP traceback and implements
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Proposal and implementation of IP Traceback method by OpenFlow

the method at Openflow controllers.
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full no_flow
15.5MB | 13Mbps 22.5MB |18.1Mbps |12.286ms
14.9MB | 12.5Mbps |20.2MB |16.3Mbps |1.021ms
15.375MB | 12.881Mbps | 22.05MB | 17.921Mbps | 6.09395ms
15.4MB | 12.9Mbps |22.2MB |18Mbps 6.3105ms
full_1s
301MB 253Mbps 120MB 100Mbps 7.453ms
238MB 196Mbps 117MB 97.8Mbps | 0.001ms
278.85MB | 233.66Mbps | 119.47TMB | 99.801Mbps | 0.71133ms
280MB 235Mbps 120MB 100Mbps 0.001ms
full_60s
300MB 252Mbps 120MB 100Mbps 1.892ms
232MB 194Mbps 117MB 98.2Mbps | 0.001ms
275.54MB | 230.74Mbps | 119.55MB | 99.788Mbps | 0.38659ms
276MB 231Mbps 120MB 100Mbps 0.001ms
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20MB 16.7Mbps 29.9MB 24.5Mbps | 5.821ms
19.5MB 16.3Mbps | 29.4MB |24.1Mbps 1.053ms
19.757MB | 16.559Mbps | 29.741MB | 24.318Mbps | 3.41688ms
19.8MB 16.6Mbps 29.8MB 24.3Mbps | 3.288ms
no-write_flow_1s
303MB 254Mbps 120MB 100Mbps 3.789ms
226MB 190Mbps 116MB 97.5Mbps | 0.001ms
275.67MB | 230.86Mbps | 119.29MB | 99.749Mbps | 0.45873ms
278MB 233Mbps 120MB 100Mbps 0.001ms
no_write_flow_60s
305MB 256Mbps 120MB | 100Mbps 1.891ms
252MB 209Mbps 117MB | 97.7Mbps |0.001ms
280.08MB | 234.58Mbps | 119.5MB | 99.711Mbps | 0.39412ms
281MB 235Mbps 120MB | 100Mbps 0.001ms
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281.5MB | 236Mbps 120MB 100Mbps 0.001ms
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229MB 191Mbps 117MB 98.1Mbps  [0.001ms
278.72MB | 233.47Mbps | 119.56MB | 99.785Mbps | 0.39396ms
280MB 234.5Mbps | 120MB 100Mbps 0.001ms
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42.65MB |35.8Mbps |94.85MB | 78.95Mbps | 0.954ms
simple_back_flow_1s
301MB 253Mbps 120MB 100Mbps 1.891ms
238MB 195Mbps 118MB 98.7Mbps | 0.001ms
276.89MB | 231.99Mbps | 119.55MB | 99.841Mbps | 0.36751ms
279.5MB | 234Mbps 120MB 100Mbps 0.001ms
simple_back_flow_60s
301MB 253Mbps 120MB 100Mbps |1.891ms
221MB 185Mbps 117MB 97.8Mbps |0.001ms
274.38MB | 229.86Mbps | 119.49MB | 99.74Mbps | 0.38764ms
276.5MB | 232Mbps 120MB 100Mbps |0.001ms
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no_back_no_flow
80.3MB |67.2Mbps |120MB |100Mbps 1.891ms
71.9MB |60.3Mbps |117MB | 98Mbps 0.001ms
76.492MB | 64.099Mbps | 119.5MB | 99.715Mbps | 0.67882ms
76.55MB | 64.2Mbps | 120MB | 100Mbps 0.917ms
no_back_flow_1s
298MB | 250Mbps 120MB 100Mbps | 1.891ms
240MB | 201Mbps 117MB 98.1Mbps | 0.001ms
278.2MB | 233.09Mbps | 119.38MB | 99.7Mbps | 0.36445ms
280.5MB | 235.56Mbps | 120MB 100Mbps | 0.001ms
no_back_flow_60s
303MB 254Mbps | 120MB 100Mbps 1.891ms
235MB 197Mbps | 118MB 98.6Mbps | 0.001ms
277.31MB | 232.2Mbps | 119.56 MB | 99.853Mbps | 0.34543ms
278MB 233Mbps | 120MB 100Mbps 0.001ms
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7.75MB 6.5Mbps 11.8MB 9.12Mbps | 20.888ms
7.52MB 6.29Mbps 8.98MB 7.05Mbps 1.291ms
7.6598MB | 6.4178Mbps | 11.2578MB | 8.7091Mbps | 8.83345ms
7.665MB | 6.42Mbps 11.5MB 8.93Mbps | 8.0965ms
full_1s
253MB 212Mbps 120MB 101Mbps 39.813ms
237MB 198Mbps 117MB 97.7Mbps | 0.001ms
245.68MB | 205.96Mbps | 119.05MB | 99.713Mbps | 1.55693ms
246MB 206Mbps 119MB 100Mbps 0.0015ms
full_60s
257MB 216Mbps 120MB 101Mbps |1.891ms
242MB 203Mbps 118MB 98.6Mbps | 0.001ms
249.18MB | 208.95Mbps | 119.53MB | 99.9Mbps | 0.36921ms
250MB 209Mbps 120MB 100Mbps |0.001ms
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no_write_no_flow simple_back_no_flow
9.07MB | 7.6Mbps 13.4MB  |10.4Mbps 16.915ms 23.6MB |19.7Mbps |47.9MB |39.4Mbps |4.239ms
8.7MB 7.29Mbps  [10.8MB | 8.57Mbps 1.034ms 22.2MB  |18.6Mbps |37.6MB |30.8Mbps |0.917ms
8.9484MB | 7.4986Mbps | 12.836MB | 10.0216Mbps | 6.89232ms 23.027MB | 19.294Mbps | 46.112MB | 37.837Mbps | 2.00594ms
8.945MB | 7.495Mbps |13.1MB |10.3Mbps | 5.8305ms 23MB 19.3Mbps  |47.IMB | 38.7Mbps | 1.9615ms
no_write_flow_1s simple_back_flow_1s
252MB | 211Mbps  |120MB | 100Mbps |3.792ms 227TMB | 190Mbps  |120MB | 100Mbps | 1.892ms
239MB | 201Mbps |117MB  |97.8Mbps |0.001ms 196MB | 165Mbps  |116MB | 97.3Mbps | 0.001ms
246.37MB | 206.54Mbps | 118.93MB | 99.683Mbps | 0.40607ms 208.65MB | 174.87Mbps | 119.07MB | 99.677Mbps | 0.42878ms
247TMB  |207Mbps  |119MB  [99.9Mbps | 0.001ms 209MB  |175Mbps  |119MB | 100Mbps | 0.001ms
no_write_flow_60s simple_back_flow_60s
256MB  [215Mbps | 120MB | 100Mbps |1.891ms 255MB  [214Mbps |120MB  |100Mbps |1.891ms
241MB  [202Mbps |117MB  |97.8Mbps |0.001ms 242MB  [203Mbps |117MB  |97.9Mbps [0.001ms
250.58MB | 210.14Mbps | 119.31MB | 99.689Mbps | 0.39045ms 249.77MB | 209.44Mbps | 119.42MB | 99.701Mbps | 0.38246ms
251MB  [211Mbps |120MB | 100Mbps  |0.001ms 250MB  [210Mbps |120MB  |100Mbps [0.001ms

07 000D0O0O0O00O0O0O00O0OOO0OO0OO (OpenFlow 00O
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no_cap-no_flow
12.5MB 10.5Mbps | 21.1MB 16.9Mbps | 8.953ms
12MB 10.1Mbps | 17.1MB 13.9Mbps | 0.946ms
12.411MB | 10.405Mbps | 19.387MB | 15.601Mbps | 5.22802ms
12.4MB 10.4Mbps |20.45MB |16.4Mbps |5.703ms
no_cap_flow_1s
253MB 212Mbps 120MB 100Mbps 2.222ms
241MB 202Mbps 117TMB 98.2Mbps | 0.001ms
247.28MB | 207.22Mbps | 119.04MB | 99.775Mbps | 0.39047ms
247MB 207Mbps 119MB 100Mbps 0.001ms
no_cap_flow_60s
261MB 219Mbps | 120MB 100Mbps 1.891ms
244MB 205Mbps | 118MB 98.5Mbps | 0.001ms
250.74MB | 210.2Mbps | 119.29MB | 99.796Mbps | 0.35589ms
251MB 211Mbps |119MB 100Mbps 0.001ms
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no_back_no_flow

44.5MB 37.4Mbps 120MB 100Mbps 1.891ms
41.9MB 35.2Mbps 117MB 98Mbps 0.001ms
43.209MB | 36.219Mbps | 119.53MB | 99.827Mbps | 0.74216ms
43.2MB 36.2Mbps 120MB 100Mbps 0.917ms
no_back_flow_1s
253MB 212Mbps 120MB 100Mbps 1.891ms
241MB 202Mbps 117MB 97.8Mbps | 0.001ms
249.01MB | 208.71Mbps | 119.05MB | 99.653Mbps | 0.38481ms
250MB 209.5Mbps | 119MB 100Mbps 0.001ms
no-back_flow_60s
256MB 215Mbps 120MB 100Mbps 1.891ms
243MB 204Mbps 117MB 98.3Mbps | 0.001ms
249.85MB | 209.46Mbps | 119.37MB | 99.823Mbps | 0.34613ms
250MB 210Mbps 120MB 100Mbps 0.001ms
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