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Verification of NetCore Programs by Coq
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YOSHIURA NORIAKIT!HP)

Abstract: OpenFlow is proposed for flexible forwarding of packets. OpenFlow enables to construct and
change large networks flexibly. Several programming languages such NetCore, Trema and Frenetic have been
proposed for configurations of OpenFlow controllers. NetCore can be used in Haskell, which is a functional
programming language. There are several features of NetCore. NetCore is a declarative programming lan-
guage and has a module structure. Programming in NetCore can be verified on Coq, which is a formal proof
management system. This paper uses Coq to verify NetCore programmings for networks that consist of
several OpenFlow Switches. Especially, this paper focus on verification of loop-free networks.
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Definition pgl := WILD /=> FWD 1.
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Definition pg2 := RESTRICT pgl BY PORT=2.
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Load loadpath.
Require Import ZArith.
Require Import NetCoreWP.

Local Open Scope Z_scope.

(*s1_plx)
Definition pgl01

WILD /=> FWD 1.
RESTRICT pgl01 BY ((PORT=2 ’OR’ PORT=3) ’AND’ NOT PORT=1 ’AND’ NWDST=167772162).

Definition pgl02

(*s1_p2x%)
Definition pgl03

WILD /=> FWD 2.
RESTRICT pgl03 BY (PORT=3 ’AND’ NOT NWDST=167772162) .

Definition pgl04

(*s1_p3*)
Definition pgl05

WILD /=> FWD 3.
RESTRICT pgl05 BY ((PORT=1 ’0R’> PORT=2) ’AND’ NOT PORT=3 ’AND’ NWDST=167772161).

Definition pgl06

(*s1_behave*)

Definition pgl00

RESTRICT (pgl02 ’PAR’ pgl04 ’PAR’ pgl06) BY SWITCH=1.

Goal |-[SWITCH=1 ’AND’ PORT=2 ’AND’ NWSRC=167772164 ’>AND’ NWDST=167772162]pgl100[PORT=1].
Proof. Time checker. Qed.

(*s2_p1%)
Definition pg201 := WILD /=> FWD 1.
Definition pg202 := RESTRICT pg201 BY ((PORT=2 ’OR’ PORT=3) ’AND’ NOT PORT=1).

(*s2_behavex*)
Definition pg200 := RESTRICT pg202 BY SWITCH=2.

Goal |-[SWITCH=2 ’AND’ PORT=2 ’AND’ NWSRC=167772164 ’AND’ NWDST=167772162]pg200[PORT=1].
Proof. Time checker. Qed.

Goal |-[SWITCH=2 ’AND’ PORT=1]pg200[NOT WILD].
Proof. Time checker. Qed.

(*s3_plx*)
Definition pg301

WILD /=> FWD 1.
RESTRICT pg301 BY ((PORT=2 ’OR’ PORT=3) ’AND’ NOT PORT=1 ’AND’ (NWDST=167772161 ’0R’ NWDST=167772162)).

Definition pg302

(*s3_p3%*)
Definition pg303

WILD /=> FWD 3.
RESTRICT pg303 BY PORT=1.

Definition pg304

(*s3_behavex*)

Definition pg300

RESTRICT (pg302 ’PAR’ pg304) BY SWITCH=3.

Goal |-[SWITCH=3 ’AND’PORT=2 ’AND’ NWSRC=167772164 >AND’ NWDST=167772162]pg300[PORT=1].
Proof. Time checker. Qed.
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Load loadpath.
Require Import ZArith.
Require Import NetCoreWP.

Local Open Scope Z_scope.

(*s1_plx*)
Definition pglO1l := WILD /=> FWD 1.
Definition pgl02 := RESTRICT pglO1 BY (PORT=3 ’AND’ NWDST=167772162 ’>AND’ IS_IP).

(*s1_p2%)
Definition pgl03 := WILD /=> FWD 2.
Definition pgl04 := RESTRICT pgl03 BY (PORT=3 ’AND’ (NOT NWDST=167772162 ’OR’ NOT IS_IP)).

(*s1_p3%*)

Definition pgl05 := PORT=1 /=> FWD 3.

Definition pgl06 := PORT=2 /=> FWD 3.

Definition pgl07 := RESTRICT (pglO5 ’PAR’ pgl06) BY ((NWDST=167772161 ’OR’ NOT IS_IP) ’AND’ NOT PORT=3).

(*s1_behave*)

Definition pgl00

RESTRICT (pgl02 ’PAR’ pgl04 ’PAR’ pg107) BY SWITCH=1.

Lemma tstl: |-[SWITCH=1 ’AND’ PORT=3 ’AND’ NWDST=167772162 ’AND’ IS_IP]pglOO0[PORT=1].
Proof. Time checker. Qed.

Lemma tst1’: |-[SWITCH=1 ’AND’ PORT=3 ’AND’ NOT NWDST=167772162 ’AND’ NOT NWDST=167772161]pg100[PORT=2].
Proof. Time checker. Qed.

Lemma tst1’’:|-[SWITCH=1 ’AND’ NOT PORT=3 ’AND’ (PORT=1 ’OR’ PORT=2) ’AND’ NWDST=167772161]1pgl00[PORT=3].

Proof. Time checker. Qed.

Lemma etherl: |-[SWITCH=1 ’AND’ PORT=3 ’AND’ NOT IS_IP]pgl00[PORT=2].
Proof. Time checker. Qed.

Lemma ether1’: |-[SWITCH=1 ’AND’ PORT=2 ’AND’ NOT IS_IP]pgl00[PORT=3].
Proof. Time checker. Qed.

Lemma ether1’’: |-[SWITCH=1 ’AND’ PORT=1 ’AND’ NOT IS_IP]pgl00[PORT=3].

Proof. Time checker. Qed.

(*s2_pl1x)
Definition pg201 := WILD /=> FWD 1.
Definition pg202 := RESTRICT pg201 BY (PORT=3 ’AND’ (NOT NWDST=167772161 ’0R’ NOT IS_IP)).

(*s2_p2%)
Definition pg203 := WILD /=> FWD 2.
Definition pg204 := RESTRICT pg203 BY (PORT=3 ’AND’ NWDST=167772161 ’AND’ IS_IP).

(*s2_p3%)

Definition pg205 := PORT=1 /=> FWD 3.

Definition pg206 := PORT=2 /=> FWD 3.

Definition pg207 := RESTRICT (pg205 ’PAR’ pg206) BY ((NWDST=167772162 ’0R’ NOT IS_IP) ’AND’ NOT PORT=3).

(*s2_behavex)
Definition pg200:= RESTRICT (pg202 ’PAR’ pg204 ’PAR’ pg207) BY SWITCH=2.
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Lemma tst2: |-[SWITCH=2 ’AND’ PORT=3 ’AND’ NOT NWDST=167772161 ’AND’ NOT NWDST=167772162]pg200[PORT=1].
Proof. Time checker. Qed.

Lemma tst2’: |-[SWITCH=2 ’AND’ PORT=3 ’AND’ NWDST=167772161 ’AND’ IS_IP]pg200[PORT=2].

Proof. Time checker. Qed.

Lemma tst2’’: |-[SWITCH=2 ’AND’ NOT PORT=3 ’AND’ (PORT=1 ’0OR’ PORT=2) ’AND’ NWDST=167772162]pg200[PORT=3].
Proof. Time checker. Qed.

Lemma ether2: |-[SWITCH=2 ’AND’ PORT=3 ’AND’ NOT IS_IP]pg200[PORT=1].
Proof. Time checker. Qed.

Lemma ether2’: |-[SWITCH=2 ’AND’ PORT=1 ’AND’ NOT IS_IP]pg200[PORT=3].
Proof. Time checker. Qed.

Lemma ether2’’: |-[SWITCH=2 ’AND’ PORT=2 ’AND’ NOT IS_IP]pg200[PORT=3].

Proof. Time checker. Qed.

(*s3_plx*)
Definition pg301

WILD /=> FWD 1.
RESTRICT pg301 BY (PORT=3 ’AND’ NWDST=167772161).

Definition pg302

(*s3_p2%)
Definition pg303

WILD /=> FWD 2.
RESTRICT pg303 BY (PORT=3 ’AND’ NWDST=167772162).

Definition pg304

(*s3_p3%)
Definition pg305

WILD /=> FWD 3.

Definition pg306 :
0 RESTRICT pg305 BY ((PORT=1 ’O0R’ PORT=2)’AND’ NOT PORT=3 ’AND’ NOT NWDST=167772161 ’AND’ NOT NWDST=167772162) .

(*s3_behavex)
Definition pg300 := RESTRICT (pg302 ’PAR’ pg304 ’PAR’ pg306) BY SWITCH=3.

Lemma tst3: |-[SWITCH=3 ’AND’ PORT=3 ’AND’ NWDST=167772161]pg300[PORT=1].
Proof. Time checker. Qed.

Lemma tst3’: |-[SWITCH=3 ’AND’ PORT=3 ’AND’ NWDST=167772162]pg300[PORT=2] .
Proof. Time checker. Qed.

Lemma tst3’’: |-[SWITCH=3 ’AND’ (PORT=1 ’0OR’ PORT=2) ’AND’ NOT NWDST=167772161 ’AND’ NOT NWDST=167772162]pg300[PORT=3] .

Proof. Time checker. Qed.

Remark other: |-[SWITCH=3 ’AND’ PORT=3 ’AND’ NOT NWDST=167772161 ’AND’ NOT NWDST=167772162]pg300[NOT WILD].
Proof. Time checker. Qed.
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Lemma veryfication: |-[PORT=2] pg2 [PORT=1].
Proof. checker. Qed.
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