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A Comparative Study Of Uniq Rate and Entropy in DNS Access

MATSUBARA YOSHITSUGU!»2:2)

MusasHI Yasuo?:P)

Abstract: We compared the property of uniq rate with that of entropy in DNS access. The uniq rate is an
outlier detection method which is a ratio of the number of types of clients or queries in the number of DNS
access per unit time. Entropy has a range of the values corresponding to a value of uniq rate. Therefore, we
considered the range theoretically. As a result, we found that the values of uniq rate close to that of entropy
in the both ends of the possible values of uniq rate. Furthermore we compared timeseries of uniq rate and
entropy in public datasets, we found a certain correlation between them.
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Fig. 2 Timeseries of DNS access counts in DARPA 2000 LL-
DOS 1.0 inside dataset.

——U' ¢ —H'_c

0.8

0.6

0.4

0.2

0

4/14 9:00 4/14 10:00 4/14 11:00 4/14 12:00 4/14 13:00

Date [minute]

0 3 DARPA 20000000000 LLDOS 1.0 inside 0000

J00D000Doo00d0 wiqO0ODOO0ODOOO0ODOQOOODODO

Fig. 3 Timeseries of uniq rate and entropy based on clients in
DARPA 2000 LLDOS 1.0 inside dataset.
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Fig. 4 Timeseries of uniq rate and entropy based on queries in
DARPA 2000 LLDOS 1.0 inside dataset.
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Fig. 5 Timeseries of DNS access counts of DARPA 2000 LL-

DOS 2.0.2 inside dataset.
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Fig. 6 Timeseries of uniq rate and entropy based on clients in

DARPA 2000 LLDOS 2.0.2 inside dataset.
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Fig. 7 Timeseries of uniq rate and entropy based on queries in
DARPA 2000 LLDOS 1.0 inside dataset.
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Fig. 8 Timeseries of DNS access counts in CDX 2009 dataset.
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Fig. 9 Timeseries of uniq rate and entropy based on clients in
CDX 2009 dataset.
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Fig. 10 Timeseries of uniq rate and entropy based on queries
in CDX 2009 dataset.

cooobooooooooboooooobocoobooooo
cooooO0Ooc0o0oo0oboOwiqgOooooOooOooo
cooooooooocoOobooOooooboooobooooo
ocooooooooooon

2016 Information Processing Society of Japan

Vol.2016-10T-32 No.34
2016/3/4

01 wmiqOUOODOODOODOOOOOOOO
Table 1 Traceability of uniq rate for entropy.

Type DARPA 1.0 DARPA 2.0.2 CDX 2009
Client base 0.6950 0.4496 0.5309
Query base 0.7271 0.5686 0.7314
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