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Design and implementation of distributed transaction for m-cloud
- distributed privacy preserving statistical computation mechanism
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Abstract: In the age of 10T, as known as Internet of Things, tens of billions sensors or devices will be connected to
the Internet. For elasticity, scalability and efficiency, many service operators use cloud resources to collect data from
IoT devices and analyze such data on the Internet. On the other hand, protecting privacy is an issue for using cloud
resources. We proposed m-cloud, a distributed computation mechanism which enables us to collect data from IoT de-
vices and calculate some statistical indices on public cloud environment while we reduce the risk of revealing privacy
information. Although the mechanism is based on the idea of distributed processing on multiple independent cloud
computers, we need additional features to avoid errors caused by communication failures or devices failures, in prac-
tical scenes. In this paper, we review the m-cloud computation and propose extensions for fault tolerant mechanism
based on distributed transaction technique.
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4.3 DHT extension of m-cloud computation
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DESTCloud 70 =7 b [6] TH I FIF A KE - [HED
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MAHEEOHE 2RI T 20005 vy ay
DA D WTIRET 2. S 7 v 7> a v, 58
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2aviE L TRBRTHILET, RIBOD B F—% 2
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WarxDr 77 FavEa—8PARKIREL VY —FT—
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70, 59,777 FarvEa—2IicT—7VoazEA
T5. Thbb, vy —7—9%2%KH) (Tvy 7 u—F13%)
72D values T—T7 N, BEXOTE 7 v 7> arni
DIEAT 2 flags T— 7NV R EHET 5.

—

table:value
X, P @ 5= 2xy
P S
table:value E
(kiy x;) P

Iablg:flag i

(ki 1) 7
J A

X2

XN

(k;, Xg,) table:value
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5 Basic idea of distributed transaction

X 5 12 DHT m-cloud ICBWTOH NI v HF v a vz
19 GO RN ERT.

iwmHDR =13, (1) TR flags T—7 N7 7
7 fi =¥ bV %Al FALSE T $ 5. f; ($ DHT D 7L
TY RLIWEZD NNy ¥ 2 fHICWIET %27 7 Fay
Ea—% FIERENS. Q) ZDH%mica# Lt
Y —=TF=F Xjiye X ZNIET 2777 Fa v E2—5D
values 7—7NVIZT7y 7R —F$%. 777 FavyEa—
ZIFHHBO DHT 73 AL ICHE> TRIRENS. B) &
BIZf, 77 7% TRUEICX Y FT 3.

BB, 777 Farya—¥7Tldflags T—7 NIV b
UBERE N0 B, H 50U OED & Nz RfLA_E TRUE
1272 5 700 72 b DI DN TIE Z Dl % BRI AR Al 72
fil ERROR ICEZHAZ 2D ET 5.

797 Farv¥a—4#I3values T—7NWIZT7y 7a—F
SNt x; ZARHEICEAT 2. BARX, WK 2777 f
DEZNIET 22777 FavEa—%D flags T— 7 VD
SHHL T, 7 9 7ilids TRUE T®H - &I R > THET
EN%. 77 7D ERROR TH o 754 1T 1A % Wi
(W%3), 7 9 7iliH3 FALSE T& - 7= 35413 —E R IcH
JEABR & D R T,

Lo AK, 79 FavyEa—% C TetEE N3
kv —TF— Y DEEHE 5 ICH B v — Dl x;; BEF
N3G, ALy =008 0 0l iy, oy Xy TRTH
779 Farvva—FIiElL 7y 7u—F3hiltzr
RAET 5. 7 v 70— FCREDFEAE L - EIZEGEHEIC T
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POV =D T v I u— FTRENKEL, SFHE
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o7y 7u—FT5IC1 2HE LTHOHEEEMA S
CLETRETES. $4b5 (x,x) DD DI (x, 1], 1) %
mPFELTTy 7e—=F$52 LT, HI3BEEDEHIHE
AINIce v =T —FOREF L R 5.

53 29 RAVE1—% EDWE
STy a RBROFEFICIEZ 77 FavEa—

Y OMBIZ TRBHETH 5. DLF T values 7 — 7L,

flags T— 7N ZEFNFNUIOVWT I I FavEa—F)

FEETREBRBICOWTEIET 2. 8, L ToOWMIZL v

P—b LY —ERAFHEEDP S OERIGL T 77 F

avtEa—F LCERBIISNIUHEZEREL72DDOTHD,

WD, L F ALy FERENICE WS THT X
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531 values 7— 7 LA DILE

UPLOAD (from sensors): & ¥ —2opE It
V=T =5 RTINS, HidkO@E ), BHEEZD T —
YEZIFML Z EDAHLET S, T—FICiZ 777D
¥— £ PMNEINTREHDET S, 7F— 7 HE, f
WKAIET 57 7 70fEZMNIGT 2777 FarEa—
oS, 7 7 7 DS TRUE 1274 2 D%F-> T, &
Pl vy —T—% %S AT 5. k8, 77 7DfED
ERROR (27 o 785 8121E, Ykt v — 7 — & DL
T 5.

COMPUTE (from operator): UPLOAD T JHl - 7z &
V=T =Y DN TR T T T 5D R[> TARE
E2BT. BEEZEDO ANV S > G, BRI E
DEFHEZIE ] .

53.2 flags T— 7 ILEHDILIEE API

CREATE (from sensors): f CREINS7 77D b
V=2 AES 5. Rk, 7 7 7 Offilx FALSE &9 %
—ERFHBANIC 7 7 753 TRUE 1272 & e 2o 785612
1%, 797 FavEa—#I2 k> TR E ERROR
ity FIN5.

SET (from sensors): f, CRIEINS 777D MY D
filiz TRUE I2t v b § 5.

GET (from cloud computers): f; CTREIN%7 7 7DL
VR DEZEST 5.

6. Conclusion

m-cloud 132 v ¥ —F7—F ZWETHMT 5L TTI4
NGO A 7 2B L, D27V v 77579 F
B L TR, SRR IT) S LIC ko T ED R VIR
a2 M T3 2 L 2 HHEICT 5. AR TIREL
7= m-cloud DL 5 v 72 a VIDBEEREE, T34 2
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B 2 CICRNT 2EHREREZR PR L, 72 L 2 REIH -
7o & LCHIEMEAFGHEE 5 H T2 2 L2 ATBRICT 5.
0T 7 7V r—3 a v ¢k, ER AR X v — %%
BB CHElt S, BT, TN AREL SIS Z
T BEHENIIE I D 2 5. m-cloud 2VEET S [oT 777
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