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Proposal of method of evaluating computer linked to the Internet of each IP address
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OFETIL, 200544 A DR TH 1.5% bOHF—/308
BIND4 <> Windows NT 4.0 ® Microsoft DNS T 5
EREENHR UL TV A [1]. ISC 3% %2 BINDA 2 &
$rL7=DiL 2002 11 A TH B M, £DOBDO README
WIRO LI ENTN 5.

1.

The official version of ISC BIND is now
9.1.0, or failing that, 8.2.3.

This is ISC BIND 4.9.11, hoped to be the
last of 4.%, which we are releasing since
it has an important security bug fixed.
Other less important security bugs in
BIND4 remain *unfixed*. You should
not be running it. You have been
warned.

LHL, FO2EEETHoTHHER L LT BINDA X
EExBESTHAL, BNIZBWTHLERINTWAEH
ZHERLTWA.
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2. V35472 FOBANFE
2.1 Active OS fingerprinting
TCP/IP O##%1Z RFC TEZEINTWEA, 0S i
BIIETu barRyy s ODRECIERBHY, 0
PEAMRSI R ML S AT L% R
ok HEETER B8 A7 A THR
SRS £y R T LTS Fiky 2T L THR

ik wE!
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Z#1Z OS fingerprint & FEIEN TV 5. HDHEHEA FhD
EEIND TCP 7y bt 5L, £0 OSEA
OFEFEIKTF LFRNS, OS 2HEET 2 Z L 3788
ThH5b.

REBHDOIOD /Ty NeFEEFL, HENLOIRNE
EHFV, ThEE8T 5L TOS fingerprint #1523 %
ERSHD. Tk Active OS fingerprinting[2] & FES.

Active OS fingerprinting %17 9 E#Hl & L T3,
QueS0(Que Sistema Operativo)[3] <> nmap[4] 72 & A3%&
Fonsd.
2.2 Passive OS fingerprinting

Active OS fingerprinting & XBBAIIZ, HE,L LD
Ty beFD, BELE Yy NeXy ST THZ L
T, OS fingerprint 2% 2 HERH D. Zh % Passive
OS fingerprinting[5] & FES5.

Passive OS fingerprinting % 17 5 E#EH & LTI,
pO£[6], p£[7], Siphon[8] ie ENRFET Hh 5.
2.3 Application Banner

FYr—a v DIEEA v E—VE OSRT 7Y r—
vavrkERMTsb0THS. REEMICIE, TELNET
X SSH M-, HTTP ®» HEAD Y 7 =& |, FTP ®
SYSTYZ TR RRETOSRT TV r—ar 2RE
THZENTES. 113, NetBSD iz¥3vvTC SSH ¥—
' 2 %17 9 Application Banner DkFTH B4, TH
HIZEBE T 5 & OS 78 NetBSD THhHZ & L, SSH D
EREEMRTHLNTES.

debugl: Connecting to bar.example.jp [10.10
.10.10] port 22.

/foo$ ssh -v 10.10.10.10
OpenSSH_4.4p1, OpenSSL 0.9.8e 23 Feb 2007

debugl: Remote protocol version 2.0, remote
software version OpenSSH 4.4 NetBSD_Secure_Sh
e11-220061114

debugl: match: OpenSSH 4.4 NetBSD_Secure_Sh
e11-20061114 pat OpenSSH*

debugl: Enabling compatibility mode for pro
tocol 2.0

debugl: Local version string SSH-2.0-OpenSS
H4.4

\Password : /

1: NetBSD {23317 % SSH D Application Banner

2.4 TCP 3-way handshake control
TCP itk y ¥ a VLD HIZ, 3-way handshake %
EY 50, ZORONRTy NRBEEIET 2 &, BEM
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FDOOSRT TV r—a il k> TUSERRRB D &
DBRERINTWA [9].

SRR EHIE TH B8, 3-way handshake 23t L
THVIADE TRV BEHOE LD Y, EEHRME
DFTHB.

2.5 DNS check

DNS TIZIP 7 RL AR R AL VOBEBHERLZE - T
WHEINE D, FRERPLALRoTEY, HIBEE
%%} & RR(Resource Record) D#EZ A
HTERW.

WBEL, LY%< OREBEERIRT 5729 botnet[10]
LERERATHBMPBHH2, ZOZITENRY YT
ZIPT RLATHY, IPT7T FLAL LEEELRZS
BRI L TonbORE Ao 2BERRH
%. ¥7-, Sender Policy Framework <° Domain Keys
72 EOF LW FIEICET 5 RR 7 ERESRIC X B 3HE
BROAEDERTE HAHFRBELTE TS,

3. EE

Active OS fingerprinting Ti¥, MERZA ¥y &h
THWLIEERMOFERNY ZIRTZLITRD72D, Rkt
HIRFRENERICEEY RITTAREERE L HNSE. OS
fingerprint AT 27O, EFMLEZ 570
W2, H—FRNWAR—RZE TCAVRAREITENLETSH
v, HEBMORERSEIBEEXD.

Passive OS fingerprinting Tix, 772 L L5 &L
TLKARAMIBELT, IR AZ Yy I T3 e
MbNDZ L7, OSTHERXIETHZ ENTES. L
> LA RMEIC OO TRRES L 7% R, BEFRIZ OS fingerprint
PEILLTLEIBERD D Z LR, 2—F A=)
LOBRECLDIBINES THDZ LR TETERY,
BEEROBB ERBV L ITE VAT [11).

Application Banner 1%, 7Y r—3 3 L5475
VICEMAENTWNWERA vy E—TUThon), BRET 7
ANMTERERTNDBA v E—ITHB-0, BENE
BT LIIARATHLB.

TCP 3-way handshake control 1%, Bk D4 DEH
FEEHB LT, BAMERES AR > TH2RN
2, RFCIZESWEEREEZ L TWE), F2HEWEE
e LTOD0OHBNIIER AR LOFIETH
5. ERTIESYNIZHT 2 URIZINT, 0SReT7 7Y
r—a G U TR S timeout 2M4E¢ 2 = L 2SR
LTWa. F£72, DNSX SMTP @ X 5 iz iRt i
 fallback +2 F£HHRE LTV BHAIT, (1)SYN
TSR, (2)3-way handshake #% @ FIN, (3)SYN
([R5 RST, O 3389 DLEDRIZ L B fallback 5
HNHEWVWERHT Z ENRTETWAS, Zhid, SMTP
O MX BLED X 5 (TR % - ¥ 7= fallback IO T
TOBENEHEE LS.

DNS check 1%, ##72 RR OF&EILH & DDoS %43
SHREMD & 2 - OEEICRE LR IT IR 620,
BEOHFEOHEDO—HIBIEE » LTHMEEZ 5.

IO DFROFMFEREMINE L ETF—4
N—RIZBEGT DI EIEY, BEMFIS UL
BEERRMET 27 L1, ENBICBIT 4L ERES TS
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TEIZERLELZBND., L)L, SMTP 2175 DNS
T 7 VR MREITHD L O, Bol-FEHMEA
MIZEEIND L —CRDOEELR-TLESZ LY
H5. FHROFMEHRL, AHREHENREZHNL D
REREOR S Va—) VIR EOBRNPITELEZ 26
ha.

4. BbhYic
IP 7 FLABIZBERFEBINT D08z
WTRRET L7z, 7y FOREZIEZITO L THIBZ®EYT
VEBIHDLZPL LABRWHEFETH I 0E1OHEO -
DIZiX, Bx OFEOFTERE RIS U EAMEORR
R, BEV—E RIS Ul EEOFE VST R Y, &
DEMLRRERNVLELEZRD. £, EObBT
Vior—va VORBRELLETHS.

A£%i%, SMTP 2 P BEY—EXZ2BELELT, #
RLTCXIAEFOREFES - BEFEIOFMEERE VTR
FLEWEEZ TS,
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