FIT2004 (55 3 OBRBIZERM I #—5 L)

L-028

Ty V= F BT 5 DDoS P REEL R A BE 3 5 —BREt
A study on edge-routers with DDoS Attack defense

HH OJNE— Al Bt IWHE A
Junichi Yoshida Masaru Katayama Hiroki Yamada
DEDREIFTE D,

1. [XL®HIZ

HEA =Ry MZBITD X2V T4 LOBREE L
T, DDo S (Distributed Denial of Service) MM
BRELTEY, ZodEB RO TS, DD o SHE
i, 18—y PLIZOBLTRBEESNT-KE ) — FH
b, BBY—F vy b/ —F (=) L TKRED N7
Yy hEFEDZZLIZLST, P—ERLXY U — 7 BIR
ZHEXEDIHBETHD, 2 TH, Xy NU—BES
HEISEIHBIL, Xy PV —s 2R KEREEPRIT
THDOTHD, Z0OH, x V7RI SP (Internet
Services Provider) IZBWTH, £ ¥ —F vy h¥—F
AERELTR‘T D7D EBOICE 2 & 3 NENY
LT&TW3,

DDo SHBIZAWONB I Py hOREERT ML
AE, HBTEOBELBET AT OICHERINTHAE T LR
2, ZDH, 1 PT7 FLRFEHRCHHT AL ED
—DEL LT, AT VAT 4N ZUREE, LT VR
AVFX, BEEMBREICRNT FLAEREET FLRIZ
Fonryy PRREHOHTIT X7 4NE%ITHF
ETHB, LL, AT LRATAAZRELT SPTEE
SINTWARVWE, I SPOEBRANLD NSy ZIZD
WTREELT FUVRAOESERHETcCE RV, /2, 4V
TUVRTANZE, KERry hOEET RFLABAL
VAT ANV BIZRESNTWAKENThH =517 ¢
N TERY, IHIT, WBRENBEAE RS T THES
TolBARE, JRETFLRAZHERLARZVDD o ST
DHFEELTANETERVE VS ERERD B,

ZDED, Fx U TR SPICKITADD o SKERGHE
MELLTA VT VAT ANFEIME, FL—R Ny y(2]
BT FEPBAUIHRINATWS, FL—y 7 B
3. BET FLAPERINZELTH, KB o —2@
B\LRE (MARK) 28EL, X8 —F (K851
PERETAFETHE, PL—XNw 23, HBITo—0
RARETHDINV—Z DBHMIMLERIERZ GO —F
WHEAAZEIZED, ISPOERYELI THE) — %
BMETDHIELRAREL RS, Z0-d, HEDISP:2E
TeBOTZBVAR Yy NU— I b DOKBICH L THEHEBRIC
W& ZATHETDHIEE LTHEOMERHGTE B,

LaL. PL—RRy g, BEDO 1 SPEEL B
EITIOILEDRHDEE. WBTOBEIZITERS05 L
WHRERS B,

ZOBBEROUBERD—DL LT, w3 =Y Fan1
SPAEETIE, A1 VI LATANEIZLVEET RLAD
EMMELRIECE DD, /— FEESBC L BT o—
DWARERSTNWBT v PN —FDREEF AL L7 MC
THIZEMAEELRD, TDZENL, I SPRIZBNT
FERE Ty Y ) — R TOEBHIREITY FIEL LTHE

I () BFEHRIBESS, IEICE

71

ZFIT, BEDLIX, v RX—VFEN=X X U TRISP
WIZBITE /) — FEEEEZER Ly VN —FIZBIT 5
DD o SHEN#HE (LT, 3AT—Uflkend) %
%%j—éo

SAT—UBEEL Y, WBE—SF o ) — FORKER
151 st AF =8, =y PA—FOAQDTEREEE
T92 nd AT—VL, KBV o —DRARLRS>TWVS
Ty VN—FTDDo SHERYy NBBELZ74ALE %
793 rd A7—VD 3EEIZHITTDD o SWEN#H%
TOHETHS,

AT, 3 AT —UHHEOEROAHEMZ B 5N
THHIZ, I SPTHELEINDDD o SEHfigiEDS

HEHARLL, 3AT—UBEEDT —%F 7 F v & Ek
BEIZOWTRRL B, 72, 3R 7F— Uik EsE: %
Blicoy IN—FOREECONTHES, Eblz, ¥
Falb—va Ak VEEEITS,

X1

2. AiREH
2.1 DD o SH®EFN

ABAFIRE TODD o SHBETFTAEZR1LIZRY, D
Do SHEBIZAWOND I Py FOREETT FLRIT,
WETOBELBTB-DIIT VX ART FLATHRE
nTWD, ¥/, DD o SKEIX, RO~ U1 HE—
T ML T—FILHKBEZITS, Zhicky, Xy by
— 7 BREBEREIN, WY -4y b ) — FEIFTIRA2L
ORIy 7IZHLTHLHENDH B,
2.2% % V71 S P COBEICLER AR

2.1 T_7=DDo SHEBEFMIH LTy U TRI
SPICHKITHDD o SHEHEXRICHLELRBELZLITIC
T,

(1) #—4v b/ — FOB5#E

(2) o b T v 7 ~OEBOE:EE

(3) #—% vy b/ —F D FI b v OBEIREIR? &
EITHOZ LT, BN —Fy FETRERT>TWVS

DDo SHEBET /L



FIT2004 (55 3 OIBHREPRIMI +—5 L)

EFa2—¥F Ry 7 ETHEREEATLE) ZLOE
i3

3. /—FRZEH#

3.1 /— FRJ#EEOHME

J— FE# L T, XKBERMNTD2PV—#EDD
o SWENHEHEIRTAT vy VN —FRBEWEET D
Z LT, DDo SHHEMRAZERTAFIETHY ., HEIC
L o@mTAERIL. KWEY—F v b — FEHBNTHE
# LT FLR) Thb,

K2R TEI2, ISPAHOZ Yy UL—E2BENREN
HEEGHEL, ¥—Y v b —RIZEBEVT Yy UN—& T
DDo SHEBZRMLIZBE., KBV —DRAR LR
TWAT Yy DN —F KBS~y b)) — Feiild 2%
WAEBEML., £ CTHRAIBEZIT,

ISPEEEELTWVWART yYNL—F TR, #—F v b/
—FHEDT FLATEHERIBEZITV., =2 —FE2ERT T
Y ON—F T, ¥—7 v b/ —FmEOT FLRIIHLT
HIREIREZIT, Z0O%, ARV —2BELTI A LF
21T9,

ENETAY
Doy (BRI
FTANG

Ly Ph—F

M2 =xyv/— RNHE#EE

3.2 B

Bt 3+5DD o SKEEF LI, KB — NZiE-3<
WKONTHEMZ NS vy 7 BRER O, =y IL—F
KBOWTHLTLLRERERFRETCEROAEELH S,
YoT, =4y b —FGEOMT b v 22O THEIEH
BEITWTELZ LT, MENIZY—F Y MNETEBEZIT
STWAEFEZ—F ISy 7 ETHREEZEXTCLED
AREVEDS B B,

4. TyTN—RIZEHITH3AF—2 DDoS [H#
EOBE

4.1 RET—XTI7F%

3RTF—UBHEEIL, WBEY -7y POREERITI 1 st
RF— L EREO 2 nd AT —, HET7 u—0ORKRER
KUBEZEITY 3 1d AT —VD3DIZHBEL, 1 st 2T
—2 2 nd AF—VRNIT ) — FPE#E (i) . 2 nd RT
— L3 d AT — VL — FREEE (i) TITS>7—%
T I Fx ElgoTWND,

1 st AF—=V, =5y MeD&TONT v RBE
B35 Egress filChI by s E=FL, 77y FRIK
)y v —%ET 5, 2 nd AT =V, BEAIL
TRy Mzt LT, 2O Ingress lZ7 1
#H— R THEIEHIE 21TV, L—F DAL vF, 77X
DOHBEROEEEHS, £/, 3 rd AT -V,
(i) /— FREE#ICL v BRE2ZI T —F > MuD 7
o —Zx% U CHEEEIR 21TV, T SPROXRy FU— 75

MOHBERH S, 0%, HBKEE7 o —IC L THEY
O —DREEITV., HBEEDERETTZ A NVET D,

5 i -~ N rdRF—v
TstAT = i 2ndAT - Yo
LRI L B L
=y bom | Lo | (7o
: |
P |

(1) /= kP (- rmayr | @ e=s g
@: TA4NY
K3 3RRF—IHEE
4.2 BHE

BERBICBITABEIZONT, —RERBHEIC X AR,
HIREHIR FIEICIN - TR~ B,

DDo SK®B%#BRMTH L., /— FREEIZIY ETH
MLy PN—F DERED Ingress fIT7 A L H— T
HZ—4y "Dy FERIB LD D, FFEy7083H
HPRAEABAT-HEICHB LR L TREHEZITY, HEM,
UHEEIN-BEE CHRAEEIT,

2 nd AT —UBMMEREEIT O L FERHC, /— FEESE
Eoft= o ¥ — FIZREBROBHEZITVRET 0 —
ORABL o TNBTy PN —FTDDo SHEDT 4
NEEHFTS, /- FEEBCIVBREZT oy Y
N—BX, =4y buD T v 7 OFRFIREIT S,
Ty PN —EPRETIZa—F2NETIHERE. ILIZK
g T o —ox L THE7 n —ORRAHEZITV, 74V
H BRI A 1T 5,

1 st AF—VTOREMN T v 7 OBD &, 2nd AT —
CTOREEDKIRE HHRE T3 rd 27—V TORIRHIR
OWRFEHBF L, 2nd AT — T COFREHEHEERT 5,
2nd AT — I CTOHIRHIRAER & FREC, / — NEE#IC
L ofhe v Y — FICBERFTREEROBRMEIT I, MBERT
BEBH ARSI 3rd AT —VICBWTEENRY v h2ED
F—y MNED b Ty 7 ELEERLY—F v MDD b
Sty 3BEZTESE, 3 rd AT—VDT7 4 NVE%R
. AC S

3rd AT —VICBWT T A NVIREHR, F1LT 7 M
PUZIRBR TR B A ZE LARWEAIR, 74V 4REE D
EMUDERBINTZREICK T, BHEMIZTITS,

5. Ef@
5.1 FEHE

Ty UN—Fid, BFMNEREND LI, FROE

B2 b FBUSIS TR R R E~DER B L TE T

L WB, T, ot (1 st AF—Y, 3 rd AT —

72

D) DML ER L THRMIZELETAILERDHD, 1 st
AT =i, FRERTITOLER’H Y, BO 7o —%b
BN DTA = FEIZHBLTIT) ZEREE LY,
3 rd AF— VX, TSI (1 st AT —UMLELRN
ol XEOREBEIND) KLWVKBEDHRTI A NEE
1TV, EF2—P28ETH, 20D, 7e—hvr¥
P TRhR AT — NERZEOMOT AT O LERH Y,
EEBEO L VERNEEND, TITUBTIES rd X7
— P OERIZOWTHERT D,

Tz, T7E2BMUT A o H— KRB X%V TBRTA
VH—=FRBIUOY—E RS- FEOIEEREL., #A
ShEE, &M, WEELFBMOES OB A LIE%1T



FIT2004 (56 3 MBHWMFRMI +—5 L)

Do

(1) 772AWUT A — FE (M4-ABR)
WBRHEENTy F7u—0RN2CGRATHI 7 7 A8/l
A H— R THB7a—DREEITRD,

(2) ¥ VTS A H—F B (H4-BBR)
AT — FEE (%7 v PRFAEER) D= HOBUEBEEE <
ryb7a—Na@@T5% %) 7RSS I —RiceT
OWEEEER Ny b7 —DEEbEE (o —%) LYK
V70 —DBEXITRD,

(3) —exh— N (R4-CHHE)

MG EOLERE Ny b7 o —2P—E 20— Nz
N, HBE7 a0 —DOREXITR D,

ZArH -74~/7J—|~*/({;(/g;:}
™’ —
- (7 [T
24 - Ef=—¥
*xvY rmmu 77}7{9 ~(EH=—%)
D . ey < £ et _! 7 7 2 AR
(K7 0 —155)
@:vany TAEUS A - R

»F_v_—_ ZPEYS ,@;?9

._4;

, 3,:5/:{ -.r‘“]

7 7 & 28

C ¥—btxH—KE
3 rd RF—VDEEE

X 4
5.2 LLERERME

T2 RA@BRT A v h— FEIL, GSEHEHIRETHD
ATERLTVAY, BEEEEMOREGE, N—Fu=7T
YY) —ADERPBFREDATY—E AL — FRI L T
TF|TH B,

XY VTRUTA - FERE, T/ RRABRT A
— RRLERTA—FY =7 Y Y —ZADERADERD S TE
NTHBER, XXV THRAT A b — FENFTEEREERN
HVEERENEHETH D,

HF—E R Y — FEITCIL, — R I — F~DEELEIHR
WBERBN, LT 2 2DT A »h— FEUE L X,
— Ko7V V—RZXVEBHCRATE, BHE &R

=Ty MEIRAW TV S, R LICEREEOTEZ T,

£1. BHFROFE
EAZhE il HEEEEBM
DESME
A 77| X @) X
A7 EEHERE | &9 0—
H— K FOEE
B %%V | A X X
THRETA | bTe v/ SE | WEENN ETA VN —
Ah— N | 2k BB FOEHE
cC #—v |0 A @)
AH—RE | ENICLAHE | &REBEE | f—vRAH—
FOHBDERE

5.3 RBAEREICET 2%

J— FREPE#IZE Y. 3 rd AT —JICRE AR EEREIE
EITD2ZENEEL D, HIMFIRIL, HIEM THELIY
RERLHEDHIC/, — FEEEICL 2@0EEKE V< T5
VERHD, 7=, HEEIBRZT > 2L CEF2—VFD b
Tty ETRELRITT I L AERE L TR RE
RE2RTEILHERD D, £2C, BRI HHHIREL

73

“*féﬁﬁabr TRBERICOWTRIEER L,
RETARBEDOF o —= v FII3 T HEER L EBT 5,
3rd AF—PRBVT T AV FBRER, ZA4 LT Y FURA
IHERTRERHEZZE LRWVWEE I LI, BEOCHMELR
KBMEOHREEXRIRT D, ZOFEEZFAL LT T FURN
WHERTREBREZE LRVWERA T LITRYIET,

BEDF = —=2 721772 5 BEIT. BEREDCHRIM
BEDBETHDN, YIalb—varLitfReER5IC

FF, W5, BEF = —=2 7 %17 - =B A e
HIREIRE A S HE L b O ThHh B,

X505, BEMBEICERRL 3EIOREE T8 0 %L
LOEHIRERETEDZ LN ohoTn, EHIT, #
HIFRDSFR L 72 21T CHAEH ML 720 . EIEFHIBRAITW
TEBDZEOMIEICEDERRTE B,

100
80
g 4/§577 SRR (%)
% ¥
-4 20
= ﬂ - 40
% 40 -+-60
v
20 —&
0 . et .
0 1 2 3 4 5 6 7 8 9 10
MfEF1—=> B
X5 MBEF=—=r7%%
6. BHYIC

XX UTRISPOTyIA—FIZBITBDD o S
BIZBETAREEITV. 3AT—UBEEICEIY., ¥F—F
v FOBFE, D PT b v I ~ORBORBENRAREL 25
FEERR L, £z, 3AT—UHHEORKREEERL
Ty ON—2IZBITDHEESFRUZOWVTHR, 3 rd X
T — V=R I — FHERDZhRM & BRSO E
{LERSL IS EERTETHDI 2R LE, &b,
HBHIBREE T 2 —=0 T3 FkE LT pR%ELZER
THILILEY, BBEBLIHBEBETO 2 LBAETH
5T &R,

DD o SHEEA~DXIG
ARETIE, DDo SHEOHRTHLTZ T v FRIKEBIIR L
TORMEOREE1T o7, L L, EEIZZ, DDo S
BBO—DOIZTET, fidoDD o SKEIZH LEFHEDR
NEITHILENH B LB,

BE K

[ 1 ID.Senie. Network Ingress Filtering :Defeating
Denial of Service Attacks which employ IP Source
Address Spoofing, 5 2000. RFC2827

{ 2] S. Savage, D. Wetherall, A. Karlin and T. Anderson,

"Practical Network Support for IP Traceback," Proc.
ACM/SIGCOMM, pp. 295--306, August 2000.



