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P —NICEFBEOEREZEALINDAEELH D,
Android il D Cordova %
setAllowUniversalAccessFromFileURLs(true) & V™ 9 F§ 12 &
v file A% —LDar 7 X2 NTEIET D JavaScript 705
FEEOO—H N T 7 A NRETDL) T BHIRD
MW7 7B R2EFHFALTWD, D78, XSS DOfsggikds
B ENT7-54E. WebView DX v v o =27 7 A M EEN
HNAT — R EOMEFRPEAH I, F—4k
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3.4.2. X%

3 SOMEIIMEICILE T HREIT, TV ORBEEN X
a7 a—FT 4T OMBERGLEK TSI L TH D,
OWASP 73/ABf9 % THTMLS Security Cheat Sheet] %<
JPCERT/CC MFAT7 2 AR5 =L, HTMLS 54 Dl
SRR T DIEMIR E 2D, LInL—F T, ITEDT T v
P OFREEEBINZZ 5 LI=HA RITBRETETE LT, ik
R EHNEEND,

Cordova 77 7' A4  OFHBRV IZHOWTHFREETH Y |
TITA L OENTTRAREZTR LT TA R T4 HEOA
EMTOBFHRFIIFELTELT, T4 FOBRERLEN
Z

o

DOM Based XSS (Zxf L Cix, 77U OAEEMN D AT S
B TERVWT — X & HTMLIZHEDIA TR, Uk (=
TXARN) UGN CTm A —TE %175 Z & NHERh %t
Weipd, UL, ary7x A2 & RS Gl 27
— AT SRR LB TLEE LV, BT
3 OFITIX, ${datal}~${datad} D= NZEIN THI % DT A
TN LTEE 0D, FrlZ${datad} D BIEEIXMTE O
HTML ~— 72 7 v 7% biAte Z E N TEX D729, XSS D
IR & 72 2 BROBMEE LY RO, L4 HTML~—2 7
v T OB EMHT D20 ERH D,

\—/\

<div onmouseover="${datal}"> ${data2} </div>
<a href="${data3}” >link</a>
<iframe srcdoc=" ${data4}"></iframe>

[% 3: DOM Based XSS @34+ 5 a T F X b

DD, BEXaT a—T 4 T OHEBICLLBED
H1FkIA 17717 C DOM Based XSS #B5 <2 L ITHELVY, %
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fif 7= JavaScript 7 L — AU —27 2, 77 U D CSP &
HEDLETCY R ZRETDHIENLEE LY, £/, XSS
DOYEIFVEN T SNT-HA O ELZET 572010, RE
T T TAEMBIAEIRNT EREE LV,
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v 7 500 fLE TOT 7 U 42 13,488 fifl & 56 B\ EREOREAT 24T
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WCIHET DERZRE L, ABENEOT VDT v
1 2015 4F 1 A 20 AME DO OT, IRENIZAA, ®145
F¥FE 1% Google ™ Nexus5 & L7=,

4.1. Cordova #3577

Cordova Z 1% 7 7V i% 13,488 {7 361 fiH, 4=k
K 2T1%TH 7=, ZiUT AppBrain (T L % AR AR 5P
D 6.00%DKIEENZ YT D, T OTEHENAE LB,
L HERTHAKENTIZE S Cordova 733 K L Cuh7guhyz
DThDHEHEIND,

4.2. Android 4.3 #HR—+$57 71

Cordova 2 9% 77U ™ 9 & Android 4.3 LR Z W R
— 50 361l 360 0, IFFEHIC EoT,
F7-. Crosswalk ZfAAALTZT 7V IXZ0F 0 7 @28
TP, &Y D 353 77 VL Google BNV AR— R EKT L
WebView ZF|H L T35, L7zl ->T, =—¥0FHT3
Android SR DR — 3 VRN AL T THHEE,. ZnbH 0D
77U DIFIEETHA 301 (B~ LR TR Y > —FE
BEDOWEFGEDEEEZ T, BEEOHLLIVA NESBT DY
I EI Yy TARETTEEOa— REFEITINTLE

RN S B,

4.3.Cordova 3 5.0 LT #EHTS7 T

Android ilR® Cordova M 3—<0 5 o 35.0 LLFIZIE, #ME
77U BMEE D JavaScript & 1T T B fERE OO IES
P (CVE-2014-3500) MFFAET D Z &R STV 5D,
B LET VD5, A=Y g 350 LLFO Cordova
%ﬁﬁﬁﬁ?‘é HDIE 361 EF 129 H V. # 35.7% DT 7V

Z DM DB AR Z T DEREEDN S D,

44. K74 M) X FDEESTEN LT T

configxml ORI A MU X MRETYA IV RI— &S
o7 7"V 1% 361 fEH 294 {E&H YV . Cordova AT 577
UKD 8LABIZ EoT, BAERND, %< ORREMNK
UA YR NEBEUNGERA L T RWNWZ ER00n5,

4.5. File-Transfer 75454 V%8BR3 577V

File-Transfer < 2" > ® download %= upload BE¥
S1#%1T trustAllHosts=true Zf8E L TV 57 7 U 2 2 {HIFHE
L7z, THBIEEBICT T 7 A 2 HWT HTTPS O A
b ESEETAEA. V— N ERIEREO A S A
THZ LWL BD, Android DA T 4 7T T VIZEW T,
T SFER ERRGE AR OWEFTIEEEV AL TWDE T 7Y 3
2 FHELLEGAET 5 Z RS h T a3 RO
FHEIL T T A OB L > TESITHEV IAEN D A HE
PERH 5,

5. FEH

AHAETIZ, —f%A97 Cordova 77V OREREZ Z L1
BAL D MM ERE L., 77 VRBENHEL S
ZLEDTEARRERHLNIC LT, 5%IZ. N7V v R
TAVOREEIH LT, VAZDOEME., AfFETEEL
T-RIRGEOE RRER LT EZ D, $72— 5T,
AR TR AR FREE R T R T L — LT — 7 BHLEL T,
LN RGET D HEFH 2 AT, BIRE DI WEs It & 1E 0 iA A
W< WT 7Y OBIREIESRE LTRETHZEBHREND,

SE X

[1] Kantar Worldpanel, Smartphone OS market share, http://
www.kantarworldpanel.com/global/smartphone-os-market-
share/ (201544 A 4 H'%)

[2] AppTornado GmbH, AppBrain, http://www.appbrain.com/
stats/libraries/details/phonegap/phonegap-apache-cordova

(201544 H 4 HE'E)

1 7 Copyright © 2015 by Information Processing Society of Japan and

$F4

The Institute of Electronics, Information and Communication Engineers
All rights reserved.

eniii



FIT2015 (% 14 EREHRRSENT 74— L)

(3]

(4]

(5]

(6]
(7]

(8]

(9]

[10]

[11]

[12]

[13]
[14]
[15]

[16]

[17]

[18]

[19]

[20]

[21]

IBM, Security Intelligence, Apache Cordova Vulnerability
Discovered: 10% of Android Banking Apps Potentially

Vulnerable, http://securityintelligence.com/apache-cordova

-phonegap-vulnerability-android-banking-apps/

M. Georgiev, S. Jana, and V. Shmatikov. "Breaking and

fixing origin-based access control in hybrid web/mobile

application frameworks." In Proceeding of the Network
Distributed System Security Symposium (NDSS), 2014.

X. Jin, X. Hu, K. Ying, W. Du, H. Yin and G. N. Peri.

"Code Injection Attacks on HTML5-based Mobile Apps:

Characterization, Detection and Mitigation" In Proceedings

of the 2014 ACM SIGSAC Conference on Computer and

Communications Security. ACM, 2014,

Apache Software Foundation, Cordova Plugin Registry,

http://plugins.cordova.io/ (20154E 4 A 4 HE%)

Google, Android Lollipop | Android Developers, https://

developer.android.com/about/versions/lollipop.html#WebV

iew

Rafay Baloch, Rafay Hacking Articles, Android Browser

Same Origin Policy Bypass < 4.4 - CVE-2014-6041,

http://www.rafayhackingarticles.net/2014/08/android-

browser-same-origin-policy.html

Google+,  Adrian  Ludwig, https://plus.google.com

[+AdrianLudwig/posts/Imd7ruEwBLF

Apple, Apple security updates, https://support.apple.com/

en-Ib/HT201222 (201544 A 4 HH'%)

Google, Dashboards | Android Developers, https://

developer.android.com/about/dashboards/ (2015 4= 4 H 4
H BI%)

Apple, App Store Distribution - Support - Apple Developer,

https://developer.apple.com/support/appstore/ (2015 4 4

H 4 HEE)

Intel Open Source Technology Center, The Crosswalk

Project, https://crosswalk-project.org/

MITRE, CVE-2014-3501, http://cve.mitre.org/cgi-bin/

cvename.cgi?name=CVE-2014-3501

SUPEREVR, XSS in Skype for iOS, https://superevr.

com/blog/2011/xss-in-skype-for-ios

JPCERT =2—5 4 X —3 a3 > ¥ —, HTML5 % F|H
L7z Web 77V r—varovxal T ¢ MEICHE

T AR A

Neil Bergman, Cordova LaunchMyApp Plug-in Remote

JavaScript  Injection,  http://d3adend.org/blog/?p=426
(20154 4 H 13 HEH%E)

—fEAEEEAN R AR A — T e F 2 VT o S

Android 77’V DX 2 TEEE B X2 T a—T 4 v
754K (201447 A 1 HIR)

Apple, Secure Coding Guide,

https://developer.apple.com/library/ios/documentation/Secu

urity/Conceptual/SecureCodingGuide/Introduction.html
(20154 4 H 13 H %)

OWASP, HTML5 Security Cheat Sheet,

https://www.owasp.org/index.php/HTML5_Security_Cheat

_Sheet (201544 A 13 H %)

CERT/CC, Vulnerability Note VU#582497 Multiple

Android applications fail to properly validate SSL

$F4

18

éj\

it

certificates, http://www.kb.cert.org/vuls/id/582497 (2015

4713 AEE)

Copyright © 2015 by Information Processing Society of Japan and
The Institute of Electronics, Information and Communication Engineers
All rights reserved.



