FIT2014 (55 13 EFRBIFRM 7+ —5 L)

RL-004

Proxy re-encryption 0000000000 O0O0OOOONO
Ooad

Fully Homomrphic Encryption for Multi-user system using Proxy re-encryption

oooot
Takao Shibata

oooDooooooooooo !

Information Services International-Dentsu, Ltd.

1 0000
00b00O000OOO00obOoOoOobboOooooooDo
obOobOOo0O0o0OO0o0oOobDOooOO0oboboobOobooooon
go0oodoooooooooboooooooooood
ooboobOOo0o0oOOoOoboOoobooobooooboog
00o0o0o0bOoO0o0oooooooooooooog
ooooobOOoOoboOo0ooboobooobooooog
00oo0ooooooooooooooooooog
oooooobooogoooo
000o000D0O00ooooooooooooooo
godoooooooobooooboboboboobooo
00ooo0oooodooooooooooooooog
goooOdoo0oOoooobooOooooooogoood
oooobooboooobobooonog
oo0b00O0o0obOOO00ooOO00obOoOooobooooDo
ooooobooooboooboooboooooooog
goo00o0od0ooOOooboOoobooobbooooood
ooboooo0obOOoobooobooooboooooboog
goooooooooooooooooooooood
oooo00bO0o0oooobooboooooooog
0000D00000oDoDooO0ooo0oooobOonoDooDoon
ooboOooO0o0obOO00obOoobbooboboboooog
00o0o000ooooooogooo 200000000
goboo00obOOoobooOoobOobooobooooboog
oooooopoooooooo
00000000 Proxy re-encryption 0000 OO
00000 DO0oboooooooooooooog
dboobooboooboooboob sbobobooboon
ooooooooobooOooboboooobooooboog
0l100000000oooooboooooooodg
oooooboobOoooobooboooooooog
goooo

2 JOoOoOooboooo

00 2.1 (0000000) 000 (sk,pk) 000 my
0000 ¢ «+ Encrypt(pk,m;) DO0O0O0O0ODOO f
ggoad

¢ + FEvaluate(pk, f,{c1,...,ct })
= Decrypt(sk,c') = f(mq,...,my)

(1)

OO0o00o00DO0od0 Evaeluate D0 0OOO0D0OOO0OO
oboooooboooooobooon

oooQg 2
Tomofumi Matsuzawa

oooo 2
Masayuki Takeda

000000 0D00O0 ooooo ?
Tokyo University of Science

00000004 Fully Homomorphic Encryptiond0O
KeyGen, Encrypt, Decrypt, Evaluate 0 400000
Oo0ooDooooooo

googoooo
K

\

KeyGen(1*) 000 (sk,pk) 000000

Encrypt(pk,m) 00 m O0000 pk 000000
goooooo

Decrypt(sk,c) 000 ¢cO0000 sk00D0O0ODO
goood

Evaluate(pk, f,{c1,..,c:}) 000 pk 0O ¢t 000
000000 f0000 {ea,..e} 00000
(1)0000000 ¢ 0000

J

oobooooooOoooooooooobooooobon
ooboooobooboobooobboooooooooo
gobooooooooboooboooooooboooooo
goboobooooooboboobooboooooo
Recrypt OO OUORecrypt 0000000 0OOODOO0O
goboobooooboooobooooon

e Recrypt

~
Recrypt(pks, ski,c) OO0 0O (sky,pki), (ske,pka)
00 OO pka, ski = Encrypt(pks, sk1)
c Encrypt(pk;,m) 0000000000
¢ = Encrypt(pks,c) 00 DOOODOOODO

Evaluate(pks, D, {sk},c'})
Encrypt(pka, m)

(2)

0000
J

3 OOgo
3.1 0OO0OO0O0oooao
0000000 1Joo00o0oooU0oooouoo
oobooooboooobOoooboooooooooobooa
obooboobOobobooooooboboobOoboooon
oobooboooobooooooooon
ooboooobooooooooobooooboooon
ooooboboooooobooooobooooooooo
oooobooboooobooooo

Copyright © 2014 by

The Institute of Electronics, Information and Communication Engineers and

Information Processing Society of Japan All rights reserved.



FIT2014 (55 13 EFRBIFRM 7+ —5 L)

3.2 00000000000000

200900 Gentry 000000000000000
00000000000 2000000000000
34 DO Ring- LWEODODODODD [5)j6] 000000
0000000000000000000000000
00000000000000000000000

3.3 Uuooouopobbobobooooa

gobbooobboooobboobbooooo
odbooboobooboooboboboboboobooobooo
gobdboobobobooooooobobobon
0000000 b000obbooboDDXiaoO OO
[7] 0 Lopez-ALt 00D OO [8]0000

XiaoO [7)000000CO0O0OOOOOOOOOOO
gbobobobobobobobobobbobon
o000 k000000000000 k,OOOoOo0Od
obooobOoooooobooboboobooono kO
gogbobooobobooobboobooobbooon
oo0o0oOoDbOo0onD k00 kO00O0O0ODO0OO0ODbDOO
00000000000 00ooobog Kk 0o0oooog
ooobooo0obOOoOoobooOoooboooonD kg
00000000000 XYleoODOOODODOOOOOO
dboobobooboobooboooboboboboobooo
goooooo

Lopez-Alt O [8] D0 UOOOODOOOOUOOODO
gobooobooboobobooboooon uw O
0000 (sk,pk;,) 0000 m; 000000 ¢ «
Encrypt(pk;,m;) 000000000 {e1,...,¢} OO
0000 0000 Evaluate D00O00000O0D0O
gboboboboboobobobobouobgoboon
00000000000 Evauate 000000 ¢ O
0000 Decrypt({ski,...,ski},c) = f(ma,...,my) OO
gogbobooobobbooobboobooobbooon
goooooon

Lopez- At 0000000000 DOOODOOOOOO
gobooooboboobbooobooobobooooo
goboobobooobuoooboobooobbooon
gboobobooboobooboooooooboboooboon
gdogoooobbooobbooobboobuoooo
oodoo0o0obObbobobooooooooooooo
ggg

4 000000

000000900000 « 000000000
0000000000000000000 » 000
00000000000000000000 proxy re-
encryption(PRE)[10] 0 00000000000000
0000 00000000 »;, 000000000
0oooooooo

000 PREOOOOODDOOOOODOOOOO
000000000000000 Reerypt 00000
00000000 PREOOODOOO [20

s Recrypt 0O 0O 0O PRE

~

ReKeyGen(ski,pk:) 0 0O O OO —

Encrypt(pks,sky) 0000

T1—2

ReEncrypt(mi—a,c1) ¢1 = Encrypt(pk;,m) OO
ool mo, DO0O0O0OOOO0O0O0 ¢ <«
Recrypt(pka, m12,¢1) = Encrypt(pks,m) O
ooo

J

00 BrakerskiO 5|0 000000000 Recrypt O
000 SwitchKeyOOOODODODOO PREOOOOO
O000OoooooooooOOoO PREO FHE-PREO
00000 Recrypt 0000 PRE O FHE-PRERecrypt
oood

Ateniese[l1] 0 PREOODOOOOOOODOOOOO
000000000 Collusion-safe,Non-transitive,Non-
transferable 0 0 0 0 O FHE-PREReaypt D 00000
0000000000000 dCollusion-safe 0 0 OO
goddoooooobuoooboooboooooa
0000000000000 0O0OONon-transitive 00 O
000000000000 ey, g 00 moy OO
000000000 O0dNon-transferable 000 OO0
goddoooooooboooboooboooooa
Od00o0o00oDoooooooooooooooog
0000Do0ooooDOooooooooooo

000 FHE-PREReay,e 0000 30000000
oood

00 4.1 FHE-PRERccrypt O Collusion-safed 00 O
ood

004100000 m,, O ski

Decrypt(sk;,m—;) 00000

00 4.2 FHE-PREReerypt 0 Non-transitive 0 O O
oood

00 4200000 7,10 00

< Recrypt(pky, mjk, Encrypt(pky, 7i—;))

(3)

Ti—k

Encrypt(pky, ski)

googo

00 4.3 FHE-PRERccrypt O Non-transferable O O
ooooo

00 4.3 00 4100000000 sk; 00 mp +
Encrypt(pky, sk;) 00000

5 OoOgo

5100000000000 000000b0DbO0O00O0O0O
00 5200530000000 2000000000
gboooobgon

3000000000020 000D0DbD0000O
Non-transitive D 0000000000 O0OCOO0OOCOO
gbobobobobobobooooooobobon
ooooboobooooobooooon

Copyright © 2014 by

The Institute of Electronics, Information and Communication Engineers and

Information Processing Society of Japan All rights reserved.



FIT2014 (55 13 EFRBIFRM 7+ —5 L)

5.1 OO

obob0oooooboooobooooboooobooon
goboooboobooobbuon0 w bOoOoo
(ski,pk;) OO pk; O0DODO0000O C; = {cc «+
Encrypt(pk;,m)} 000000 w; 00 »; 00000
ooood v —wuw, d00o0doooooodoon
goooooboog

e 00O w0000 sk, 01000000

® U; — Uy oo00oo0oo0 ceCc; 0000 ui,ujlj
goboobooobooon

oui%ujDDDDDDD CiECi,CjGCjDDDD
00 f0000 Ewvaluate 000 ¢ eC; 0000
godd

0oob0Ob00o0o0 400000 FHE-PREOOOOO

googad

OO0 5.1 FHE-PREOODOOOOOOOOODOODDO
goooooo

00 5.1 0000 w, 0000 sk; OOODOOODOO
gbooooOobooooooboooon

oui—>uj|:||]|] ﬂi%jDDDDDCiECZ‘DDDD

m = Decrypt(sk;,c;)
= Decrypt(sk;, ReEncrypt(mi—j,¢;)) (4)

ooooog

oui%ujDDD WiﬁjDDDDDCiGCi,CjGCjD
ooooo fOooOoO

¢; < ReEncrypt(m—j,¢;)

= Ewvaluate(pk;, f,{c;,c;}) €C; (5)

goooooo

FHE-PRE OO Recrypt DO0OOO0OOO0OO0OOO
O0000O0OBrakerskiO [5| 000000000000
ooboooboboooobooobooooboooog
gbooooobooog

5.2 JUOO0OOOO

Cloud 0000000000 ODOOOOO0OOCIoud
gogbooobbooobboobooobboboon
obooboobooboobOooooboooongn v
0o00ooogdo ClewdD0O00 w, 00D0O0OODOOO
goo

goobboooobboooobbboo20000
gooobOO0obo0O0obOOobOoob0Oo FHEOODOODOO
KeyGen(1*) 0000 «, 0000000 (ski,pk;) <

FHE.KeyGen(1*) 000000

Encrypt(pk;,m) 00O m 0000 w 00O
0oad pk, OOODODDODOOOOOO
¢ + FHE.Encrypt(pk;,m) 00000 Cloud
gogoooo

Evaluate(pksup, f,{c1,...,c:}) 000 {e1,...,¢¢} OO
O fO0000000O0O0O0OOCODOOOO

1. ¢; = FHE.Encrypt(pk;,m;) 000 0OCloud O
0ooooooooobooobboboibnb ¢ 0O
D0000000 7 000000000
00 pkswp 00 O00O0O00O0O00DO0OOOO
ooobooodod

2. Cloud 0O0DO0DOO0DODOOOODOOO ¢
0000 ¢ < ReEncrypt(Tissup,€i) =
FHE .Encrypt(pksup,m;) € Csypy 000000

3. Cloud O " <~ FHE Evaluate(pksyp, f ,
{c,...c}) € Cypy 00000000DOOOD

Decrypt(sk;,,c) 000 ¢cO0000 w; D000 sk; O
goooooooooooon

1. ¢ = Encrypt(m,sk;) D000 Cloud 0000
poooooooo ;000000000
goooobobboooooooo

2. Cloud O ¢ <« ReEncrypt(mjni,c) =
FHE Encrypt(pk;,m) € C; 0000000
oD w ooog

3. 000« 00000 0000000 sk; O
O m « FHE.Decrypt(sk;,¢') 0000

AddAttorney(pk;,sk;) 0000 w, — wu; OO0
0000000 w 000000 my <+
ReKeyGen(pk;,sk;) 0000 Cloud 00D OO0

RevokeAttorney(m;—;) 0000 w; —w; 000000
ClOUdDDDDDDFi_,jDDDDDDDDDDD
O00Ooooo0og CleudDOOODOOOO

5.3 0000 Non-transitive 0 OO0 0000000

5200000000000 Non-transitive D 000
00000000000 ooooooooOooOooaoon
0000000000O0o0o00oooo0oooon0 KM
oooopooooooo

KeyGen(1*) 000 », 0000000000

1. KM ooooao u; oooano
(ski,pki), (ski,pkl) + FHE.KeyGen(1})
gooooo

9. KM O (sk;,pk;) 0 pk, 00000000 sk
O KM OOOOOO

3. KM O my_y; < ReKeyGen(pk;,ski) 000
00 ClowudODOOODOO

Encrypt(pk;,m) 0O m 0000 w 00O

OO0 pki ODOOOODOOOODOOOOO

¢ < FHE.Encrypt(pk;,m) 00000 Cloud
gooood

Evaluate(pksyp, f,{c1,...,c;}) 5200000

21 Copyright © 2014 by
The Institute of Electronics, Information and Communication Engineers and
Information Processing Society of Japan All rights reserved.



FIT2014 (55 13 EFRBIFRM 7+ —5 L)

01 0o0o
OS Ubuntu 10.04.4 LTS

kernel 2.6.32-41-server

CPU Intel(R) Xeon(R)
CPU E5420 @ 2.50GHz
Memory 15GB

00000000000 |geed.4.3, NTL6.0.0, HElib

g2 000do

m,p,r (Native plaintext space is
Z[z]/(®m(X),p") ) 15709,257,1
d (Plaintext space F 4 ) 0

Levels 16

Number of columns

in key switching matrix 3
Hamming weight of a secret key | 64

Security 128

Decrypt(sk;,c) 5200000

AddAttorney(pk},sk;) 0000 v —w; 000000
KM O my_,; < ReKeyGen(pk;,skj) 0000
Cloud DD DOODOO

RevokeAttorney(my—;) 0000 w; —»w; 000000
Cloud DO OO Ty, DO0O0O0000000000
0000000 CloudOO0OOODOOO

5.3.1 0000 Non-transitive

00000000 w; 00 v, 000000000
OD000000000 My, Tjr gy Th! sk, Tir =gy Tj/ sk
00 7y, 000000000000

6 OO

goooOoO0 1gooooooo I BMOOOoOoOO
O0000000000000000 HELb[12]00000
000 BrakerskiO [5| 000000000000 O0O
O0O000000 ReEncrypt OO Recrypt 000 O
SwitchKey OO0 OOOOHELDODOOOOOOOO
o02000000000000000000000CO
0000o0o00ooooOOo0o0ooOoooooooooo
gooooo

6.100620000052000000000006.3
OO0000s300000D00000000O0

6.1 OJO0O0OoOoOoOooooog

6.1.1 0O0O0O0O0
000000 (ski,pk;) OODDDOOOOOQO w(i =
0,.,N) 000000000 w — u( = 1,..,N)
goooooobon w 000000000 ¢ =
Encrypt(pk;,m;) 0000000 wy O Zilq O
HilciDDDDDDDDDDDDD N OOOOOO
o0 ww OOOooooooobobobooooooooo
gdobooooouoooood
000000000000000 w((tE=1,..,N) O
000 sk; 0 uo 0000000000000 wu O
0oodooobobooooooooboooog uw O

00000 (sk,pk) OODDODOOOOOODODOO ¢ =
Encrypt(pk,m;) 000000000000

6.1.2 000O0O
000w O0O0O0OO0O0OO000000000000
010000000 sk, 0 wo000000000000
0w 0000000 {sk;}(s=0,..,N)0DOOO00O
00000000000000000000 w000
0000 sk 000000000000 O00000 ug
0000000000000000000000000
00000000 moe(i=1,..,N) 00000000
0000000000000000 wO00O0OO0000
0000000000000000000
000000000000000000000000
000000000000000000 wOO0O0Oo
sk; 00000000000 m; 0000000000
00000000000000 mo 00000000
00 m; 000000000000000000000
00000000000000000000
.60, 00000000000200000
000000000000 0000000000000
0000000000000000000000000
00000000000 ReEncrypt 00000000
0ooQ

NS T AT

0 - (RETED

0 | mI—HVETET SRR

+ (B R EE)
A 0 g SR T SIS B
| EEER

1 2 3 4 5 6 7 8 9 10
I8N

01 boobobooboobooboob

m#F0(SingleKey)
W L (Singlekey) i
0{Multikey)

[ m#EE (Multikey)

a—FEN

02 00/00000000000O

6.2 0000 ReEncrypt 1000

6.2.1 0000
Non-transitive 0 0 00000000000 OO0OO

gooooOOooOo0oOoooooopooboooooo

O00oo000o000000000000 »w; 000

Copyright © 2014 by
The Institute of Electronics, Information and Communication Engineers and
«H:H- Information Processing Society of Japan All rights reserved.



FIT2014 (55 13 EFRBIFRM 7+ —5 L)

00000 w 0oooooooooooooooon
Oww, 00000000000 DO0O00O0DOO0O0O0O0O
ddddobobooooobobobooooooobooooon
oooooooon mo,mo,e 00 mo,y OO00OO0O
goooooooo

00w 000 w, OOO0O0D0O0O0O0O0O0O0O00O0O
000 mj,mo, 0000 20 ReEncrypt 0000
00000 mo, 0000 1000 ReEncrypt 000
gooodooooboboooooboooooon 3go

oooooooo Ul — U, U2 — U3, ..., UN—1 — UN
00000 49,ma0s,...,Tn_1-y 10000000
ReEncrypt 00000000 ODODOOOOOOOO
gooooooo 7T1_)3,...,7T1_)N,7T2_>4,...,7TN_2_>N|:|
dodddoodooobboboboboboboboobooboon
O0o000000o0oobo0ooooooooOoooon

1->4

24

03 00boooooog

6.2.2 0000
oobooooooboooooobboono4000
oobooboobooosboonooooboooooog
U0bo0ooooobooobooobonO ReEncrypt 000
uoboooooooooobooobooooooog
gooooooboooobooboooboooooooog
OO000000000ReEncrypt 0000 10000
boboobooooboboooboooooon

w
@
o

N SRERR At
PR At =1

&

N
)
o

8

-
wu
o

g

(w 2 )NAGOWENEH

w
o
L

o
4

a—HEN

04 000O0DOO0OO0OOODOOOOOOODO

6.3 000OO0OOO0OOOOOOOOO
6.3.1 0O0O0OO

3000000000000 6100000000
ooboOoooooos20053000000000000
uobooobooobobooobooobooobooog
oboooooboooogon

T mva—tiokEL
T ma—khekEY

I1—5EN

b5 0obooooooooo

6.3.2 0000

00D000000000000000000000 6
0D00053000000000 5200000000
00 Cloud 0000000000 0000O0OO0OO
000

00 SN, ¢0[),«0000000000070
0000005300 520000000000000
000000000000

| mTransitive

T mNontransitive

1 2 3 4 7 8 9 10

5 6
I—HHEN

06 ODO00OOO0OO0OOOODOOOOOOODOO

1 m #&F0 (NonTransitive)
20 | m#EF0(Transitive)

a w#A5E (NonTransitive)

T 5 (Transitive)

2 3 4 5

6 7 8 9 10
I—YEN

o7 0oO0OO0O0OOo

7 00000

7.1 000000

7.1.1 00000000
s.lgbobooobooobooboboboboooon
gooooooobooobbooboboooobooooboogo
gboooooboooboooobbooooboooobooaoo
gboooboooooboooooboobooooao
gboooooboobooobooboooooo

7.1.2 0OOOOODOOOO

00 7.1 circular security OO0 O O0OD0OO0ODOOO
00 {(ski,pki),...,(skn,pkn)} OO0 S O0ODODO
Enc(pks, sk1), ..., Enc(pky, skn—1), Enc(pki, sk,) 0O

Copyright © 2014 by
The Institute of Electronics, Information and Communication Engineers and
-H:H- Information Processing Society of Japan All rights reserved.



FIT2014 (55 13 EFRBIFRM 7+ —5 L)

Enc(pk,S)00000000000000OO circular
security [18/0 0000

u —ux — ... —u, —uw 000000000000
ODO000D0000000D00 mi2,m2-53, -y Tno1
O000000FHE-PREReaype 10000000 75 =
Encrypt(pk;,sk;) DO0D0DO00DO0O0O0O0O00O0DOOO
000 circular security 0 0000000000 DOCO
0000000000000 (Do)oooooood
oooo

00000000 circular security 00000000
O00000oooooooooobobooo0oOoooo
Oooooooooooo

7.2 0O00O0O0OO0OOOOOOO0
ooboooboooboooooooooooboooobo
obooooooooooooobooooo 3.3d
ooboooboooboooboobbooooboooobooog
oobooooooobooboobobooobooooog
oobooobo0oooooobooobooooboooog
ooboooooooooboobobooobooooog
gooood
ooboboooobooobooobooooooooDo
ooboooooooooboobobooobooooog
ooooooooooooboobboooboooooog
obooobooooooooon

8 OdOOOO

53000000 Non-transitive 100000000
0Jdo0o0o0oo0o0dbo00ooOoooooooooon
O00000000000000 Non-transitive 00 OO
ogooooooo

OO0O0O0O0D0O00 Collusion safe 0 Non transferable
00d0oooo0Oo0o00o00ooooooooooooo

J0d0d0doooooooooooooooooon
0Jdo0d0d0oooOodoDbOoOooobhoooooon
0o0doooOoOo0ooooooooooooog

9 0O4dgo
PREODOOOOOOOOODOOOOOODOOOO
goboooobooboooboooboobooooog
oobooooooobooobooooboooooooboog
ooooboooooboboooooooon

oooog
[1] Amit Sahai and Brent Waters. Fuzzy identity-based
encryption. In Ronald Cramer, editor, Advances
in Cryptology EUROCRYPT 2005, volume 3494 of
Lecture Notes in Computer Science, pages 457-473.
Springer Berlin Heidelberg, 2005.

[2] Craig Gentry. Fully homomorphic encryption using
ideal lattices. In Proceedings of the 41st annual ACM
symposium on Theory of computing, STOC ’09, pages
169-178, New York, NY, USA, 2009.

Marten Dijk, Craig Gentry, Shai Halevi, and Vinod
Vaikuntanathan. Fully homomorphic encryption over

[12]

[13]

the integers. In Henri Gilbert, editor, Advances in
Cryptology EUROCRYPT 2010, volume 6110 of Lec-
ture Notes in Computer Science, pages 24-43. Springer
Berlin Heidelberg, 2010.

David Naccache, Jean-Sebastien Coron, Avradip Man-
dal, and Mehdi Tibouchi. Fully homomorphic encryp-
tion over the integers with shorter public keys. In Ad-
vances in Cryptology - CRYPTO 2011 - 31st Annual
Cryptology Conference, volume 6841 of Lecture Notes
in Computer Science, page 483. Springer, 2011.

Zvika Brakerski and Vinod Vaikuntanathan. Fully ho-
momorphic encryption from ring-lwe and security for
key dependent messages. In Phillip Rogaway, editor,
Advances in Cryptology CRYPTO 2011, volume 6841
of Lecture Notes in Computer Science, pages 505-524.
Springer Berlin Heidelberg, 2011.

Zvika Brakerski, Craig Gentry, and Vinod Vaikun-
tanathan. Fully homomorphic encryption without
bootstrapping. Cryptology ePrint Archive, Report
2011/277, 2011.

Liangliang Xiao, Osbert Bastani, and I-Ling Yen.
An efficient homomorphic encryption protocol for
multi-user systems. TACR Cryptology ePrint Archive,
2012:193, 2012.

Adriana Lépez-Alt, Eran Tromer, and Vinod Vaikun-
tanathan. On-the-fly multiparty computation on the
cloud via multikey fully homomorphic encryption. In
Proceedings of the 44th Symposium on Theory of Com-
puting, STOC 12, pages 1219-1234, New York, NY,
USA, 2012.

Masahiro MAMBO and Eiji OKAMOTO. Proxy cryp-
tosystems: Delegation of the power to decrypt cipher-
texts (special section on cryptography and informa-
tion security). IEICE transactions on fundamentals
of electronics, communications and computer sciences,
80(1):54-63, jan 1997.

M. BLAZE. Divertible protocols and atomic proxy
cryptography. Proc. EUROCRYPT’98, pages 127-144,
1998.

Giuseppe Ateniese, Kevin Fu, Matthew Green, and
Susan Hohenberger. Improved proxy re-encryption
schemes with applications to secure distributed stor-
age. ACM Trans. Inf. Syst. Secur., 9(1):1-30, Febru-
ary 2006.

Helib - github. https://github.com/shaih/HElib. Ac-
cessed: 2013-12-02.

Jan Camenisch and Anna Lysyanskaya. An effi-
cient system for non-transferable anonymous creden-
tials with optional anonymity revocation. In Proceed-
ings of the International Conference on the Theory and
Application of Cryptographic Techniques: Advances in
Cryptology, EUROCRYPT ’01, pages 93—-118, London,
UK, 2001.

Copyright © 2014 by
The Institute of Electronics, Information and Communication Engineers and
Information Processing Society of Japan All rights reserved.



