FIT2013 (% 12 EMEMM SN 74— L)

L-027
Doododgooooao
Multisignatures with Multiple-Signability and Its Applications
oo oot ooo oot o000 oo s oo ooog 9 oo oot
Naoto Yanai  Eikoh Chida  Masahiro Mambo  Goichiro Hanaoka  Eiji Okamoto
1.0000 2.3.LOSSW06 0D 0OOO0OOOooon

gooobonnO0OO0OO0COODOODOODO,000
b0 n0000D0O0O0O0O0DO,0000000D00
000o0o00o0oooo0oooU [3).cooboooooo
gbooooboobooboobooobooooboooo. o
gbooooboobooboooo.ooobooonoo
goboooooooobooooooooooooooon,
gbobooooobooboo,boboooooooa
gbo,0b00b0obo0oooobobooooooonoo
000000000 (Dividing-Out O)0DOOOOO.

ooooo0o0oO,00o0scis201300g0oooon
gbooooobooooooooboooooooboooooo
gbooooooo,00o0ob00obooooooonoa
000 [g. D0OO00DO0O0ODU0OOODODOOOUDOOOOO
goboboooooobogo,0o0obobooooogoono
0.00,00 g00000o0ooooooooooo
gbooooooo,bobobooboobooooon.

2.00
2.1.00

gogobdd»000.mO0000O0O0 message , o;
0:0000000000000, pk; 0 sk; 0400
000000000000000.00,00000 a,b
0000,e¢0b0000a||b000. 000,000
0000000eb000000000.00,pk; 00
pk;, 00000000 ¢ :=pk || --- || pks OO O.
2.2.00000
Definition 1 (00000). GO Gy 00000 pO
0,G00000¢000. 00DD0OO0ODOOOOOO
e00000000D0D(ODOODDO0 u,veGO
a,beZ;x0000, e(wv’) = e(u,v)* 000000
(0000000000 geGOOOO, e(g,9) # le,
00000.000 16,0 Gr00000000000
(0000D0)000 w0 eGOODOO, e(u,v) 000
oooooo.

000000,00000000000000000
0GOO0O0O00000,00000000000000
ODLPOOOOOOOOOOOO. 000000000
000000000000000, (p,G,Gr,e)000.

D000, 00000000000, 0000000000 1-
1-1, Graduate School of Systems and Information Engineering,
University of T'sukuba , 1-1-1 Tennodai, Tsukuba, Ibaraki, Japan

DooO0O0O0O0O0O0O, 00000, 00000000000d,
Department of Electrical and Coputer Engineering, Ichinoseki
National College of Technology, Hagishou Aza Takanashi, Ichi-
noseki, Iwate, Japan

§0000,00000,000000000, Graduate School of
Natural Science and Technology, Kanazawa University, Kakuma,
Kanazawa, Ishikawa, Japan

fO0ooooo000,000000000 10 10 1, AIST,
Umezono 1-1-1, Tsukuba, Ibaraki, Japan

S

e(

0000 Lw0O0000O0000O0D0O00O 400
oo0o,000sc1Is20130000,00000000
goooboooooboboo. oboboooo,ooa
gob0bDO00b000O messagem;, DO OO0 OOOOOO,
miDDDDlDDDDDDDD{O,l}lDDDDDDD.
O00,00000000 ;0000000000000
gooooooo,boooooobooooon.

Setup: 00000000000 1k|:|[||][]|:|,|:][]
00000000 (p,G,Gr,e) 0000, (91,92) € G?
gooooooooboooooo.

Key Generation: (p,G,Gr,e,g1,90) 00000,
@i, v; = Zy O I-bit vector vi71,~~-,vi,l<—Z§)DDDD
0. 000, A =gf Vi =g} Vir =g, Vig =
¢, 00000, (g5, vhvi1, - ,v,) 0000 sk; O
0, (A, V/,Via,---,V;,) 0000 pk; 0000000,

Signing: message {mj}ézl,wi,l,DD o1 0000
0,00000m; 00000 (my,---,myy) € {0,1},
000 (S;.1,R_1)0000000. ID;000000
000000, (S, Riy) =(1,1)000000000
DD.7”1-<—Z;|:|[|[||:|,DDDDDDDDRi:Ri,l-gT,

= Sifl'ggi(Ri)szgﬂvi’jmm (H;;ll (VJI Hlezl Vjircfj’e)yl'
Yi =i | pk: 00000, {m;}i_y, 00 = (Si, Rs)
goooo.
Verification (m, ¢y, o, {pk;}{,) 00000,00
goooooooog. 0bbbbbDD accept g,
goboOoboOod rejectO0O.

Sus1) £ € (02, Ty A (o Ty (VT 157 ).

. 000b00oobooooboobog
3.1.000000000
gbooobooooobooooboboooobooo.
gbobooooobooboboooboooob,ooobo
gboooobooooboooooooobooo. oo
gboboooboooooobooobooobooooo
goboooogooooboobo. bobob,0b0bo
obooobooooooboooboooooboooooo
gboogd,0obooooooobooobooboooon.
gbooooboooooooboobobooooboooooo
oboobo. oboo,0000000000000000
gbooboobooboobooobooooobooo. o
go,000b0b00b0ooboooooogbonO0OnO
oboboooboooboobooboooobooon.
3.2.0000000
oboboboobooooboooooooboooooboogon
gobooobooobooobobooobboooDboo
ooooooo. boboboooobogoooo,oonoo

Copyright © 2013 by Information Processing Society of Japan and
The Institute of Electronics, Information and Communication Engineers
All rights reserved.



FIT2013 (% 12 ERHEFEM 74+ —5 L)

00oo0ooooooooooDoooooooooo
goooooobouoooobo,ooooboooon
00ooo0oo0ooOooooooooO. opgoooooo
programmable hash function 2] 0000000000
O00o00. 000, programmable hash function 0 O O
ooooDooooooooooooooo.oo,oo0
00ooooooooooooooogoooooooo
Jo00ooooooooOooD. oo,o0o0 SCIS 2013
0000oooooooooooooooooooon
00o0oooooooo 8. o0oooo u’H?Zlu;njD
00O Waters hash function [6) 0000000000
0. 000 Waters hash function 000 m 00000
00 G(m),K(m) 0000 H(m) = (g")¢mgktm 0O
OO0000. Waters hash function D0 OO, 0000
Oooo0ooo0ooooooOooooooooog, (8
jood00oo0o0ooooooDooooooooooon.

4.Applications

gooo,ooooooooobooooboooooon.
4.1.Content Editing System [5]

YouTube [7] 00O O consumer generated media
(CGM) 000000000 0ULDOO0OO0O. DOoOoo
gbooobooooooooboooboooooooooo
g,00b00b00o00oo00ooooobooooooon. d
ggobooobooobooobuoobobooboobg
000000000000 O00O00O0O0. Sano 00O [5)
gooocGgMOOOOooooOoOoooooOooooon
gooddo. ooooooooog,booooog
oooooooobooooooooooooo,on,d
gbobooobooooooboooboooobooobooo
0000oO00oo0ooooooo. fjooooooo
gboboooooooboboooboooobooo, oo
00100000 Dividing-Out DOOOOOOOOO
gogodobobbooooobbbooo.ooobog
goboobooooooobboboboooooo. o,
YouTube OO0 ODOOO0D0OOODOODOODOOO
gboooobooboobooboobooooboo.ooo
ggoogoooboboboooo,goobbooboobog
gooooO.0oooo,bo000ooooooooa
gbobooobooooboooobooooo. boooo,
pggboobobbooboobobooboobooo.
4.2.Electronic Toll Pricing

Electronic toll pricing (ETP) 000000 O0OOO
gbobooooobooboboo,oboooooooa
godogoooo. bbb ooooobobo. g
goooboooooobooooooobooog, 0o
congestion pricing 0 000000000, 000000
gogodobobboo.ooobobobboooooboboo
on-board unit (OBU), toll service provider (TSP), Toll
Charger (TC) DO OOOODO. OBUOOOOOOOO
0ooo0ooooo,ETPOO0OOODOOODOO OBU
oooooooo. TSPO ETPOOCOOOOOOOO
ooooooo,ooBuOOooooooooooo
opooooo. TCoooooooooooooon.

ETPO0O0OO0OOOOO (1)oOBUOOOOOOOO

000000 (2)00 GpSOOOOOODO OBUDO O
O0.BalashO [1]0000000000O0O0OOOOO,
Joo00oododooDO0ooOooooooDooo, oo
000 oBUOODOODOODOODODOOOOOOOO
Jo0000o0ooooooooooooooon. oo,
Jdod00d00DoU00ooOoooOoOoUuooDoooDoooog
oooodooooooooooo,0oooo,o0oBUDOO
Jo0oDoo00oDoDo0odooooooo. DoOdo OBU
J0ooooooooo,0booo0000000ogoa
odooooDooooooooooooooooooag
00. 00000000000 ooo,0nooooag
Joo0o0DOoU0D oobDoOooooDOoo. o4, d
ooodoooooooooooooooo oBU OO
0,00 ID0O0O0O message, 00,000000000
Jod00odoooodooooOooooooooon.
oodoDooooooooooooooo. oo,o00
00oo00o0o0oooooD,0o0o0booooooogd
000do00ooooo. oo,000000000004d
0oo00oo0ooooD,00b00boooooooag
00oooooooooooooooooooooog
000.0000000o0o0ooooooooooog
dod0o0ooooUooOoooooo. Ooo ETP O
0oo0oooooooooooooooog.

oo

0000000 JSPS A3 Foresight Program 00000000
000. 00,00000000000000000D00000O0O
00oob.0bo0ooooooooooo.

good

[1] Josep Balasch, Alfredo Rial, Carmela Troncoso, Bart Pre-
neel, Ingrid Verbauwhede, and Christophe Geuens. Pretp:
Privacy-preserving electronic toll pricing. In Proc. of the
19th Uneniz Security Symposium (Useniz Security 2010),
Washington, USA, Vol. 10. Usenix, August 2010.

[2] Dennis Hofheinz and Eike Kiltz. Programmable hash func-
tions and their applications. In Proc. of the 28th Annual
Internatinal Cryptology Conference (CRYPTO 2008), Santa
Barbara, USA, Vol. 5157 of Lecture Notes in Computer Sci-
ence, pp. 21-38. Springer-Verlag, August 2008.

[3] Kazuharu Itakura and Katsuhiro Nakamura. A public-key
cryptosystem suitable for digital multi-signatures. NEC Re-
search and Development, Vol. 71, pp. 1-8, 1983.

[4] Steve Lu, Rafail Ostrovsky, Amit Sahai, Hovav Shacham,
and Brent Waters. Sequential aggregate signatures and mul-
tisignatures without random oracle. In Proc. of the 25th
Theory and Applications of Cryptographic Techniques (EU-
ROCRYPT 2006), Petersburg, Russia, Vol. 4004 of Lecture
Notes in Computer Science, pp. 465—485. Springer-Verlag,
May 2006.

[5] Tatsuhiko Sano, Yoshio Kakizaki, Masaki Inamura, and Kei-
ichi Iwamura. Implementation and evaluation of a content
editing system enabling pre-control for content circulation.
In Proc. of the 30th Symposium on Cryptography and Infor-
mation Security (SCIS 20183), Kyoto, Japan. IEICE, January
2013. Japanese.

(6] Brent Waters. Efficient identity-based encryption without
random oracles. In Proc. of the 2/th Annual International
Conference on the Theory and Applications of Cryptographic
Techniques (EUROCRYPT 2005), Aarhus, Denmark, Vol.
3494 of Lecture Notes oi Computer Science, pp. 114-127.
Springer-Verlag, May 2005.

[7] Youtube. http://www.youtube.com/.

(8] O0O0OO0,0000,0000,0000.00000000000
00000.20130 0000000000000 000O0O (SCIS
2013) 00O, January 2013. 3A4-3.

Copyright © 2013 by Information Processing Society of Japan and
The Institute of Electronics, Information and Communication Engineers
-H:H' All rights reserved.



