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A study of Feature Extraction for Keystroke Dynamics on Smartphone
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Fig.1 Flick input on smartphone
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Fig.2 Keystroke measurements. (left): flick time
(f_time) and pressing Pressure (p_pressure) of
each hiragana letter, (right): direction of flicking
(f_angle)

2.3 HBIFE

WA FHRELC, EAODE -7 Y v FHEE
(WED:Weighted Euclidean Distance) ¥ & Array Dis-
order (AD) %, MiFE2HAADLELFETH S
WED+AD JEIZ D W TR %, KTk, L1 DFik
N HTHEE 7Yy 7AEEZBINLZbDTH S,

HADE2—7 Y v Fififff (WED) #id, NREA D
1 FHD 70 7 7 4 VE docAl & RALE docUK [H
@ WED iz XX T5 2 5.

WED(docAl,docUK)

2 m 7
1 1 1 ¢ 2
=4lz) =) — ) lkatop— raing (D
\3;’";”‘%—1( )
TIT, @ FOSABSUFORME, m IR 0 426

BEHEET, a) 3D i FHOXFE2EL, n(, 3 aT
HEZ I N2 XLFOMEBMTDH 5. rogp 73 docAl IZET 5
Ximnwﬁﬁ%ﬂw=0:70/7ﬁﬁl,ﬁTF
2:7 ]) V4 7%5“3@32%7@ kgﬁ{ﬁﬁ) %2%1./, ka(i),ﬁ [
docUK 125\ 235 ali) DR B # =T

Array Disorder (AD) 5%, AJISCEHERHMXFHDZ
NZFIUTEWT, EXFErFHHEMEICHD Z AT L
72 L EDOARMIEZ T T 5. docAl & docUK & DA
EiERXXTHZ 5.

256

AN

F4

7]

AD(docAl,
121

0
_ (ng : %0
W) = (n, : %550

7L, @ m, ng, wy IZR(1) ERCZEBTH S, rryng
1% docAl IZB 230F a(i) DFEEB B=0: 7Yy

W, 1T, 2: 79y 7 AEOFEE & EER
#) DMENLZ KL, rkopp 1& docUK 128 33T ali)
DOFHME B DI TH B,

WED ¥ TIREEEMEOZDKE X L) Moty 2z i
HEZ SIS 2 DI L, AD & TIREHEE DA<y —
V%&w5Mﬂm&E%%%n%nmm1w%.%:

, WEOREZING 2ODFEEHAGOE S L
kib B 2RO EEK S, WED+AD JRIC &

% Wl 2 XU T,

WED + AD(docAl,docUK)
= WED(docAl,docUK) + AD(docAl,docUK)(3)

HE I ROEFERENZ VWS, RAXHLEL TR
77 ANOXEMOLEKIZED, RAMERZ S22 7R
7 7ANLKEDANEZRMLEDANEZEARLT.
S, HHEWHE A DATILED S5 D (docAl~docAS5)
bbHETL, K#MFETE, 2oho 1> (Hz2IF
docAl) ZRASCELE L, BH D4 50O3CE L hoBix
FZDOANIXE 5x ANB) #IgL, HEEISR bITWE
BEERASCEDHTE S £ ART,

3 RE
3.1 EBRAE

REFEROEIMEZWGELT 2720, Av— b+ 74V %
F O HFEEER 21T

17 B~21 KD EELEBL 6 7 5 21 A DOWERE
FESBHOENTWE 22— 7 4 VIl K TEE R
9.

KR TIET 07 7 A NVCEHEZ 5 LHEFREL .
X —F— P24 DARITIZE L DD 7
DOTH 5,

¥—R bu—757—% DIEIZIZ Android WK M D

ZVy I AAT7 7TV =y aviEHek (Fig3). AN
XEIZ "TAEGEOEO 7Y A OHAFER 4] 2056 1 X
BEHD VDR II0XFREZYOHL LD D2
L7, FREEICATILED DS B RTIRRAEN, 1 X
FFo7V v 7 ANT B CICIEL Uk wic 24t
T35, 1 XEHLYD 1 XFOS VRO HESHE %
WM 20 1 & T L 7202 Figd T 3.

AMEOFAMICIX, NADTRT7 74 VLEDAN
EDIL, RALE docUK DIIEEBH#ETH 20D
W, FHMEiZAT) 1N ARXE VS, BRI
1% leave-one-out 7 @ ANY F—3 a ViEEHHT 5.
leave-one-out 7 @ AN F—3 3 ViETIE, EBENRT

ocUK)

Z |rk(t(1),8 - rra(l),ﬁl) (2)

.
i

2

=

Copyright © 2013 by Information Processing Society of Japan and
The Institute of Electronics, Information and Communication Engineers
All rights reserved.

it



FIT2013 (55 12 ETERBIFRM 7+ —3 L)

HrETHOTU 7 7ANVXEDIS 1 OO HL, 0%
HRACEHE LT 2. EYOXEEZ 7w 7 74 VX
H=E L CRASGH O Z 22 1T\, HB D&k
MFE TR - RE O N XLE 2 RS, HUD
HLU7%7m7 7 4 VXEOHEH LS N pE s
—HL 7z & ISR, T—BOGE LM AR E T
5, INEETO7R 7 7 AVCEICHRL T, KA
X DIANEZ KD S,

SRR x 100 [%]
(I A= 7a7 74 VE) x (WEREE)

“

3 &

s KeyLogTextActivity

BYTRBDDNTEBATADKIICTDOT, BA
[CETRTLABVDTETHRNDOLRBUHTLY
FUlT

B
R
5

,.
o
oA
3

o <

o | et |s Sty
A

Slogre @ gE e | 0p e

s
Jr|»Fslogts

Fig.3 Screenshot of interface of keystroke data
collecting system
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Fig.4 Frequency of each hiragana letter per document
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Fig.5 Average and standard deviation values of
duration times of filck
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Fig.6 Average and standard deviation values of
pressing pressures
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Fig.7 Average and standard deviation values of
angles of flick
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Fig.8 Recognition accuracy of individual features
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Fig.9 Dependence of recognition accuracy on
number of hiragana letters
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