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Rule optimization technique in access list compiler
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network{
outside{IPv4 0.0.0.0/0;}
dmz {IPv4 133.82. 180 19/30;}
inside {IPv4 192.168.20.0/24; }

router {

RO: portmaster3 {
outside.* ;
dmz . * ;

T

R1: cisco {

dmz.* ;
inside.* ;

}

alias {
hostA {
haIPvé4global 133.82.180. 20/32;

}

}
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service{
telnetq{
from 1024-65535 to 23/tcp;
reverse from 20 to 1024-65535/tcp;
}
www{
from 1024-65535 to 80/tcp;
from 1024-65535 to 8080/tcp;
}
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default deny;
permit from inside;
permit telnet between outside and hostA;
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dmz 1 133.82.180.28/30;
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default deny;
permit from inside;
rmit telnet between outside and hostA;

deny from any port all to any port all;

permit from inside port all to outside port all; |
permit from outside port 1024-65535 to hostA port 23; !
permit from hostA port 23 to outside port 1024-65535 eStab"ShEdJ

permit from hostA port 1024-65535 to outside port 23;
permit from outside port 23 to hostA port 1024-65535 established;

deny all from 0.0.0.0/0t0 0.0.0.0/0

deny from any port all to any port all;

permit tcp from 192.168.20.0 / 24 port all to 0.0.0.0 / 0 port all;

permit tcp from 0.0.0.0 / 0 port 1024-65535 to 133.82.180.20 / 32; port 23;

permit tcp from 133.82.180.20 / 32; port 23 to 0.0.0.0 / 0 port 1024-65535 established;
permit tcp from 133.82.180.20 / 32; port 1024-65535 to 0.0.0.0 / 0 port 23;

permit tcp from 0.0.0.0 / 0 port 23 to hostA port 1024-65535 established;
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ipfw -q add permit tcp from
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ipfw -q add permit tcp from
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ipfw -q add permit tcp from
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