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Abstract: Recently, personal information and privacy have been focused on. Especially, problems of surveil-
lance camera image are taken up in many cases. There are many guidelines for dealing with the image.
However, from the view point of privacy protection in recent year, it is desirable for personal information
such as face to be anonymously controllable by the photographed people. However, the existing systems do
not have a technical mechanism. Meanwhile, since the surveillance camera has been used for crime preven-
tion, in view of the possibility that the person to be photographed is a criminal, it is not preferable to be
controlled only by the person to be photographed. Therefore we propose a new surveillance camera system
balancing the privacy protection and the surveillance image use. Our system is consist of group signatures
and reversible mosaic. Moreover the hidden face information can be opened in the crime investigation by the
generating the mosaic key which is used for reconstruction of the original face. Thereby, the photographed
people can control their face information anonymously, and, at the time of criminal investigation, the con-
trolled face information can provide for the police and specification of the person who had the face controlled
to be taken becomes easy.
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