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Abstract In recent years, much attention has been focused on the threat of
drive-by-download attacks. In this attack, attackers produce malicious web sites and a
victim who accesses the web sites are forced to download malware. To reproduce the
malicious web sites easily, attackers use a malicious software called exploit kits. Since
exploit kits provide templates of web contents and exploit codes, we presume that the
similarity of contents is the important characteristics in order to find exploit kits. In
order to validate this hypothesis, we analyze the similarities of malicious contents in
D3M dataset. As a result we found some group of contents that have great similarity. By
Iinvestigating those contents in detail, we show that those contents are maliciousness
and generated by exploit kits.
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