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Abstract An anonymous communications system represented by Tor is the useful
technology which achieves private protection. On the other hand, it's profitable for an
attacker, when it's abused by a cybercrime and malware communication. De-anonymous
technique to Tor exists much. But a method that is unconditional and stable, doesn't
exist. So in this paper, we surveyed an existence study of Tor, and, it was put in order as
de-anonymous approach to Tor in an anonymous communications system. And, it was
considered about problem to de-anonymous approach of Tor.
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