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Abstract In recent years, it becomes difficult to prevent brute force attacks with only intrusion
detection systems (IDS). Therefore, it is important to analyse not only the number of login
trials but also habits in login trials. We develop a login sensor for SSH(Secure Shell) in order
to analyse features of login trials. We operate the sensors on seven sites around the world and
observe about 28 million trials within six months. Furthermore, we extract a novel type of brute
force attacks instance, brute force attacks with single trials(STBF). The STBF repeats login
trials from unique IP addresses and pairs of user name and passwords with only once.
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