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Abstract To improve security of enterprise networks, it is required that monitoring not only
network packets but also communication data of SSL/TLS. SSL/TLS proxies are used to inspect
such encrypted data, but the proxies need twice amount of calculation because data is encrypted
by proxies and end-hosts. To solve this problem, we propose a system that can inspect commu-
nication data of SSL/TLS on each end-host and aggregate observed results. We adopted API
hooking to inspect SSL/TLS connection on end-hosts in enterprise networks, and collects and
aggregate the inspected results. Our system is fully software-based, and thus it can monitor
inside SSL/TLS connections efficiently.
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