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Abstract There is a possibility that metal foils can be applied to enhance security for IT devices.
Microscopic irregularities are observed on the surface of fragments of an aluminum foil. This
feature implies the possibility of constructing individual authentication/identification systems. We
use the laser scanning microscope to obtain height information on the surface of aluminums. The
difficulty of reproducing precise height information is the basis of the clone-resistance. This paper
proposes and implements an example artifact metric authentication system and evaluates its

authentication accuracies.
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