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Abstract ProVerif is an automatic cryptographic protocol verifier based on the formal model
developed by Blanchet et al. This verifier can verify the properties of secrecy and authentication,
etc. On the other hand, TLS (Transport Layer Security) is a cryptographic protocol that
provides communications security over the Internet. The handshake protocol is a protocol that
provides a means of authentication and the negotiation of security parameters in TLS. In this
paper, we introduce our formalization of the TLS 1.3 (TLS protocol version 1.3) handshake
protocol and verify its security using ProVerif.
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9 free HostInfoC, HostInfoS, HostInfoCA:bitstring.

10 (+ Hash %) O00O00OO0AEADODOOOOOOOOON]O

11 fun H(bitstring):bitstring.

12 (% PRF *) (x P_Hash *) 1 1
13 fun P_hash(bitstring,bitstring):bitstring. Generlc CompOSItlon D D D D Encrypt_then_

14 reduc forall secret:bitstring,label:bitstring,seed:bitstring;
15 PRF (secret,label,seed) = P_hash(secret, (label,seed)). MAC D D D D D D D D D D D D D D D D D D D

16 (* Sign *)

17 fun sign(bitstring,bitstring):bitstring. D l:l D D l:l D D l:l D D l:l D D l:l D D l:l D D l:l D
18 fun pk(bitstring):bitstring.
19  reduc forall x:bitstring,sk:bitstring; [l D D |:| [l D |:| |:|

20 verify(sign(x,sk),x,pk(sk)) = true.

21 (* Shared key encryption *) 61|:| 67 |:| |:| |:| |:| |:| |:| |:| D D D D |:| |:| |:| |:| D

22 fun enc(bitstring,bitstring):bitstring.

ii (*r;?fx;izf;’ziim;bi;string,sk:bitstring; dec(enc(x,sk),sk) = x. D |:| I:l D |:| |:| |:| |:| D |:| |:| |:| 61[' 62 |:| |:| |:| D |:| |:|
26 fon exp(bissering,bitetring) isering. 00000000000640670000000

27  equation forall x:bitstring,y:bitstring;

28 exp(exp(g,x),y) = exp(exp(g,y),x). [] [] [] [] [] [] [] [] [] [] [] [] [] [] [] [] [] [] [] [] []

29 (* XOR *)

30 fun xor(bitstring,bitstring):bitstring. g0 ouoogogg
31 equation forall x:bitstring,y:bitstring; xor(xor(x,y),y) = x.
32 equation forall x:bitstring; xor(x,xor(x,x)) = x. [l |:| D D |:| |:| D [l |:| D D |:| |:| D [l |:| D [l |:| |:| D

33 equation forall x:bitstring; xor(xor(x,x),x) = x.

2;} equation i‘:i:ii x:bitstring,y:bitstring; xor(y,xor(x,x)) =y. (D D D D D D D D |:| D |:| |:| |:| D D )D D |:| D |:|

equation x:bitstring,y:bitstring;
36 xor (xor(x,y) ,xor(x,x)) = xor(x,y). .
37 equation forall x:bitstring,y:bitstring; D D |:| |:| |:| D D |:| |:| |:| |:| (Cllent |:| |:| D D ) |:| |:|
38 xor (xor(x,y) ,xor(y,y)) = xor(x,y).
39 (x Key_block partition %) goodbooboooobooboobooo

40 fun key_block_pt_client_write_key(bitstring): bitstring.

41 fun key_block_pt_server_write_key(bitstring): bitstring. D |:| |:| D D |:| D D |:| |:| |:| D |:| |:| D D |:| D D |:| |:|

42 fun key_block_pt_client_write_IV(bitstring): bitstring.

43 fun key_block_pt_server_write_IV(bitstring): bitstring.

44 (x AEAD: Authenticated Encryption with Associated Data *) D |:| D |:| |:| |:| |:| D |:| D |:| |:| |:| |:| D |:| D D |:| |:| |:|
45 (% Encryption scheme *)

46 fun encrypt(bitstring,bitstring,bitstring): bitstring. D D D |:| D D |:| |:| D D |:| |:| |:| D |:|

a7 reduc forall x:bitstring,k:bitstring,r:bitstring;

48 decrypt (encrypt (x,k,r) ,k) = x.

49 (% MAC x)

50 fun mac(bitstring,bitstring): bitstring. 4.2 |:| |:| D |:| |:|
51 reduc forall x:bitstring,k:bitstring;

52 verify_mac(mac(x,k),x,k) = true.

53 (% Encrypt-then-MAC (generic composition) *) |:| |:| D D I:l D |:| |:| |:| |:| D D D D D |:| |:| |:| |:| |:|

54 reduc forall k:bitstring,n:bitstring,p:bitstring,ad:bitstring;
55  AEAD_Encrypt(k,n,p,ad) =

56 (encrypt (p,k,n) ,mac((n,ad,encrypt(p,k,n)),k)). D D D D D D D D D D D D D D D D D D D Dfull
57 reduc forall k:bitstring,n:bitstring,p:bitstring,ad:bitstring;

58 AEAD Decrypt(k,m, (onorypt(p,dm) s ) ) 000000000000000000000
59 mac((n,ad,encrypt(p,k,n)),k)),ad) = p.

60 (x queries - secrecy *) D |:| D |:| D |:| |:| |:| D |:|

61 free AppDataClient: bitstring [private].

62 query attacker(AppDataClient).

63 (* queries - authentication *)

64 event endClient(bitstring,bitstring,bitstring,bitstring).

65 event beginClient(bitstring,bitstring,bitstring,bitstring).

66 query s:bitstring,t:bitstring,u:bitstring,v: bitstring;

67 inj-event(endClient(s,t,u,v)) ==> inj-event(beginClient(s,t,u,v)).

1 (* Client process *)

2 let processClient(pkCA:bitstring) =

3 (* setup *)

4 in(c, (client_version:bitstring,client_session_id:bitstring,
5 client_cipher_suites:bitstring,compression_methods:bitstring,
6 client_seq_num:bitstring,client_type:bitstring,

7  client_record_version: bitstring));

8 (* ClientHello *)

|:| D |:| D (* *) D |:| D |:| D |:| |:| |:| |:| |:| |:| |:| |:| 1 9 new client_random:bitstring;

10 let client_hello = (client_version,client_random,

D |:| D D |:| |:| |:| |:| D |:| 3D 7 D |:| D full |:| |:| |:| 11 client_session_id,client_cipher_suites,compression_methods) in

12 (* ClientKeyShare x)

gobobobobooboooo9gnoooooon LN ve

let client_key_share = exp(g,X) in
156 (* Client Output *)
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O

out(c, (client_hello,client_key_share));

(* Client Input *)

in(c, (server_hello:bitstring,server_key_share:bitstring,
enc_server_certificate:bitstring,
enc_server_certificate_verify:bitstring,
enc_server_finished:bitstring));

let (server_version:bitstring,server_random: bitstring,
server_session_id:bitstring,server_cipher_suites:bitstring) =

server_hello in

if server_version = client_version &&
server_cipher_suites = client_cipher_suites then

(* pre_master_secret *)
let pre_master_secret =

(* session_hash *)

let session_hash = H((client_hello,client_key_share,
server_hello,server_key_share)) in

(x hs_master_secret *)

let hs_master_secret = PRF(pre_master_secret,
HANDSHAKE_MASTER_SECRET, session_hash) in

(* decryption *)

let server_certificate =
dec(enc_server_certificate,hs_master_secret) in

let server_certificate_verify =
dec(enc_server_certificate_verify,hs_master_secret) in
let server_finished = dec(enc_server_finished,hs_master_secret) in

(x check *)

let (=HostInfoCA,=HostInfoS,pkS:bitstring,signCA_pkS:bitstring) =
server_certificate in

exp(server_key_share,X) in

if verify(signCA_pkS,H((HostInfoCA,HostInfoS,pkS)),pkCA) = true then

let handshake_messages_hash = H((client_hello,client_key_share,
server_hello,server_key_share,server_certificate)) in
if verify(server_certificate_verify,handshake_messages_hash,pkS) =
true then
if server_finished = PRF(pre_master_secret,SERVER_FINISHED,
H((client_hello,client_key_share,server_hello,server_key_share,
server_certificate,server_certificate_verify))) then
(* master_secret *)
let master_secret = PRF(hs_master_secret,EXTENDED_MASTER_SECRET,
H((client_hello,client_key_share,server_hello,server_key_share,
server_certificate,server_certificate_verify))) in
(* Finished *)
let client_finished = PRF(pre_master_secret,CLIENT_FINISHED,
H((client_hello,client_key_share,server_hello,server_key_share,

server_certificate,server_certificate_verify,server_finished))) in

let enc_client_finished = enc(client_finished,hs_master_secret) in
(x Client Output *)
out(c, enc_client_finished);
(x event end - authentication *)
event endClient(client_random,server_random,client_cipher_suites,
master_secret);
(* key_block *)
let key_block = PRF(master_secret,KEY_EXPANSION,
(server_random, client_random)) in
let (client_write_key:bitstring,server_write_key:bitstring,
client_write_IV:bitstring,server_write_IV:bitstring) =
(key_block_pt_client_write_key(key_block),
key_block_pt_server_write_key(key_block),
key_block_pt_client_write_IV(key_block),
key_block_pt_server_write_IV(key_block)) in
(* additional_data, record_nonce *)
let client_additional_data = (client_seq_num,client_type,
client_record_version) in
let client_record_nonce = xor(client_write_IV,client_seq_num) in
(x Application Data *) (* secrecy *)
out(c, (client_record_nonce,client_additional_data,
AEAD_Encrypt(client_write_key,client_record_nonce,AppDataClient,
client_additional_data))).

OO0 10820000000 0O0D0O0O
ubboobogbooobooboo

(* Server process *)

let processServer(skS:bitstring,pkS:bitstring,
server_certificate:bitstring,pkCA:bitstring) =

(* setup *)

in(c, (server_version:bitstring,server_session_id:bitstring,
server_cipher_suites:bitstring,server_seq_num:bitstring,
server_type:bitstring,server_record_version:bitstring));

(x Server Intput *)

in(c, (client_hello:bitstring,client_key_share:bitstring));

let (client_version:bitstring,client_random:bitstring,
client_session_id:bitstring,client_cipher_suites:bitstring,
compression_methods:bitstring) = client_hello in

if client_version = server_version &&
client_cipher_suites = server_cipher_suites then

(x ServerHello *)

new server_random:bitstring;

let server_hello = (server_version,server_random,
server_session_id,server_cipher_suites) in

(* ServerKeyShare *)

new Y:bitstring;

let server_key_share = exp(g, Y) in

(* pre_master_secret *)
let pre_master_secret =
(* session_hash *)
let session_hash = H((client_hello,client_key_share,
server_hello,server_key_share)) in
(* hs_master_secret *)
let hs_master_secret = PRF(pre_master_secret,
HANDSHAKE _MASTER_SECRET,session_hash) in
(* Certificate *)
let enc_server_certificate =
enc(server_certificate,hs_master_secret) in
(x CertificateVerify *)
let handshake_messages_hash = H((client_hello,client_key_share,
server_hello,server_key_share,server_certificate)) in
let server_certificate_verify =
sign(handshake_messages_hash,skS) in
let enc_server_certificate_verify =
enc(server_certificate_verify,hs_master_secret) in
(x Finished *)
let server_finished = PRF(pre_master_secret,SERVER_FINISHED,
H((client_hello,client_key_share,server_hello,server_key_share,
server_certificate,server_certificate_verify))) in
let enc_server_finished = enc(server_finished,hs_master_secret) in
(* master_secret *)
let master_secret = PRF(hs_master_secret,EXTENDED_MASTER_SECRET,
H((client_hello,client_key_share, server_hello,server_key_share,
server_certificate,server_certificate_verify))) in
(* event begin - authentication *)
event beginClient(client_random,server_random,
server_cipher_suites,master_secret);
(* Server Output *)
out(c, (server_hello,server_key_share,enc_server_certificate,
enc_server_certificate_verify,enc_server_finished));
(* Server Intput *)
in(c, enc_client_finished: bitstring);
let client_finished = dec(enc_client_finished,hs_master_secret) in
(* check *)
if client_finished = PRF(pre_master_secret,CLIENT_FINISHED,
H((client_hello,client_key_share,server_hello,server_key_share,
server_certificate,server_certificate_verify,server_finished)))
then
(* key_block *)
let key_block = PRF(master_secret,KEY_EXPANSION,
(server_random,client_random)) in
let (client_write_key:bitstring,server_write_key:bitstring,
client_write_IV:bitstring,server_write_IV:bitstring) =
(key_block_pt_client_write_key(key_block),
key_block_pt_server_write_key(key_block),
key_block_pt_client_write_IV(key_block),
key_block_pt_server_write_IV(key_block)) in
(* additional_data, record_nonce *)
let server_additional_data = (server_seq_num,server_type,
server_record_version) in
let server_record_nonce =
(* Application Data *)
new AppDataServer:bitstring;
out(c, (server_record_nonce,server_additional_data,
AEAD_Encrypt (server_write_key,server_record_nonce,AppDataServer,
server_additional_data))).

exp(client_key_share,Y) in

xor(server_write_IV,server_seq_num) in
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(x Certificate Authority (CA) process *)
let processCA(skCA:bitstring) =
in(c, (HostInfoX:bitstring,pkX:bitstring));
if HostInfoX <> HostInfoC && HostInfoX <> HostInfoS &&
HostInfoX <> HostInfoCA then
let signCA_pkX = sign(H((HostInfoCA,HostInfoX,pkX)),skCA) in
let X_certificate = (HostInfoCA,HostInfoX,pkX,signCA_pkX) in
out(c, X_certificate).

(* Main process *)

process

(* Certificate Authority (CA): skCA,pkCA *)

new skCA: bitstring;

let pkCA = pk(skCA) in

out(c, pkCA);

(* Server key: skS,pkS *)

new skS: bitstring;

let pkS = pk(skS) in

(* server_certificate *)

let signCA_pkS = sign(H((HostInfoCA,HostInfoS,pkS)),skCA) in

let server_certificate = (HostInfoCA,HostInfoS,ka,signCA_ka) in

out(c, server_certificate);

((!processClient (pkCA)) |
(!processServer (skS,pkS,server_certificate,pkCA)) |
(!processCA(skCA)))
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