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Abstract Lately, various organizations have reported about targeted attacks resulting in
malware infection and information leakage. It is widely known that targeted attacks use
customized malware for each target and generic tools. Thus, dealing with visible threats,
such as known malware and individual tools is not enough to completely address the
threat. This article analyzes different usage and functions of malware and exploit tools
based on actual targeted attack cases, and suggests a method to infer attack effects
through limited information such as individual samples.
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2014/10/16 21:03:13 | C:¥Users¥ADMINI~1¥AppData¥Local¥Temp¥csvde.exe
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2014/10/9 15:15:21 cmd /cC:¥Users¥tada¥AppData¥Local¥Temp¥*uc.exe 127.0.0.1
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