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Abstract The possibility of TCP-based reflection attacks has been addressed but not well
documented. In this paper, we first report the existence of reflectors with very high
amplification factor of approximately 130,000, all located in an ISP. Furthermore, we
design and deploy a first honeypot that observes TCP-based reflection attacks. With the
deployment of 22 days, we observed over 140 million packets targeting 276 IP addresses,
which indicate that TCP-based reflection attacks are indeed conducted in the wild.
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