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Abstract The validity of a route advertisement that BGP speakers propagate is not guaranteed
now. Therefore, the adversary can overwrite the advertisement to make it an illegal one and
attract victim packets to a malicious server, thus causing a big issue. To prevent this, we need to
guarantee the validity of both ORIGIN AS Information in a route advertisement and AS PATH
attributes. Our study focuses attention on AS PATH attributes validity and we propose a new
method that applies an aggregate signature scheme to a traditional BGPSEC. It is known that
it is possible to reduce a size of signatures by applying the aggregate signature scheme, but its
specification and efficiency is unclear. Thus, we implement the proposed method and give an
evaluation about our method.
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Algorithm 1 Setup

Ensure: The computable isomorphism ¢ from Go
to Gy, and the bilinear map e : Gy X Gy — G,
with target group G , are system parameters.
The scheme employs a full-domain hash func-
tion H : {0,1}* — Gy, viewed as a random
oracle.

1: generate generators gi, g2

2: generate the base groups G1, G, from their re-
spective g1, g2

3: return ¢;,92, Gy, Go

Algorithm 2 Key Generation

Ensure: a secret key = € Zy, a public key v € G

1z &z
2: V4= x99
3: return z,v

Algorithm 3 Signing

Require: z, a message M € {0,1}*
Ensure: signature o € G

1: h+ H(M)

2: 0+ xh

3: return o

5 Uoggg

00000 BGPSEC[12]0 00000000
OO0OCOCOOOOoDODoDoDoOBGPSECOOOO
O00000000000D0O0O00 BGPSEC
goboobooooobooobooogobooo
gobooobooooobobooooboboon
gooobooboooooooooboon

— 818 —



Algorithm 4 Aggregation
Require: the aggregating subset of users U C U,
assign to each user an index ¢, ranging from 1 to
k = |U|, each user u; € U provides a signature
o; € Gy on a message M; € {0,1}*.
Ensure: signature o € Gy
1: 0+ Zle o
2: return o

Algorithm 5 Aggregate Verification

Require: an aggregate signature o € Gy for an
aggregating subset of users U, the original mes-
sages M; € {0,1}*, public keys v; € Gy for all
users u; € U.

Ensure: the messages M; are all distinct, and
reject otherwise.

1: for i =1 to k = |U| do h; + H(M;) end for
2: if e(o, g2) = Hle e(hi,v;) then

3: return accept

4: end if
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Algorithm 6 Setup(Tracing Ver.)

Algorithm 9 Tracing(Tracing Ver.)

Require: security parameters 1%, 17, hash func-
tions Hy : {0,1}* — Gy, Hy : {0,1}* — Zy

1 og &Gy, 902 Gy // generator
2: para < (g1, 92, H1, Ha)
3: return para

Algorithm 7 Aggregation(Tracing Ver.)

Require: para, i-tuples ({pk:j,mj,aj}}:l),
a secret key skqqq of an aggregator
rR&E {0,1}*  // generate a random number
Oagg < Signing(para, skegg, R)
for j =1 to i do ¢; = Ha(pk; | R) end for
for k=1to 7 do py =) ’_, 650, end for
i
Pr+1 = Zj:l 0y
return o = (0444, R, p1,- -

7p7'+1)

Require: para, {pk;, m; }2:1,
o= (Uagg, Ra P1, 7p7'+1)

1: the ps is the kth polynomial of signatures.

2: if Verification(para, pkagg, IR, 0agq) = reject or
Verification(para, {pk;, m;};—1,pr+1) = accept
then

3:  return 0

4: else

5: fork:()tor(do)

. _ e(pk.91 o )

6: ak = e, e{;jqé;@pki) where h; = Hi(m;)

7 end for )

8 if §;’s for all j € [1,i] such that a, =

H;Zl(ak)(fl)k_lpk holds for all k € [1, 7] then
9: return aset Z C [1,7] of indexes correspond-
ing to §;’s
10: else
11: return ()
12: end if
13: end if
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Algorithm 8 Verification(Tracing Ver.)

Require: para, {pkj, m;}}_,,
o= (Uaggv R, p1,-- »P‘r+1)
L. if e(pry1,92) = [[-, e(hy, pk;)
where h; = Hy(m;) then
2: return accept
3: else

4:  return reject
5: end if
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