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Abstract It is possible to obtain the initial payload by returning a response to the connection
request to Darknet. In this study, classification of this payload, and the method will be proposed
analyze of the intention of these communications. The Fuzzy Hash value of the acquired initial
payload is a characteristic quantity and performing classification by using a Self-Organizing
Map, it is possible to perform rough classification from the only observation without using a

signature.
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F1: FULLAHEETEa=y bD

No. IP address src port | dst port | bytes hash Base64
66 112.84.76.169 3622 80 122 5.06E+14 | rDHXMWUJ
69 113.98.117.119 2942 80 122 3.24E+16 | rDHXMWENi
7 116.113.183.48 1320 80 122 2.07E+18 | rDHXMWHbfT
88 121.229.103.204 10977 80 122 3.24E+16 | rDIbMC/3w
89 121.23.77.131 2093 80 122 5.43E+23 | rDHXMWUx1qQhL
94 122.231.244.68 1306 80 122 8.49E+21 | rDIbMC/0kGYG
106 14.112.209.112 1074 80 122 2.07E+18 | rDHXMWDrug
122 180.139.99.77 2670 80 122 8.49E+21 | rDHXMWUnKiqc
150 218.80.207.241 2962 80 122 5.06E+14 | rDHXMWNy
%92 ELLAETER NP2 =y kO
No. IP address src port | dst port | bytes hash Base64
53 108.240.198.68 55420 51183 122 3.80E+23 | 0Xa9RL85EIqGn
64 112.117.165.26 4863 51443 122 2.43E+25 | 0Xa9RL9VjOX0Qb
120 177.98.63.160 3745 51183 134 1.56E+27 | 0Xa9RLVrW5EewKn
124 | 182.141.163.139 40027 51443 122 9.95E+28 | 0Xa9RL9OVjOXOL4Zs
129 185.21.216.135 41959 51183 122 1.56E+27 | 0Xa9RLOV;j0XOL4Zs
135 192.95.6.8 47096 51183 172 6.03E+39 | EvVEUKNISwKzmnXmV5UG1Nn
136 192.95.6.8 48105 51183 134 2.43E+25 | 0Xa9RLVrW5S5EIBH
186 46.107.226.170 57423 51183 134 3.80E+23 | 0Xa9RLVrW5EIN
209 67.185.195.49 50386 51183 91 5.68E+12 | Qkh64ce
220 90.191.126.83 62992 51183 211 3.52E+43 | d8XWvnGrVVzsns/Q9okDhy10
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