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Abstract We generally use password or PIN code to unlock a smartphone but they are vul-
nerable to so-called shoulder hacking attack. As a countermeasure, we have proposed a rhythm
authentication that a user taps screen with pre-defined music. However, the accuracy is not
enough for general use. In this paper, we argue that tapped timings should differ by users even
if they play same music. We call this feature as ‘tempo’ and show how authentication accuracy

improves when adding the tempo information to the conventional features.
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