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Identification of factors as predictors of insider threat in e-learning model
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+Meiji University Graduate School
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Abstract Recently, there were some incidents in which large amounts of personal information were leaked via
malicious insider. Since then, organizations are required to prepare countermeasures to deal with insider threat.
To reveal the connection between the hypothesized causes of insider threat and malicious activities, this study
conducts an experiment using an e-learning website as a pseudo environment for insiders. The total of 100
subjects, collected via crowd-sourcing are divided into several groups with a different cause of insider threat.
The numbers of malicious activities for each group are observed. The experimental results show the statistical
analysis that reveals the correlation between the hypothesized causes of insider threat and malicious activities.
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