Computer Security Symposium 2015
21 - 23 October 2015

O0o00dgobobobooodgoobooooodgn
00 00 {4 000 ¢

100000 oooooooo
169-8556 DO OO OOOODO 3-4-1

{m.hatada, mori}@nsl.cs.wasead.ac.jp

INTTOOOOOO000000000
108-8118 0 000000 34-1 000000000 16F

m.hatada@ntt.com

gooob bogboobooobobobooooboboobobobobobooboboobobobo
tbobobobobobobooooobooooooboooboooobooobobobobobOoboboon
gbocobOobooobooboooooboooobooooboboooobO0obooboobooooOobooonoog
obobooooooobooooobooobooboob20140 120000 60000000000D000O0DO00OO
gbooobooboobooobobboobooboobooboobobobooboobooboo

Characterizing Network Behavior of Malware: Toward

Detecting New Malware Families with Network Monitoring

Mitsuhiro Hatadati Tatsuya Morif

tGraduate School of Fundamental Science and Engineering, Waseda University
3-4-1 Okubo, Shinjuku, Tokyo 169-8555, JAPAN
{m.hatada, mori}@nsl.cs.wasead.ac.jp

INTT Communications Corporation
GranPark Tower 16F, 3-4-1 Shibaura, Minato-ku, Tokyo 108-8118, JAPAN
m.hatada@ntt.com

Abstract Dynamic analysis system are widely used to efficiently analyze massive malware. In order to
handle new threat on a preferential basis, researches on automated classification of known malware and
detection of unknown malware have been conducted respectively. Several tens of thousands of malware
were collected by server type honeypot and web crawler type honeypot from December 2014 to May 2015.
In this paper, we report the statistics and distinctive trend of recent malware communication captured

in our dynamic analysis environment.
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