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Abstract In the area of software security, the attack exploited Use After Free (UAF)
vulnerabilities was reported in 2006. When the target vulnerable application runs, the
attack exploits a dangling pointer after the heap memory is released. Until today, it has
been frequently reported that the UAF attack is found in the popular software such as a
browser. It is a serious problem in the software security. In the paper, we propose to
implement the application-level program loader to mitigate the UAF attack, and evaluate
it.
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