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Abstract Most malware samples emerging from the Internet are packed by packers to shield
themselves from code analysis. For analyzing their original code efficiently, generic unpacking
methods are strongly required. To invent this type of methods, we consider to compare the
instruction traces of two given malware samples based on the following hypothesis: 1) the
instruction sequences shared by them comprise the original binary if their original malware
samples are in fact similar; 2) the shared sequences comprise the unpacking routine if the packers
used for them are in fact similar. In this paper, we show that this hypothesis is correct at least
in our experiments. After that, we discuss a generic unpacking method using this hypothesis.
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Instruction

push esi
push dword ptr [ebp+0x8]
call 0x7c95bdab

mov edi, edi
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push edi

or ebp, Oxffffffff

jmp 0x410832

mov ebx, dword ptr [esi]
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call 0x4017£f0
push ebp
mov ebp, esp

mov eax, 0x1f94
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