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Abstract More and more malwares are using cryptographic algorithms to protect themselves
from being analyzed. They have cryptographic functions in their binary code. We focus on
methods to automatically find cryptographic functions in binary code of malwares. Especially,
methods using taint-tracking are effective. However, malware can evade such taint-based meth-
ods by using the obfuscated code(e.g., information transferring with under-tainting).

In this paper, we propose effective method that complements under-tainting and locates cryp-
tographic functions against such the obfuscated code. With experiments using ten cryptographic
programs, we confirmed that our method uniquely located the cryptographic function against

nine programs.
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