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Abstract

Since malware continues evolving, it is difficult to completely prevent infection. Post-infection
countermeasure is important to reduce damage caused by infection. One of the promising ap-
proach is utilizing STEM(Securty Information and Event Management) which analyzes various
types of logs collected in networks and detects malware-infected hosts. In specifying malware-
infected hosts through network log analysis, having communication patterns of malware with
high true positive detection rate is necessary. Furthermore, the processing performance is im-
portant too. We propose a method of extracting common communication patterns of malware
using dynamic analysis result. This method is focusing on event sequences which are triggered
by predefined ruleset and effectively extracting common communication patterns as detection
signature. Our evaluation results show that true positive rate is 30% superior to existing method
while keeping false positive under 0.5%. The results also show that proposed method have a

good processing performance enough to apply daily analysis.
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