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Abstract There are numbers of security incidents because of attacks exploiting vulnerability
of the wrong implementation of a protocol, or because of the error of the protocol itself. Some
software requires management methods for security. In this paper we propose a formal verifica-
tion for checking attack potential of the intermediate state of developing software, using formal

model depending on conditions or environments for security.
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[1] NIST: Common Criteria, "http://csrc.
nist.gov/cc/ (last accessed August 24,
2015)".
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1| typedef arrav {; 50| proctype AZ()p

2 byte aal10]5s 51 byte id,cred, token, ret;s

It 52 bool result= false:p

4| byte account[101:[ 53 chan res;p

5| byvte session[1075s 54 end: dor

B[ byte resourcel10]:y 55 tireq?id,cred, resiy

7|byte cookie[17;5n o6 ifn

8l 57 tlcred == account[id]) > result =trueitoken = token + Ticockis[0] = <
Al array acl[10;; 58| token; Sesslon[token] id;ret = token

1005 59 “lered 1= accourt[id]) > result = falsesret = 0y
11| chan req = [2] of [ byte, byte, chanlip 60 fln

12| chan rreq = [2] of { byte, byte, chanliy 81 res!result, rety

13 62 ody

14| proctyee CLO} 63|

15 o Bd[ 1y

16 byte id = 15y 85( s

17 byte rid = 1ip 66| proctype RS

18 byvte cred = 851 67| { chan rres;n

19 byte token = 05y it byte rid, token;s

20 byte rsip 69 bool result = false;;

21 bool granted = fa\se ’ 70 end: doy

22 bool result = false 71 tirrea?rid, token, rresip

23 chan res = [2] of { bool byte 11 72 if g

24 chan rres = [2] of [ bool, byvte 15s 73 ti(zession[token] != 0 8% acllsession[teken]l.aalrid] != 03 > result = true
25 realid,cred. resip 74 1i(L{session[token] != 0 8% acl[session[token]l.aalrid] 1= 0)) -> result = false;
26 res?granted, token;; h fip

27 assert (sranted)ss 78 rres!result, resourcelridly

28| rrealrid,token, rres;; 77 odp

29 rres?result, re;p 8l h

30 assert (result) sy 79

A 80 init {p

32| by 81 /% init account & ACL & resource table */p
33| 82 account[1] = 353

34| proctype CL_SESSIONHJ()y 83 acl[1].aal1] = ] 1

35 i 84 resource[1] = 1055

36 byte id = 25 85 /% run processes ¥/

37 byte rid = 1;p 86 run AZ(05p

38 byvte cred = 355 87 run RSOy

39 byte token = cookiel0l;p 88| run CLO:p

40 byte rs;p 89 run BL_SESSIUNHJ() ]

41 bool granted = fa\se 3 90[ s

42 bool result = false 91 1

43 chan res = [2] of { bool byte 153 92| [EOF]

44 chan rres = [2] of [ bool, byvte 15;

45 rreglrid,token, rres;;

46 rres?result, rs;n

47 assert (lresult)s;

48[ 1y
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