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Abstract Criminals use malware to steal credit card data from point-of-sales terminals. Point-
to-point encryption between card readers and servers can prevent criminals from stealing the
data from POS terminals, but it requires hardware support on card readers. In this paper,
we propose a VMM, CardVisor, that allows us to protect credit card data even if a guest OS
hosting a POS application is compromised. CardVisor performs encryption inside itself and tells
the guest OS and POS application encrypted card data. CardVisor does not require hardware
support on card readers and costly reimplementation of POS applications as its encryption is

format preserving.
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