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Abstract

Personal data contain private and sensitive information. When data owners publish such
data, they use a well-known technique called k-anonymity and achieve privacy protection. This
process reduces the probability of re-identification of the records, but on the other hand the
data availability decrease. In this paper, we apply an existing risk analysis method which can
quantify risk of re-identification by assuming the attacker knowladge and propose more practical
methods. We can decide scope of disclosure from the risk and infer the attacker knowladge from

his resource.
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Algorithm 1 indexRepeats(D,ATTR,):
indexing repeats in attribute values.

Require: The k—anonymised dataset D, the
set of known attributes ATTR,,
1: Repeat detector RT <+ empty radix tree.
2: for Vrp(p=1,...,n) € D do

3. Ky« rattru|pattra || j|patt,
4: if K, € RT then

5: RT.put(K,,1+ RT.get(Kp)).
6: else

7: RT .put(K,,1).

8: end if

9: end for

10: return RT

3.2 Attack simulation algorithm
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Algorithm 2 Attack simulation with arbi-

trary attributes.

Require: The k-anonymised dataset D, an
arbitrary set of attributes ATTR,

1: RT < indexRepeats(D,ATTR,).

2: for Vr, € D do

3 n < RT. get (Kp).

4:  Pr(reid|Kp) « +.

5

6

. end for
: return Cumulative Distribution of
Pr(re_id|K,) for all ATTR,.

0.01 0.015

1: Risk as probability of re-identification
versus attack success with the attacker’s
knowledge of all the quasiidentifiers.
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Algorithm 3 Attack simulation with arbi-
trary attributes.

Require: The k-anonymised dataset D, an
arbitrary set of attributes ATT R,

. RT <+ indexRepeats (D, ATTR,).

: for Vr, € D do
n < RT. get (K,).
Pr(re-id|K,) + L.

end for

return p,Pr(re_id|K,) for all K.
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Algorithm 4 Attributes analysis based on the

risk

Require: The k-anonymised dataset D, an
arbitrary set of attributes ATTR,, allow-
able risk V

1: repeat

2 while N <n do

3 RT < indexRepeats(D, ATTR,)

4: n < RT. get (K,,).

5: Pr(re.id|K,) < 1

6 ATTR, < ATTR,U3attr, € ATTR

7.  end while

8: return ATTR,,p,Pr(re-id|K,) for all

Ky

9: until all combinations of ATTR, are cal-

culated
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Algorithm 5 High risk combination of at-
tributes analysis

Require: The k-anonymised dataset D, the
number of the knowladges x, the criterion
of the risk y

1: repeat

2:  for z times do

3 ATTR, + ATTR, U dattr, € ATTR
4 RT « indexRepeats (D, attr,)

5 ng < RT. get (attry).

6: Pr(re_id|attry) < n—lq

7. end for

8.  RT < indexRepeats(D,ATTR,)

9: for Vr, € D do

10: n < RT. get (K,,).

11: Pr(re.id|K,) + 1

12: end for
13z mmF();(r?iiﬂzﬁiirq))
14:  if z > y then
15: return ATTR,,p,Pr(re_id|K,),z
16:  end if

17: until all combinations of ATTR, are cal-
culated

Algorithm 6 Attributes analysis based on the

cost
Require: The k-anonymised dataset D., an

arbitrary set of attributes ATTR,, the re-
sourse of the attacker R,

1: repeat

2 for R, > CATTRa do

3 ATTR, <~ ATTR,Udattr, € ATTR

4 end for

5 RT + indexRepeats(D., ATTR,).

6: for Vr, € D. do

7 n < RT. get (K,,).

8 Pr(re-id|K,) + L.

9 end for

10: until all combinations of ATTR,, are cal-
culated

11: return

K.

ATTR,,p,Pr(re_id| K,) for all
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Algorithm 7 Optimization dataset analysis
Require: The k-anonymised dataset D, the

anonymous definition file Fp an arbitrary
set of attributes ATTR,, allowable risk NV

1: repeat
2:  while N <n do
3: Dp < change the level of attr, <
ATTR,
4: RT < indexRepeats(Dp, ATTR,)
5: n < RT. get (Kp).
6: Pr(re-id|K,) < 1
7. end while
8: return Dp,p, Pr(re_id|K,) for all K,
9: until all combinations of the level of
attry € ATTR, are calculated
5 &I
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