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Abstract This paper presents a password manager's vulnerability in Google Chrome. Even
when the hostname in a page's URL is the same as in the login page but the action attribute
is not the same, if the username textbox is clicked and the username is selected from the
suggested list of options, the password manager fills in the corresponding password. This
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allows attackers to steal the username-password pair saved in the password manager if the
login page or other pages in the same domain are vulnerable to HTML injection.
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