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Abstract Web-related vulnerabilities have been discovered 1,500 cases every year and attacks
that exploit these vulnerabilities are serious threats. It is important to determine the targeted
web application and the effects when attacked. However, existing countermeasures such as
WAF and integrity check software cannot determine the target and the effects efficiently and
results in time-consuming for prevention. To overcome this problem, we propose an efficient log
correlation method that determines the targeted web application and the effects simultaneously.
Our approach is characterized in correlation with HT'TP requests and other events using process
ID and source port of network connections. The experimental results show that our approach
has the capability of determination of web attacks effects and it is relatively small impact on
the performance of web server. —132—
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