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Abstract Filtering systems are one of countermeasures against harmful Web sites. However,
the risk of wiretapping occurs, when filtering HTTPS sites using existing filtering systems that
determine whether a Web page is harmful based on the URL or the text on the Web page,
because those systems must decrypt HT'TPS traffic for filtering HTTPS sites. In this paper,
we propose a content filtering system using browser extensions, which dynamically determines
whether a Web page is harmful based on the text on the Web page using Bayesian filtering. All
these processes are executed at the browser level.
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