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Abstract Any node illegally connected to an in-vehicle bus network realizing the ordinary
CAN (Controller Area Network) protocol can readily make an unauthorized data
transmission because CAN itself has no authentication functionality. However, if a node
over the CAN bus detects an appearance of a CAN message headed by a CAN-ID which is
assigned only to the node, then the node can find that someone is masquerading the node
and can change the message into an error frame by some built-in mechanism of CAN. This
paper extensively examines the assumption and condition by which such a method does
actually prevent the unauthorized transmission. This examination implies novel attacks
targeting the very method of preventing unauthorized data transmission.
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