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Abstract Elliptic curve cryptography (ECC) requires smaller key size than traditional cryp-
tosystems, and it is suitable for memory constrained devices such as embedded systems. Scalar
multiplication what is dominant computation part of ECC must be fast, memory efficient and se-
cure against side- channel attacks. Typically, projective coordinate is selected because inversion
is expensive. But more memory area requires on projective coordinate than affine coordinate.
On the other hand, amount of memory in embedded systems are strictly limited. In this research,
we propose more memory efficient and faster scalar multiplication algorithm. Furthermore, we
implement on ARM Cortex-M3 and then evaluate and compare the paformance of it.
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Alg. 1 Right-to-Left binary method|2]

Input: P,k =>"" k2 (k = {0,1})
Output: kP
1: R[0] + O, R[1] «+ P
2: fori=0ton—1do
3. if (k; = 1) then R[0] + R[0] + R[1]
4: R[] «+ 2R[1]
5. return R[0]
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Alg. 2 Double-and-Add always[1]

Alg. 3 Point quadruple on A[10]

Input: Pk = Y17 k2 (ki = {0,1})
Output: kP

1: R[0] «+ O, R]2] + P

2: fori=0ton—1do

3 R[1— k] < R[0] + R[2]

4 R[2] < 2R]2]

5. return R|0]
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2.2.2 Safe-error 0 0 (SEA)[11]
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Input: P = (z1,y1), Curve parameter a
Output: R =4P = (z3,y3)

Ay <z, Cr <y

By + 3A% +a; Ay + B? —8A,C}

CQ — Bl(4A1012 — Ag) — 8Ci1

By + 3A3 +16aCf; Az « B2 — 84503
C3 <+ Bo(4A42C3 — A3) — 8C4

if (C1Cy =0) then return O

I < (4C1Co)7 Y a3 < A3I?; y3 < C313s
return (x3,ys3)
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Alg. 4 Double-Quad (DQ) on A[7]

Input: P = (x1,y1), Curve parameter a
Output: 2P = (22,y2),4P = (24,94)

A 22 B+ 322 +a; C <+ 2y} E + C?
F (x1+C)?2-A-F

d«+ B(3F — B?) —2FE

if (d =0) then return O

D« (2y1)d; I + DY \, = dIB

Ty <= A} — 215 Y2 = Ai(21 — 22) — 1

H + 322+ a; \y « 2EIH

Ty A3 — 2w9; ys < No(T2 — 24) — U2

return (z2,y2,x4,Y41)
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Alg. 5 Montgomery Ladder|8, 5]
Input: Pk =" k2 (k; = {0,1})
Output: Q = kP € E(F))

1: R[0] - O; R[1] < P

2: fori=n—1to0do

3: R[l — k‘z] — R[l — /ﬁl] + R[k‘z]

4

5

: return R[0]

200700 JoyeU DD OOOODOOOODODO
gooooOopoOpoOOoOOO0ODOOooooooo
0000000 Joye’s Double-Add 00000
SPAOODO SEAOOOOODODOODOO Joye’s
Double-Add0 0000000 Alg6O 000

Alg. 6 Joye’s Double-Add|[3]
Input: Pk = Y77 k2 (k; = {0,1})
Output: Q = kP € E(F),)
1. R[0] <~ O; R[1] «+ P
2: fori=0ton—1do
3 R[1 — k] < 2R[1 — k;] + R[k;]
4: return RJ0]
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Alg. 7 Joye’s m-ary Right-to-Left[4]
n—1
Input: Pk =Y km' (ki={0,---,m—1})

i=0
Output: Q = kP € E(F),)

1: for i =1 to m do R[i] + O
2: R[O] «— P

3: fori=0ton—2do

4: R[1+k;] < R[1 + k;] + R[0]
5. R[0] + mR|0]
6
7
8

: R|0] <= (kn—1—1)R[0]+> ", (m+i—2)R]i]
. R[0] < R[0] + P
: return RJ0]

Alg. 8 Joye’s m-ary Left-to-Right[4]

n—1

Input: P k= Zk,m’ (ki=A{0,--- ,m—1})
i=0

Output: Q = kP € E(F))

for i=1tomdo R[i] + (m+i—2)P
R[0] + (kp—1 —1)P
fori=n—-2to0do

R[0] <+~ mR[0] + R[1 + k;]
R[0] + R[0] + P
return R[0]
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Alg. 9 2-bit Right-to-Left Ladder
Input: P k= Y1"k2 (n >4, nis even)
Output: Q = kP

1: R[2] « koP; R3] + P
2: {R[1], R[0]} <~ DQ(P) = {4P,2P}
3: for i =1to (n/2) —1do
4 R[2 + k‘2i71] — R[2 + k‘Qz;l] + R[O]
5. R[2+ ko] < R[2+ koi] + RI[1]
6
7
8

{R[1], R[0]} < DQ(R[1])
R[0] = 2R[3] + R[2]
: return R[0]
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Alg. 10 2-bit Right-to-Left Ladder (All A)

Input: P k= Z?;ol k2% (n >4, n is even)
Output: Q = kP
1: R[2] « koP; R3]+ P

- {R[1], R[0]} + DQ(P) = {4P, 2P}

3: fori=1to (n/2) —1do

4: R[2+ kgi—1] + R[2+ koi—1] + R[0]
/* Using Montgomery trick */
/* with 22M + 11, 6x28B */
R[2 + k2i] < R[2 + k2] + R[1]
{R[1], R[0]} « DQ(R[1])

: R[0] + 2R[3] + R[2]

7. return R|0]
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O 3: ARM Cortex-M3 00000

Processor MBY9AF312K
ROM/RAM | (128 + 32)/16 [kB]
IDA IAR EW for ARM 7.40
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O 7: Double-Add DO OOOODOOOOO

oood oon CycleD |DDOODO oood oon Cycle | ODDOOO
A+ A SM +1 | 32,947.25 3x28B 2A+ A | 11M + 1 | 49,925.83 5x28B
J+ A 11M | 22,984.00 4x28B 27 + A 18M | 37,838.00 8x28B
J+T 16M | 33,110.00 4%28B 29+ J 21M | 49,034.00 8x28B
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Algorithm Affine Jacobian
Mont.Lad. (J) |- R[0], R[1]
m-ary L-R(A) R[0] - R[m] | -

m-ary L-R(A,J) | R[1] — R[m] | R[0]

m-ary R-L(A, J) | R[0] R[1] - R[m]
m-ary R-L(7) - R[0] — R[m]
00 Alg. 1. R[0] - R[3] |-

00 Alg. 2. R[0], R[1] R[2], R[3]
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Algorithm Cycles Mem.
Mont.Lad. (J) | 11,433,628.94 | 11x28B
2-ary L-R(A) 11,151,457.06 | 12x28B
00 Alg. 1. 11,986,427.97 | 15x28B
2-ary L-R(A,J) | 8,499,699.39 | 16x28B
4-ary L-R(A) 9,668,105.60 | 16x28B
2-ary R-L(A,.J) | 13,002,911.04 | 17x28B
2-ary R-L(J) 11,395,289.90 | 18x28B
00 Alg. 2. 12,026,117.07 | 19%x28B
4-ary L-R(A, J) | 6,413,756.54 | 20x28B
4-ary R-L(A,J) | 9,671,971.67 | 26x28B
4-ary R-L(J) 7,944,724.12 | 27x28B
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