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Abstract Annually, improved Malware have invaded into a network by various evasion techniques. In
this paper, therefore, we focus on Drive-by Download attacks (DbD attacks) has specific network
traffic behaviors are different from formal applications, and propose the method detects devices
infected by DbD attacks by observing on a network traffic without notification to attacker or malware.
Furthermore, the method deals with correlation analysis using malware activity transition model which
based on common traffic behaviors of malware. Also, for testing, we evaluated the effectiveness of the

method by using MWS Datasets has some traffic flow data of DbD attacks.
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