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Abstract: We apply our attacks tracer to a parallel and distributed environment by using
Akka to reduce the execution time of tracing attacks in large networks.The attacks tracer will
contribute to take effective measures to counter targeted attacks or APT (Advanced Persis-
tent Threat) on information systems of enterprises. In the attacks tracer, it makes models of
networks and computers to simulate behaviors of malwares. The attacks traceser discovers
vulnerabilities of information systems and we utilizes them to measure to counter attacks. Cur-
rent implementation of our attacks tracer takes long time execution time to trace behaviours
of malwares on practical networks, because it is executed on a single computer. We have
implemented the attacks tracer based on actor model. We also present a new implementation
using a new framework based on actor models, Akka, because Akka has a lot of fine character-
istics, like applicable abilities to parallel and distribution environments. We will present and
implement dynamic scheduling methods which investigate load works of each processors and
assign tasks to processors considering the load works.

Keywords: Akka, Scala, attacks tracer, APT(Advanced Persistent Threat), Security, Parallel
and Distributed Processing
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val echoactor new EchoActor ()

echoactor.setName ("echo")

echoactor ! "Hello!"

1 Scala Actor ®FJH.
Fig.1: Using Actor of Scala.
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val sys ActorSystem.create ()

val ref sys.actor0f (Props [
EchoActor],"echo")
//ref.setName ("echo") //impossible

ref ! "Hello!"

B 2 Akka Actor DI,
Fig.2: Using Actor of Akka.
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Fig.3: Execution of the process by message passing.
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Fig.4: Consideration of scheduling.
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class MethodMissing extends Dynamic{
def applyDynamic (methodName:String)
(args:Any*){
//Method Call

}

def updateDynamic (key: String) (
value: Any) = {
//set Feild

}

def selectDynamic (key: String): Any
= A
//get Feild

}

6 Method Missing D,
Fig.6: Examples of Method Missing.
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new NetWorkRef (...)
net.addNode (pcl)

val net =

Network (...)
net ! MethodCommand ("addNode",pcl)

val net =

5 Avk—I Ry vy,
Fig.5: Message Passing.
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7 Method Missing \Z & % T & IR BIEIFOH L.
Fig.7: Procedural function call by the Method Missing.
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//[ this.methodname (argument) ]

//Get RuntimeMirror
val rm = runtimeMirror (getClass.

getClassLoader)

//Get

val t =

Method
rm.classSymbol (getClass) .toType
t.member (newTermName (methodname

)) .asMethod

val m =

//Get InstanceMirror
val im = runtimemirror.reflect(this)
//Execute Method

val mm = im.reflectMethod (m)

mm (argument )

B 8 Reflection I2k 2 XY v FIFOH L.
Fig.8: The method calls by Reflection.
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Fig.9: Network model which we use.
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..NetworkRef@595cfc3b <-- MethodCommand
(addNode, ..)

Network (networkA) rec MethodCommand (
addNode, ..)

..NodeRef@34eb30cd <-- MethodCommand (
getAddress, ..)

Node (Router) rec MethodCommand (

getAddress, ..)
..NodeRef@34eb30cd <-- MethodCommand (
makeConnection, ..)
Node (Router) rec MethodCommand (

makeConnection, ..)

(omission)
..NetworkRef@7854cbbe <-- MethodCommand
(addNode, ..)
..NodeRef@7552bf24 <-- MethodCommand (
addRoute, ..)
NetworkRef@7854cbbe <-- MethodCommand
(addNode, ..)
.NodeRef@20bce0d5 <-- MethodCommand (
addRoute, ..)
.NodeRef@20bce0d5 <-- MethodCommand (
setApplication, ..)
.NodeRef@6321c65e <-- MethodCommand (
setApplication, ..)

(omission)

K10 avEa2—% 1 TOH (—IFE).
Fig.10: Output of the computer 1 (Omitted).
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Network (networkB) rec MethodCommand (
addNode, ..)

..NodeRef@36aae0 <-- MethodCommand (
makeConnection, ..)

Network (networkB) rec MethodCommand (
addNode, ..)
..NodeRef@3e3e5507

getAddress, ..)
Node (PC2) rec MethodCommand (getAddress,
)
..NodeRef@3e3e5507 <-- MethodCommand (

<-- MethodCommand (

makeConnection, ..)

Node (PC2) rec MethodCommand (
makeConnection, ..)

Node (PC2) rec MethodCommand (addRoute,
L)

Network (networkB) rec MethodCommand (
addNode, ..)

..NodeRef@4ca97517 <-- MethodCommand (
getAddress ,List ())

(omission)

Node (Web Server) rec MethodCommand (
setApplication, ..)

call setApplication:Node(Web Server),
malwaresimulator.extend.
WebServerAppRef@3b265746

..WebServerAppRef@3b265746 <--
MethodCommand (setNode, ..)

application(Web Server, node=null) rec
MethodCommand (setNode ,WrappedArray (
malwaresimulator.extend.
NodeRef@46el1a74d))

Node (PC2) rec MethodCommand (
setApplication, ..)

call setApplication:Node(PC2),
malwaresimulator.extend.
WebBrowserAppRef@63e64dfe

(omission)

K11 avtEa—%2TOHN (—FEH).
Fig.11: Output of the computer 2 (Omitted).
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