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An Implementation of System Model Description Language
for Attacks Tracer

Ryo YAMAGUCHI' TAKATOSHTI MURAKAMIZ SHUHEI KuMaNO®? HIrRosHI KOIDE*

Abstract: In this study, we implement a system model description language for attacks tracer
in order to describe model of information systems easily. The attacks tracer is intended to
support work to design information systems as a measures for advanced persistent threats.
The results of simulation of behavior of threats by using the model of information system
in higher level of abstraction is used to help design the information system. In our current
attacks tracer, there is no mechanisms for describe and handle easily the model of information
system. Therefore, a system model description language that implement in this study aims to
reduce complexities of descriptions by abbreviations and autocompletions. In this paper, we
introduce functions and an implementation of this system model description language.

Keywords: Advanced persistent threats, Attacks tracer, Domain specific language, Network
description language
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val private = Network("private",

InetAddress ("192.168.0.0", 24))
val pc = Node("PC",
InetAddress ("192.168.0.1", 24))

val browser = new WebBrowserProxyApp ()

.setProxy(InetAddress ("192.168.0.2", 24))
pc.setApplication(browser)
private.addNode (pc)
pc.addRoute(InetAddress.Default,

InetAddress ("192.168.0.3", 24), private

)

B1 BHEOBE L L —RIZET % E T LAl
Fig.1: An example of a model description in current

attacks tracer.
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Fig.2: Relationships between models in attacks tracer.
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new Network ("private") {

for (i <- 1 to 10) {
new Node ("PC" + i) {
new WebBrowserApp

}

B3 for XMW T 10D/ — FEAERT % a— R,
Fig.3: An code example that generates 10 nodes by

using for-expression.

new Malware("malware") with FuncA with

FuncB
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Fig.4: An code example that defines a malware model

by using mix-in.
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new Network("private") {
Address := "192.168.0.0/24"
new Node("PC") {
Address := "192.168.0.1/24"
new WebBrowserProxyApp {
ProxyServer := "192.168.0.2/24"
}
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Fig.5: An code example that expresses relationships

between models by using block.

new MailerApp {
MailServer := "192.168.1.6"
}

Ee6 IP 7 FLA%ZHEREOREN
Fig.6: An example that specifies the connection desti-
nation by the IP address.
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new MailerApp {
MailServer @= "dmz/MailServer"

}

B 7 iz e g ofsesl.,
Fig.7: An example that specifies the connection desti-

nation by the name.
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nodes += new Node("Gateway") {...}
nodes += new Node("PC") {...}
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Fig.8: An code example that explicitly add models to
the list.
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def DefaultGateway = new {
def
def

L
String) {...}
String) = {...}

:=(flag: Boolean) = {.
:=(address: =
def @=(connection:

}
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Fig.9: An implementation of the parameter specifica-

tion.

Node ("Server") {

DefaultGateway := "192.168.2.1"
}
Node ("Router") {
DefaultGateway @= "Gateway"
}
Node ("Gateway") {
DefaultGateway := false
Route += "192.168.1.0/24" ->

"192.168.1.1"
"192.168.2.0/24"
"192.168.2.1"

Route += ->

B 10 /87 X—FIREDH,

Fig.10: An example of the parameter specification.
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new Model {
new Network("global") {
Address := "192.168.2.0/24"
DefaultGateway := "192.168.2.1"
new Node("Router") {
Address := "192.168.2.1"
DefaultGateway @= "Gateway"
Route += "192.168.2.0/24" -> "192.168.2.1"
}
new Node("Gateway") {
Address := "192.168.2.2"
DefaultGateway := false
Route += "192.168.0.0/24" -> "192.168.1.2"
Route += "192.168.1.0/24" -> "192.168.1.1"
Route += "192.168.2.0/24" -> "192.168.2.1"
}
new Node("Web Server") {
Address := "192.168.2.3"
new WebServerApp
}
new Node("Taint Web Server") {
Address := "192.168.2.4"
new TaintWebServerApp {

CCServer 0= "Command and Control Server"

}

new Node("Command and Control Server") {
Address := "192.168.2.5"
new CCServerApp

}

new Network("dmz") {
Address := "192.168.1.0/24"
DefaultGateway @= "Gateway"
new NodeConnection {

Node @= "global/Gateway"
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Address := "192.168.1.1"
}
new Firewall ("Firewall") {
Address := "192.168.1.2"

Route += "192.168.0.0/24" -> "192.168.0.1"
Route += "192.168.1.0/24" -> "192.168.1.1"
}
new Node("Mail Server") {
Address := "192.168.1.6"

new MailServerApp

}
new Network("private") {
Address := "192.168.0.0/24"
DefaultGateway ©@= "DMZ-Firewall"
new NodeConnection("DMZ-Firewall") {
Node 0= "dmz/Firewall"
Address := "192.168.0.1"
%
new Node("Proxy") {
new ProxyServerApp
%
new Node("PC1") {
new WebBrowserProxyApp {
ProxyServer @= "Proxy"
X
new SmbApp
new MailerApp {
User := "userl"
MailServer := "192.168.1.6"
X
new File("ID_Password.db") {
Data := "ID:hoge, Pass:1234"
X
new File("NetworkSettings.conf") {

Data := "Apache’s password is ’webmaster8080°"

}
new Node("PC2") {
new WebBrowserApp

new SmbApp
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new File("devApplication.exe") {

Data := "-*-binary file-*-"

}
new Node("PC3") {

new WebBrowserApp
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