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Abstract: Malware applications for the Android OS has been released in the Internet and an application
market. A threat caused from malware applications becomes non-negligible issue. A prior measure against
the malware applications is an Anti-Virus software and the software notifies users of a malware infection to
their terminals by a dialog interface. However, the dialogs in commercial Anti-Virus software products did
not play a role of a risk notification and are simply ignored by mobile phone users. This is a serious issue
for mobile phone security. Therefore, we propose an alternative customized malware notification dialog for
both “leading users a better counter action to malware” and “inducing users to understand a security threat
from a dialog information”. We also conducted a user evaluation study for measuring an effectiveness of the
proposed dialogs.
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Fig. 1 Alert dialog on Android OS [3].
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Fig. 3 Proposed dialog by Kelley et al.
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App permissions
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Storage

This app can see and delete your photos.

| Network communication
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Fig. 4 Proposed dialog by Harbach et al.
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Fig. 5 Example of alert dialog by Anti-Virus software [4].
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Fig. 6 Supposed process against malware in Android OS.
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Table 2 Demographic information of the subjects.
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Clear 5 2 4
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Table 3 Average alert capturing rate, average dialog display

time.
PRELERE S (%) | ¥4 707 LRI (sec)
BEAr Tk 40 8.57
Invert 40 13.26
Clear 20 9.95
Question 50 42.19
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ML CHBREEE 24T o /2. T OFEER S BEIEH O %
B & [FRE, 520 Game & 2 B[ OF 10 [ D 57— 4 %
&, ZDI)H Game A ICBESY A 77 EIREL 722
FOZ 4707 & fARATERICHHNLZ (R 4). B
BEICEBMAESA T 7 L RFE2FEDOI L0 L L o0 %
T VT LR THEL &8, FHliZ 1T - 72,

COEBRTIZ 2 DD ZHE L7z, 1 DIEFIHE2ER
L7zxisfrgicd by, 770 2@ TRtk L7z, 2otk
EUTo 2014580, BEfkL7z (X (3)).

: { 1 (FUHIHEAT DS % 40 3
' 0 (FIF#®iAT % 3#R)
b9 1235477 FRERTH L, TIUSEETTHE
Bre Wk, 77 &0 TR L 72,
WERHBRER 5 IIRT. 22005470 7IZO0TH
5430104 TH L. HEEIIEED 20 K THEHE
ABETLTWE A THo 7.
ERRIER
EBFEREAR 6 [RT. 2BIETEREEE R) &,
DToRX @) 1ck>THERLE., Ko R 3&WEH D
KEATEIA T T TH Y, nlIEHRERTH 2.

R= z;E;Lf§rx 100 (4)

FERFERD S, W RATEHERD R b =02 72D 13 Rec-
ommend Dialog Td - 7z. —7, Delete Dialog & BEfF4
AT AT FATEHNOFEL V) HIZBWTENRWE
WO FERE R o7,

x4 FERIFIHLZS -4

Table 4 Games in the experiment.

DTFD12%7 5 51281 SR YT N
Game A+Delete Dialog Game A+PEAF Dialog (1 [0])

Game A+Recommend Dialog Game B (2 [a)

Game C (2 [0)

Game D (2 i)

Game E (2 1)

x5 WHRATEICHY B EROBIRE T

Table 5 Demographic information of the subjects.

MR AR KMSE R Android #EBRE
BRI 10 3 7
Delete 5 2 4
Recommend 5 1 3

® 6 CTERIRITEFA LR - VYA 7 0 I EORNEH

Table 6 Average action induction rate, average dialog display

time.
IFATEN SR R (%) | FORKEH (sec)
BEAE T 40 10.62
Delete 40 16.80
Recommend 60 8.85
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® 7 BEES T RATE RSSO SER

Table 7 Evaluation results of alert capture and better decision.

BERA A ATEN R
Invert A -
Clear X -
Question O -
Delete AN X
Recommend X O

5.4 FHMEERAEIE
RTEINETOEFRKRERIELZDDOTHSL., 2D
FER S, Question Dialog & Recommend Dialog % 24
&L, #1512 Invert Dialog & Delete Dialog TIRicL %
DU REMATRIE S N7-LUT ORI BL) AN S Z &0 L F
LWweEz 5.
o FATUTEMAOMETHRLELBIIETT L
CFEEERIC - ORRAH S (Invert Dialog)
o FATUZEENDOBMED RS v FRMLEIZIE [77
VHIBR Y v | ©AET 5 (Delete Dialog)
o [AITH L TN ITMIES 2FHE T 555K
(Question Dialog)

6. MEMEESHLFA7OYT

ABTIE S BTHONIHMAE S LITRANESE S 17
07 % 2 TS 5.

F % 1: Market Dialog
Market Dialog I& Recommend Dialog # X— A & L, £
DO RIRE S % Delete Dialog 8 & UF Invert Dialog @fﬁﬁ’(%ﬁl
DRATIRET HAURMEBELE YA TU 7 Ths. 121
Market Dialog O E BT 5.
Recommend Dialog 1ZLLF ORIEDSH - 7=,
o [ 77 VHIBR] O3t SRATEN ARSI %\,
o [FIHKATR Y » ] EHNOBEMEICH L. Lo
TELENA MY TICFATu 7 2HE) &3 57
HE 2 2 W% > Tz,
o FIHHEITH L TELELEHIELMED BV, BAFD
FyA4Turs LR THY), BESYA T/ THL D
EDHREI R D B 72\,

CNHDOREICH L, BEDORY JAEICE [7 7)1
RS v ] 200 EE L, FIAKIT R Y S IdZBENE %

F v ffig v 9 IZ L7 (Delete Dialog), 7220

FATOATPELEZERLTWS I L EHEMIIRT 2
O, ¥4 77N EZE M TH LM TELD L7 (Invert
Dialog). TNOHDWFEICLY, 1) BIZLIVEETHL D
ERBEMISGEAL, 2) BHIITATU T 2HE) LT 5
Z—FE [T TVHIG] 2FETT22810%5. F723) 5
FATENE [REBEFIAL T7 7UHIB] BXO BT 7)) ~D
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1T &S

— COPTVT— 3 VBLUTOBREER DT
- 5471 %
TEILEBBHLET. A

T
2YFT
BHHRA b A EX)
SO77UELSORREORNG  swqmimie

‘xu >

"ERET — S DHESGRY"

COBBREERTTBL. ROKSBHEENTR

- BREENBY—/NICEELTEATS
- BABROME

CNEOBREE, PTUDF YA VR N—IUIC

nEy.
CNSDOBAGRBRUEZRBRLLESAT, CO7
HIBBEFRTE, PTVEP VAV
REBRL TS

FIUEHKRT S " |
Z43£2 27 TRN 77 E IR

12 Market Dialog o il
Fig. 12 Screen snapshot of the Market Dialog.

RRXTELWEREORZ

TBRMDOBEDLEE > TVFET !
COPTURUTOVTNHDBABREEN TRIRIEER >

TWET,
LTLBH\ERRBT B, COPTUDE

ELVVERMEZE
DRRMEZETORY I RACEREDEHSYICANLTLES

X 13 Writing Dialog @ 11 f5)
Fig. 13 Screen snapshot of the Writing Dialog.

FVIZ] O3 OOBIRFARMEESINL Z L12%

F & 2: Writing Dialog

Writing Dialog (& Question Dialog % X—Z & L, K&
NCWw7zE R 2 EBRK M2 SRk KO EIC T 52 &
TUREFRALELE Y4707 THAH. K 13 1& Writing
Dialog OB T 5. Question Dialog 12132 7 [0 %
EiioCFAT7ur7%HL, 77 EfMEFIHLTLED
Behdborz, ILFA—T7VICTHRY)ELESS AT

I 2 & EfFAFRELTL IV, B#iZT 7 27
Mgt CE 5 L) Il 2Badbdbo/z. 22T, ThHd
Bl LTALTH 7 7)) OfEA ST M55 &
AT D2 00U #HET- 7.

o MABEHOIRIEER A 7O 7FRDIZIZT v ¥ L
fbL 7.
o 1[HHDMEEITERNXTRIZEWEL T 52, 1 HHD

& %85 & 2 [ HUDFEOREERER (CEAT)
1295 2 ETCFEMD b LT LT

%%@%%Vowfﬁ&é 1@5@@%@mem

Dialog @ & 9 13RI CHEIZ W EEZ2S, 1 RIH OB % 34
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L EFNPBRIEAGERO 1 D%k, $habbFEAl
EEpbE)IclA ZhICX) 1EEORSCTIEMRT S 2
ET ) BRI 59 2 CRANOTFRER DL, 2O
IO IRITEMRTAIEIHLTAY v b2t 2 2
LT, BENA MRS ATEICAHE e ET A L
HIgEL7Z2bDTH 5.

7. BRERELSLA 70O DA

WEMY A 7a 7 2/I2onT, 5 EFEKE, =47 7
22200854 707 2RI L CRMIFER A 1T - 72
FARATZ T —2% Game A LT 5 ELUTOEBY ER D
e Game A + Market Dialog
e Game A + Writing Dialog

I o OFEEREEE, Game B, C, D, E#H&EL, 7—
LAEEOEBREHR LTS Oy — 4% 209D, 710
FHEEE 72, Game A D 2 [AIZDWTIE7r — 454G 5 7
BIIRESA T U T PFRRENLFEEEL L7, R BRER
TIESHEDOFERREIIRLRY, BEFY A4 7 a7 L OIIRFEE
FATHT, SHEE L 2 MEOKAMESLE S A 707 %5T
SE7z, FOMOFEEESLME 5 BCTOERSLMELH—T
H5.

52 fiE 1Z, Market Dialog (22 TIZEE AR I T
BE &S RATEN RS O P E DO F % FEhi L 72. Writing
Dialog (FEEHFHICEHT 2MEDATH S, LBFATH
T RIS O F A4 70 7123 LT T o 72

WEE L 134 ObM3a) ThHh, &R 201K,
BEHEEZITTVREPBTLTVwLHEEETH o 72,
Android M KB X T4 TH -7z, HBARERIZBIT A
BEBRE (IR A R DI R T ICE D 2 5l (5 %) 121F
LTV,

7.1 EERER

Market Dialog (ZB3 % EBiG R ek 8 IIRT. 72
B 14 \ZxPSRATEN A SRS A A S A4 70 S, Rec-
ommend Dialog & Market Dialog & D b# 71 v hX %R
9. ZOHEED S, Market Dialog & Recommend Dialog
L0 S FATE N OFER RS VI RREAVR S 7z v
5.

KA Writing Dialog (2B 3 2 FEBRFE R AR 9 1IRT.
F72B 15 ICEHEFEHERICET A1 TH Y, Ques-
tion Dialog & Writing Dialog & O ItE 71 v M % I/RT.
15 70 v b2 5 Writing Dialog 1325 N% % L7
TE T o 2FAFEI L TESNE LRI ES 2
CWE— DRSS A L EIRLTWA, —J, 110
HORE CIEfR L 72856 O AFERE, FRESBfFS AT
07 EEBEICEEESsTWS, THUE—HOL— W
HEFEL 2 WE TEY R METIERL, #FHRe LTS
HEHEETIFTWwWAEEZLND.
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# 8 Market Dialog D5 & A SRATEIAE IR 3 2 FEBRAE 2
Table 8 Alert capture and action decision results in Market

Dialog.

BEIAES (%) AERATHFEE R (%) FOREER (sec)

Market 34.6 69.2 19.44
25
$
9
4 20 Market X<
-«
E 15
7 BT
* 10 - A
= *
B¥ Recommend
f._;j 5
#
o
0 20 40 B0 B0 100
FH7I 7 AR (%)

14 Market Dialog & Recommend, BEfFEY A 710 7 & O34T
TEAEE O
Fig. 14 Comparison of the R values in Three Dialogs.

%+ 9 Writing Dialog O EEHLIC B ¥ 2 EEu R
Table 9 Alert capture result in Writing Dialog.

N BERBEE S (%) FORIER (sec)
Writing (41£) 13 38.5 44.56
Writing (1 BlHTIEZ) | 8 25 16.204
Writing (2 [P, EMIZ) | 5 60.0 89.93
100
Writing
¥ i)
¥ a0 [ElmEE)
e
4{
E &0 _Wri_ting
% EEL7IL) | | Question
40
=
=
.Ffj 20
B
= BEFE +
o
o 20 40 60 80 100
FIE 7O )

15 Writing Dialog & Question, BEfF% A 710 7 & OZEEH
O
Fig. 15 Comparison of the S values in Three Dialogs.

8. EERLSRERDIRE

8.1 VI I THRTBNDOFEICEHT 2ER
FEZEER & b, Market Dialog (& Recommend Dialog &
DD EVAPEATEI A ER E o7, ZOREED S RHATH
ELTIRIT7TINDOFEYIER | ZIRT 5 LITHFHAT
HOHTREERH D D LD TRENT, £2547T
O 7 FIREEM O 5 <N T WA, T Invert Dialog
B X ¥ Delete Dialog D45f# % Market Dialog |23 A L 72
TEIK D EENEPEREND L) 1ol ERD.
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—h, SROFMFEERTD 1 HLUNICHIERAR Y > 2T L

77D EIEL LD L LHBREN 2 /. YA TS
NOBELENEZ L L L8 FBIcy 1 72l
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ATWVD,

8.2 ELEIMICETIER

Writing Dialog O ¥ ZE R IEBEAF Tk L FFEE &
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B ERE OIFEFIL 60% & Question Dialog & 1) & B\ ik
Lotz LISo T, ¥ a) 574 Br i cHE
SHLZERIATUT RS ET A LI, B
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~NBAT LW O 54 7 0 S FREERNEK 90 BBk
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IOFEEBDIETLTBY, 77— MIL o T Writing
Dialog ~DMHS L &% 5 BRI (1 kbbb LV ~5 !
ROEDL L 2V) TG L7255, EINKOAOWEE
DOEIETINE 2.75 DIt L, FikasA~BAT L -8B o
O 253413 1.60 & 7% - 72,

8.3 SHORE

ARIXLTE e h o - E LT, BMLORMEDSH 5.
Bt & 1%, 2—HH»RCEBEHIREY R LSS S Z LI
DENRTLFV, BENFIEEZLDE LAY, Sk
ELLTELELEHT LRI LETHL. KIS
B 5 MR T, BRI —E L 2rBE IS L Rw
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Tl¥, Windows OEEME 2B VT, BHEZHAL L7020
O R R B EE AT B 2 EHEMLICH LTERT
HbHEVI)FEREHLE L T A. Writing Dialog 252 OFF
AR TV 5B I L6 BRI 2 S-S5 % @ U CBIfbic
AR L LTI W TABRIREE 21T ) LEDS
H5.

T 72, ARIOFEBRTIIESE L OLEIZO VTR % HES
ITbhholzh, BETORELRNL I L TEELT]X
fFIF 2% b% 2 51 4. Khovanskaya 5 DFFZE [14] T
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TV,

Writing Dialog (&3 ATJZHRERM A 225 720, FIMEE
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Bdhb., ZOL) BUFEEELIRT 570, EBREFEOR
LHIZONT LS RER T ED TV LENDH 5.

AR TR O B A [T 72 B RE IO W TE K
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122V Th, OSIREER AV V7 by 27 X — 7 3
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9. BBHWI

Android OS x4t & L=~V = T3S KM ST
BY, EHEHERKOMPE TR 2 74 B I L Tn»
%, ZOMBEIZT 2 HEM ALK E L TlE Anti-Virus
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