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Abstract: Some of Android malware are made by technique called repackaging which adds malicious code
to legitimate application. Security vendors reported a case in which malicious code was added to a large
number of legitimate applications by automated repackaging. It is expected that the threats of repackaged
application to increase in future. There is an existing technique for malware detection using features of
the repackaged application with malicious code inserted, that is, there is a little relevance between added
malicious codes and the codes of the original application. In the technique, an application is analyzed based
on subgraphs that express invocations of methods used in the application. Then, each subgraph is tested if
it contains APIs that are commonly seen in malware with high ratio. In this study, we improve the above
existing technique. We propose a method to distinguish more accurately malicious code by creating a graph
in JAVA package unit rather than a method and finding malicious sub-graphs in different approach from the
existing technique. The proposed method shortened execution time by using small-scale graphs as well as im-
proves the detection accuracy. Moreover, the existing technique depends on a white list to exclude legitimate
advertisement modules and third-party libraries that have similar features to malicious code insertion by
repackaging. We propose a method to distinguish between the legitimate modules from maliciously inserted
code without white list by focusing on how candidate malicious code is called from the original application.
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3 Android.Geinimi ® Method Invocation Graph
Fig. 3 Method Invocation Graph of Android.Geinimi.
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Table 1 Intent filters commonly seen in malware.
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3. NUFFEATEIAT
BT — NS YT P T ANV IDBREICE > TR A
5RO ) FICENIFOH I NS,

FRRo L) ma— FoOPROTHERGEBRASRE L, &
PO — NEGDHRART SR & 2B SN2 LTWwbH
HlE, ZoKA% Black (GEM), %9 ThWEE Gray
(EMEER) & LTHREMT 5.

[EfTBIGA E 5 ¥ 1 7] 1E android.intent.action.
MAIN DA 5 ¥ N7 4 )V ¥ 22 b Y ET 5854
AR E T 5. [EEI— RO LY A 7] 1220w
TiZ android.intent.action. MAIN O A > 7> N7 4 V¥ %
ZUEAS 7 T ADOHFDORMIETENSL AV Yy KTH 5D
OnCreate(), OnStart(), OnResume() XV v FA»H 1
TV NI VIBETHEENR TV AEDARERAN R E L
72, [HEMED— PO LY 4 7] ICIGEBE#ZRDO T 7 7 1
ET 4 poRMIZAY Yy FIZE DI SR TWw 24D
GEINTVE, LaL, BUOEEEY 22—V T4 7T
VCTHRBOIFCH SN2 LTBY, M)tz 5]
BEEDSH B 720, WHE L. [N HFEFSA T 1E~
VI 2T HHWLA 7T b7 407 LT, ARIEER1
WRTA YTV b TANVT R, NS 2525
ALY T 7T T ERAN R E L.

KFFEOEEROFENIZIE 5 DX H %D, 77 DET

2294



1BERAIEF=EREE Vol.56 No.12 2289-2301 (Dec. 2015)

apktool [ T30 $II5I0
7 TN TEBL AaF

5 REFLEOHN
Fig. 5 Flow of the proposed method.

apkZFAIL

LA

J— F% apktool TT 4 AT+ 7 VL, HEHE 7 smali
T7ANVDHRNPE XYy RO L4 T 5 invoke-
it 5. 20K, 4A28HOFHET JAVA ¥y 7r—
VHAO T T T RERL, S5 TSI T ERERT 5.
COHTITTINLTAIa TN EIT). AT THNITOTF
FRBRAETFEEFERLT, DToRicxykoohs.,
VTSI TDORAT =

APID AT DR (€APIDOAIT ) A MNHF T T 7)

HTTITTIICEENLEEAY Y R

VT TTDAATHEEEBA S, FOBkE~<
V7 LT A, FEFETEIIETEYLVY 2
THAGR IR, S5O L2 EE L, MELZB2
G - FAED L IIFTHENRTWENIZEH L
Black (EME) & Gray CEMEE) o2 fHIZHIT A, 2
DFERG % FRARIN AR & 5. DTl ~ v = 7 AT
FRETUL L, BETU L ORRA G B bEER % 5
AL7ZbDEEEFTLE2LT5.
5. FHMEEER
5.1 XREHE

Alnl, FEFETFE L BAFEORKD72912, MIGDroid
DB ET L [7) xBHITFEE L2, EE L BRAFFE
TIEET, 77UVDETI— % apktool 12X ) T4 AT
LU TNT L, BERENT smali 77 ANV, KA Y
FIiZ2oWT, XV vy NOETHSHTH S invoke-mn 5 & i
L, BOHEENTWERXY Yy FELZy VTHRATH Z &
T Method Invocation Graph Z1Ek L7z, #7277 7124
LT, APTICX B2 27T 247, BEM EThhid~
V=7 EHWIT A, 222l TSI THRD A Y B
WALLTCTHALAIIZOY 77T 7ida— Ktk & LT
BARNEP OB 5. ILEEY 22— V% EERENE D
SBAVT 20D FRT A YA MIAREH L Twaw,
HEFZEEDEF 2) T4 XU FRLRMEL TWhiz72n
TeEXNVT 2T RV TREFLEOFG 2172 7. BEAFF
FEIZOWTHFE L~V Y 27y MIx LT sz #H
L, WAKEE % F72. 72, Google Play 75 N4 L 72
EHT 70 517 RIS LT, FRRICFEEZ @A L, Ak
AL, HHLZYV Y 27X FHT S APIO
237 YA MILTFOHETHERL, RETFD, BT
EBICEL D% 7.

© 2015 Information Processing Society of Japan

®2 TAY=TIZ&EENS API EA7 10 {8
Table 2 Top 10 APIs used in malware.

API Aa7
SmsManager.send TextMessage(String, String, 0.906886
PendingIntent,PendingIntent)

SmsManager.getDefault() 0.906137
TelephonyManager.getLinel Number() 0.719417
TelephonyManager.getSubscriberId() 0.692065
SmsManager.getDefault() 0.692065
SmsManager.send TextMessage(String, String, 0.688297
String,PendingIntent,PendingIntent)
TelephonyManager.getSimSerialNumber() 0.637473
SmsMessage.createFromPdu(byte[]) 0.621145
NetworkInfo.getExtralnfo() 0.608804
SmsMessage.createFromPdu(byte[]) 0.604554

A GHEOTILVY 2 THREENSL L) IEE L7 1,288
K226 API 295, £72, Google Play 7 HIUE L 72
IEHLT7 7)) 517 ARIZDWT b AR APT 245 5.
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VICEENLEEY 2HIT 5.

e AP EIN TV vy 2 7%
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Fig. 6 Relationship between malware detection rate and false

positive rate in each method.
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DEE, EBT T ORI 20.12.%, YV T T
DY 80.81% & 7 > 7.
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Table 3 Detection results of each malware family by the
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existing method and the proposed method 1.

(I) UV Ry lr—v~iryuxTs

P BEFFIE | BEFIE
Android/Geinimi 164 {£ 161 & 161 &
98.17% 98.67%
Android/DroidKungFu 147 1K 135 & 133 &
91.83% 90.48%
Android/Pjapps 91 1k 91 1k 91 1k
100% 100%
Android/DroidDream 59 & 56 1K 551K
94.92% 93.22%
Android/Bgserv 57 1k 544K 52 1k
94.74% 91.23%
Android/GoldDream 49 i 44 1K 44 1K
89.80% 89.80%
Android/Adrd 23 ik 22 & 22 &
95.65% 95.65%
Android/Zsone 9 {& 9 {& 9 &
100% 100%
Andr/Ksapp 12 & 10 & 12
83.33% 100%
Android. Troj.mdk 151K 9 A 151K
60% 100%

() VAR r—I TRV LT 2T
e BEFFIE | BEFIEI
Android/Boxer 464 1K 464 1K 464 1K
100% 100%
Android/Fakeinst 427 IR 372 K 375 &
87.12% 87.82%
Android/OpFake 376 {4 329 1A 371 1K
87.50% 98.67%
Android/Kmin 93 A 84 & 84 &
90.32% 90.32%
Android/BaseBridge 70 {& 48 1K 62 &
68.57% 88.57%
Android.Spyware.Gone 9 {k 9 {k 9 1
Sixty 100% 100%

NTE, ¥ 7753 70DAa7130.0348 LIRETFHEIV D E

g4 V77773
FEF o g

)= L ORETE 1 ERETH 2 OB

Table 4 Detection results of each malware family by the

proposed method 1 and the proposed method 2.

(1) UV Ryr—v=nrvy=7

KA ETIE | BETIE2
Android/Geinimi 164 & 161 & 159 &
98.67% 96.95%
Android/DroidKungFu 147 & 133 & 118 &
90.48% 80.27%
Android/Pjapps 91 & 91 & 90 {4
100% 98.90%
Android/DroidDream 59 & 55 14 49 1K
93.22% 83.05%
Android/Bgserv 57 1K 52 & 52 1K
91.23% 91.23%
Android/GoldDream 49 K 44 1K 43 1K
89.80% 87.76%
Android/Adrd 23 & 22 i 22 i
95.65% 95.65%
Android/Zsone 9 f& 9 f& 6 I
100% 66.67%
Andr/Ksapp 12 & 12 & 6 14
100% 50%
Android.Troj.mdk 151K 151k 51K
100% 33.33%

(M) VA= TRV~ AL =T
KA ETIE | BETIE2
Android/Boxer 464 1K 464 (K 461 1K
100% 99.35%
Android/Fakeinst 427 K 375 Ik 320 1A
87.82% 74.94%
Android/OpFake 376 1 371 1K 368 1A
98.67% 97.87%
Android/Kmin 93 f& 84 & 84 &
90.32% 90.23%
Android/BaseBridge 70 1k 62 1k 40 {&
88.57% 57.14%
Android.Spyware.Gone 9 1K 9 f& RN
Sixty 100% 100%

FRETEOFETIZ 0 H B LB OFHI 217 - 72.

Loz,
5.4 EITILIEERE O

RETFECTRBHETELYKREVEN T I 72K L
TBY, N7 r—~rA0mLEPFES NS, BAFEL
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RV = TR EAT ) A7) T N AL & EHI A
T2ODOBEEEIDIAAR, EHRT T 51T HRE~YLV Y 2T
4,621 RIZxF L CHEAT L. FEZHEPT A2 F T,
7)) AT L, AV v FOMEOH LER, API O
UL EDERE T D7 7 AV EERT 5. BT
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Table 5 Processing time of each method.

(@) IEMT 7Y 517 R~
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K6 HTEDOT T 7ORIE
Table 6 Size of the graph generated by each method.

(@) ERT7IVDTT 7
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