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Abstract: Information Centric Networking (ICN) is a promising paradigm for the future architecture of the Inter-
net. Content Centric Networking (CCN) is an instantiation of the ICN paradigm. The challenging areas of CCN
include congestion control, availability, security, etc. We focus on security, especially secure communications. Some
schemes applying identity-based encryption (IBE) for content encryption over CCN have been proposed. However,
such schemes generally have the key escrow problem that the private key generator which issues decryption keys to
receivers can decrypt any ciphertext passively. We propose an IBE scheme approach to the problem by combining
partial-double encryption, interest trace back, cut-through fragment forwarding and multi-path routing. Our scheme is
IND-ID-CPA secure in the random oracle model.
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1. Introduction

The Information Centric Networking (ICN) paradigm [1] has
attracted attention as the future architecture for the Internet. Con-
tent Centric Networking (CCN) is an instantiation of the ICN
paradigm. In CCN, the connection between content and source is
decoupled, and content becomes directly addressable by names,
not by IP addresses. A user accesses data by sending a request
packet (called Interest) containing the name of the content.

The challenging areas of CCN include congestion control,
availability, security, etc. As for security, some schemes apply-
ing Identity-Based Encryption (IBE) have been proposed. In IBE,
identities (ID) such as names, addresses, e-mail addresses or mo-
bile phone numbers can be used as public keys, so there is no
need for certificates as long as the validity of the ID is ensured.
Usually, a public key encryption scheme is used to encrypt the
session key, rather than to encrypt the contents. In this paper, to
avoid confusion between a session key and a public/secret key,
we use the notation M (message) for a session key.

Schemes in Refs. [2], [3] are hybrid schemes combining Hi-
erarchical IBE (HIBE) [4] with Public Key Encryption (PKE).
HIBE is used for content encryption and PKE for ensuring the
validity of the system parameters generated by the Private Key
Generator (PKG). However, IBE-based schemes including those
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in Refs. [2], [3] have the key escrow problem as one of the main
problems. That is the PKG can decrypt any ciphertext passively
because the private keys needed in decryption are all generated
by this server. Kate and Goldberg [5] addresses this problem with
an (n, t)-distributed PKG scheme so that multiple PKGs hold a
share of the master secret key needed in generating private keys
and each PKG cannot decrypt ciphertexts by itself. In order to
solve the key escrow problem of IBE, we propose a devided ci-
phertext and partially doubly encrypted IBE scheme to use the
distributed PKG. We make a comparison between our scheme
and the (n, t)-distributed PKG schemes in Section 5.

The proposed scheme is an IBE scheme for CCN that ap-
proaches the key escrow problem with the following methods:
• Partial-double encryption,
• Interest trace back [6],
• Cut-through fragment forwarding [7], and
• Multi-path routing [8].
We ensure that the Service Providing Server (SPS) construct-

ing our scheme and working as a cloud server cannot see the
content by building an attack model and giving a security proof
against the model. We also give a security overview for the case
of the PKG attempting to decrypt ciphertexts. We organize the
rest of the paper as follows. In Section 2, we describe basic com-
ponents of the proposed scheme, then explain the scheme and
define attack models in Section 3. We evaluate the security of
the scheme in Section 4 before make a comparison in Section 5.
Section 6 gives conclusions of this paper.
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2. Preliminaries

2.1 Content Centric Networking
In CCN, every node holds three tables: Forwarding Informa-

tion Base (FIB), Pending Interest Table (PIT) and Content Store
(CS). We just focus on FIB due to lack of space.

Consumer gets requested data as follows: Producer sends out
announcements saying he has certain content. Then, according to
the announcements, each router updates the FIB. The Consumer
requests the data by publishing the Interest, which contains the
name of the content. When the Interest arrives at a router, the
router checks the FIB and forwards it to an appropriate direction.
If a router has the requested content, the content is sent back in a
Data packet through the reverse path of the Interest.

Content can be characterized as sharable or non-sharable based
on its shareability property. With CCN’s in-network caching
mechanism, CCN provides efficiency of data dissemination for
sharable content such as public web pages. On the other hand,
each non-sharable content chunk should not be cached in CCN
routers. A session key for establishing the encrypted channel is
one of the non-sharable content.

2.2 Interest Trace Back
Dai et al. [6] have proposed Interest trace back as a counter

measure against the Distributed Denial of Service (DDoS) attacks
over CCN. The scheme traces back to the originator of the attack-
ing Interest packets by sending back Data packets corresponding
to the Interest.

2.3 Cut-through Fragment Forwarding
Content fragmentation seems unavoidable over CCN [7]. Cut-

through fragment forwarding is a method that forwards individual
content fragments without reassembly.

2.4 Multi-path Routing
CCN has support for multi-path routing [8]. For example, Fig-

ure 1 shows that router R1 and R4 both have the same content
named “content/example” and publish announcements (solid and
dotted arrows), respectively. R2 receives both announcements,
and its FIB gets two entries. When R2 publishes Interest for con-

tent/example, it will be forwarded through two paths: R2 → R1

and R2 → R3 →R4.

2.5 Bilinear Maps
Let G1,G2 be two cyclic groups of a prime order q. An ad-

missible bilinear map ê : G1 × G1 → G2 satisfies the following
properties for arbitrary P,Q ∈ G1, a, b ∈ Z∗q :

Bilinear: ê(aP, bQ) = ê(P,Q)ab.
Non-degenerate: If ê(P,Q) = 1, P = 0 or Q = 0.
Computable: There are efficient algorithms to compute
ê(P,Q).

2.6 Boneh and Franklin’s BasicIdent Scheme
Boneh and Franklin’s identity-based encryption scheme [9]

was proposed in 2001. There are two schemes. One has been
proven to be IND-ID-CPA secure while the other has been proven

Fig. 1 Multipath support of CCN.

to be IND-ID-CCA secure. These schemes are standardized in
RFC5091 [10]. Our scheme is based on the former scheme, Basi-
cIdent. BasicIdent is composed of the following four algorithms.
Setup: Given a security parameter k ∈ Z+, the algorithm works

as follows:
Step 1: Output two groups G1,G2 of prime order q, and an

admissible bilinear map ê : G1 × G1 → G2, and choose
a random generator P ∈ G1.

Step 2: Pick a random s ∈ Z∗q and compute Ppub = sP.
Step 3: Choose a cryptographic hash functions H1 :
{0, 1}∗ → G∗1, H2 : G2 → {0, 1}n. G∗1 denotes the set
G1\{O}, where O is the identity element in the group
G1. The message space isM = {0, 1}n and the cipher-
text space is C = G∗1×{0, 1}n. The system parameters are
params = 〈q,G1,G2, ê, n, P, Ppub,H1,H2〉. The master
key is msk = s.

Extract: For a given string ID ∈ {0, 1}∗ the algorithm does
the following: 1) Compute QID = H1(ID) ∈ G∗1. 2) Set
dID = sQID as the private key corresponding to the ID.

Encrypt: To encrypt M ∈ {0, 1}n with the identity ID ∈ {0, 1}∗,
do the following: 1) Compute QID = H1(ID) ∈ G∗1. 2)
Pick a random r ∈ Z∗q, and set the ciphertext to be C =

〈rP,M ⊕ H2(ê(QID, Ppub)r)〉
Decrypt: Let C = 〈U,V〉 ∈ C be a ciphertext encrypted with the

identity ID. To decrypt C with the private key dID compute:
V ⊕ H2(ê(dID,U)) = M

We say that an identity-based encryption scheme is semanti-
cally secure (IND-ID-CPA) if no polynomially bounded adver-
sary A has a non-negligible advantage against the Challenger in
the following IND-ID-CPA game:
Setup: The challenger takes a security parameter k and runs the

Setup algorithm. It gives the adversary the system parame-
ters params. It keeps the master secret key to itself.

Phase 1: The adversary issues private key extraction queries
ID1, · · · , IDm. The challenger responds by running the algo-
rithm Extract to generate the private key di corresponding to
the identity IDi. It sends di to the adversary. These queries
could be asked adaptively.

Challenge: Once the adversary decides that Phase 1 is over,
it outputs two equal length messages M0, M1 ∈ M and an
identity ID∗ on which it wishes to be challenged. The only
constraint is that ID∗ did not appear in any private key ex-
traction query in Phase 1. The challenger chooses a random
bit b ∈ {0, 1} and sets C = Encrypt(params, ID∗,Mb). It
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Fig. 2 Sequence diagram of the proposed scheme.

sends C as the challenge to the adversary.
Phase 2: The adversary issues more extraction queries IDm+1,

· · · , IDn. The only constraint is that IDi � ID∗. The chal-
lenger responds as in Phase 1.

Guess: Finally, the adversary outputs a guess b′ ∈ {0, 1} and
wins the game if b = b′.

3. Our Scheme

3.1 Entities
We define each entity constructing our scheme as follows.

Producer: To encrypt a message, uses the consumer’s ID and
generates the ciphertext C = 〈C1,C2〉. Then generates the
ciphertext C′ = 〈C1,C′2〉 with the Service Providing Server’s
(SPS’s) public key SPS.PK and sends C′ to the SPS.

Consumer: To decrypt a ciphertext C, uses the private key dID

sent from the PKG and generates the message M.
Service Providing Server (SPS): To decrypt C′2, uses SPS’s

private key SPS.SK and generates C2. Then sends C =

〈C1,C2〉 to the consumer.
Private key generator (PKG): To generate the private key dID

corresponding to ID, uses the master secret key. Then sends
the private key dID to the consumer over a secure channel.

CCN routers connect the entities and forward Interest and
Data with multi-path routing and cut-through fragment forward-
ing aforementioned in Section 2.

3.2 Model
Our scheme works as follows. We show the sequence diagram

of the scheme as Fig. 2. Receivers express their request for con-
tent using Interest packets, which are served for content discov-
ery. Such Interest packets are routed based on the name of the

requested content, using longest prefix matching. Suppose that
each entity knows the prefix included in Interest to get data with
others.
[Phase 1: Request]

Consumer requests the message M and the private key dID by
sending the Interest packet to the SPS and the PKG. The PKG
executes the following algorithms:
PKG.Setup: This algorithm takes as input a security parameter

k ∈ Z+, and outputs the system parameters params and the
master secret key msk.

PKG.Ext: This algorithm takes as input system parameters
params, the master secret key msk, ID, and outputs the pri-
vate key dID.

Then, the PKG replies dID as a Data packet to the Consumer.
[Phase 2: SPS Setup]

The PKG sends a request for the params of dID for M by send-
ing Interest packet to the SPS. The SPS gets the system param-
eters params by sending an Interest and receiving Data to and
from the PKG. Then, the SPS executes the following algorithm:
SPS.KG: This algorithm takes as input the system parameters

params, and generates SPS’s public key SPS.PK and secret
key SPS.SK.

[Phase 3: Interest trace back 1]
The SPS requests the trace back to the PKG. Then the SPS

conducts an interest trace back against the request from the PKG.
The result will be used to check for disjoint paths at Phase 7.
[Phase 4: Producer setup]

The SPS sends a request for the params of dID and SPS.PK by
sending an Interest packet to the Producer. The Producer gets the
params and SPS.PK by sending Interest and receiving Data to
and from the SPS.
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[Phase 5: Message encryption]
The producer executes the following algorithms to encrypt a

message M and to take steps against the key escrow problem by
partially doubly encryption:
Enc: This algorithm, executed by a producer, takes as input the

system parameters params, a message M and ID. It outputs
the ciphertext C = 〈C1,C2〉.

SPS.Enc: This algorithm, executed by a producer, takes C2 and
SPS’s public key SPS.PK. It outputs the ciphertext C′2.

Finally, the producer sends out C′ = 〈C1,C′2〉 to the SPS as a
Data packet corresponding to the Interest of M at Phase 4.
[Phase 6: Interest trace back 2]

The SPS executes a trace back against the Interest from the
consumer. It checks out this result against the trace back result
of Phase 3 and makes sure that the path between the SPS and the
PKG is disjoint from the one between the SPS and the consumer.
If so, the PKG is less likely to eavesdrop on the communication
between the SPS and the consumer. Otherwise, the SPS stops this
sequence and waits for a time out. Then it goes back to Phase 1.
[Phase 7: Partial decryption]

The SPS executes the following algorithm:
SPS.Dec: This algorithm takes as input C′2 and SPS’s private

key SPS.SK, and outputs C2.
The SPS sends out C to the consumer in a multi-path routing

and cut-through fragment forwarding fashion. Fragmented Cs are
sent to the consumer through multipaths so that a third person is
less likely to construct the whole C from fragmented Cs.
[Phase 8: Decryption]

The consumer executes the following algorithm:
Dec: This algorithm takes as input system parameters params,

the private key dID corresponding to ID and a ciphertext C,
to generate the message M.

3.3 Security Definitions
In order to make sure that the SPS cannot see content and the

PKG is less likely to see content, we evaluate the following attack
models:
• Attack model 1: The PKG tries to decrypt ciphertexts.
We just show a security overview against this attack model.
• Attack model 2: The SPS colludes with an adversary
We prove that the proposed scheme satisfies IND-ID-CPA se-

curity against the attack model.
3.3.1 Attack Model 1 and Security in the Model

Security in this model is defined as the following game:
Setup: The challenger runs SPS.KG and PKG.Setup. Then

the challenger gives an adversary SPS.PK, params and msk.
Challenge: The adversary outputs two equal length message

M0, M1, and an identity ID∗ on which it wishes to be chal-
lenged. The challenger chooses a random σ ∈ {0, 1} and
sets C∗ = Enc(Mσ, ID∗). It sends C∗ as the challenge to the
adversary.

Guess: Finally, the adversary outputs a guess σ′ ∈ {0, 1} and
wins the game if σ = σ′. If the probability that the adversary
wins the game is 1/2+ ε(k), the adversary has the advantage
ε(k).

Definition 1 We say that our scheme is IND-CPA secure, if no

polynomial time adversary has a non-negligible advantage ε(k)
against the challenger.
3.3.2 Attack Model 2 and Security in the Model

In this model, we assume that the SPS colludes with an adver-
sary and that cloud servers are “honest-but-curious” [11]. This
means cloud servers will follow our proposed protocol in gen-
eral, but try to find out as much secret information as possible
based on their inputs. By proving the security of the proposed
scheme based on this assumption, we show that the SPS can be
used as cloud servers. Security in this model is defined with the
following game:
Setup: The challenger runs SPS.KG and PKG.Setup, then the

challenger gives an adversary SPS.PK, SPS.SK and params.
Phase 1: The adversary can issue the following query:

Extraction query: The adversary sends ID to the chal-
lenger, then the challenger responds by running the al-
gorithm PKG.Ext to generate the private key dID corre-
sponding to the identity ID. It sends dID to the adver-
sary.

Challenge: Once the adversary decides that Phase 1 is over, it
outputs two equal length messages M0, M1 and an identity
ID∗ on which it wishes to be challenged. There is a con-
straint that ID∗ did not appear in any extraction query in
Phase 1. The challenger chooses a random σ ∈ {0, 1} and
sets C∗ = 〈C∗1,C∗2〉 = Enc(params,Mσ, ID∗). It sends C∗ as
the challenge to the adversary.

Phase 2: The adversary can issue the same query in Phase 1.
The only constraint is that ID � ID∗.

Guess: Finally, the adversary outputs a guess σ′ ∈ {0, 1} and
wins the game if σ = σ′. If the probability that the adversary
wins the game is 1/2+ ε(k), the adversary has the advantage
ε(k).

Definition 2 We say that our scheme is IND-ID-CPA secure, if no
polynomial time adversary has a non-negligible advantage ε(k)
against the challenger.

3.4 Concrete Construction
We show a concrete construction of our scheme as follows:

PKG.Setup: Given a security parameter k ∈ Z+, the algorithm
works as follows:
Step 1: Output two groups G1, G2 of prime order q, and an

admissible bilinear map ê: G1 × G1 → G2, and choose
a random generator P ∈ G1.

Step 2: Pick a random s ∈ Z∗q and compute Ppub = sP.
Step 3: Choose cryptographic hash functions H1 :
{0, 1}∗ → G∗1, H2 : G2 → {0, 1}n, HM : G1 → {0, 1}n.
The message space is M = {0, 1}n and the ciphertext
space is C = G∗1 × {0, 1}n. The system parameters are
params = 〈q,G1,G2, ê, n, P, Ppub,H1,H2,HM〉. The
master-key is msk = s.

PKG.Extract: Given a string ID ∈ {0, 1}∗ and the master key s,
the algorithm works as follows:
Step 1: Compute QID = H1(ID) ∈ G∗1.
Step 2: Set dID = sQID as the private key corresponding to

the ID.
SPS.KG: Given b∈Z∗q, the algorithm sets (SPS.PK, SPS.SK)=
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(bP, b). SPS.PK and SPS.SK are SPS’s public key and SPS’s
secret key, respectively.

Enc: To encrypt M ∈ M with the identity ID, do the following:
Step 1: Compute QID = H1(ID) ∈ G∗1.
Step 2: Pick a random r ∈ Z∗q, and set the ciphertext to be

C = 〈C1,C2〉 = 〈rP,M ⊕ H2(ê(QID, Ppub)r)〉.
SPS.Enc: Given C2, the algorithm works as follows:

Step 1: Pick a random a ∈ Z∗q, and set C′M1 = aP.
Step 2: Set C′M2 = C2 ⊕ HM(abP).
Step 3: Set C′2 = 〈C′M1,C

′
M2〉.

SPS.Dec: Given a message component C′2 and SPS.SK = b,
sets C2 = C′M2 ⊕ HM(bC′M1).

Dec: To decrypt C with the private key dID, computes: M =

C2 ⊕ H2(ê(dID,C1)).

4. Security

We show a security overview against the attack model 1 and
prove the security of the proposed scheme in attack model 2, as
defined in Subsection 3.4.

4.1 Security against Attack Model 1
The PKG, of course, can generate any private key in this model,

so the security of the scheme depends on how many fragments of
C it collects.

Suppose that C = 〈C1,C2〉 is N bit (C1 = N1 bit, C2 = N2 bit)
and fragmented into n parts 〈c1, c2, . . . , cn〉, where each part ci is
N/n bit. When the PKG corrects l parts, there can be 2(n−l)N/n

kinds of C from the viewpoint of the PKG. We assume that C1

is basically, uniformly fragmented into n parts. Although the size
of n is specified by CCN routers, producers can control the size
of N by choosing a large message space and an appropriate hash
function H2(.), where C2 = M ⊕H2(.). Therefore, we believe that
the presumption of the whole C is infeasible in polynomial time
as long as the size of N is large enough.

The worst case is that a certain ci contains the whole C1

(for example, c1 = C1, c2 = [C2]N/n
1 , c3 = [C2]2N/n

(N/n)+1, . . .,
cn = [C2]N2

N2−(N/n)+1, where [X]k
j means from the j th to the k th

bit of X) and the PKG gets it. In most IBE schemes, the PKG is
capable of computing an input for H2(.) from C1. In that case,
PKG can obtain partial messages by computing [M](i−1)(N/n)

(i−2)(N/n)+1 =

[C2](i−1)(N/n)
(i−2)(N/n)+1 ⊕ [H2(.)](i−1)(N/n)

(i−2)(N/n)+1(i = 2, 3, . . .) corresponding to

any fragment ci = [C2](i−1)(N/n)
(i−2)(N/n)+1 it obtains.

This is still an open problem, but there is the possibility of
resolving this concern by applying an all-or-nothing transform
method [12].

The result implies that if a combination of techniques of inter-
est trace back, multi-path routing and cut-through fragment for-
warding work together, the proposed scheme is secure against
attack model 1.

4.2 Security Proof against Attack Model 2
Theorem 1 Suppose Boneh and Franklin’s BasicIdent scheme

is IND-ID-CPA secure, then our scheme is also IND-ID-
CPA secure against attack model 2 in the random oracle
model.

Proof Let A be an IND-ID-CPA adversary with advantage ε(k)
against our scheme. We prove that there is an adversary B
which has an advantage at least ε(k) against a BasicIdent
scheme simulator (Given the input, it responds according to
algorithms of the scheme). B works by interacting with A in
the IND-ID-CPA game as follows:

Setup: The adversary B receives params from the simula-
tor, then runs SPS.KG. It gives the adversary params,
SPS.PK, and SPS.SK to the adversary A.

Phase 1: The adversary A issues extraction queries. The ad-
versary B receives the private key dID corresponding to the
identity ID from the simulator, then it gives dID to the adver-
sary A.

Challenge: The adversary A sends 〈ID∗,M0,M1〉 to the ad-
versary B, then B sends the simulator them. The simula-
tor picks a random σ ∈ {0, 1}, and sets C∗ = 〈C∗1,C∗2〉 =
Encrypt(params,Mσ, ID∗). It sends C∗ to adversary B. Fi-
nally, adversary B sends C∗ to adversary A.

Phase 2: The adversary A issues the same extraction queries in
Phase 1. The only constraint is that ID � ID∗.

Guess: Finally, the adversary A outputs σ′ ∈ {0, 1}. The adver-
sary B outputs σ′ as a guess.

The simulation above shows there is an adversary B that has an
advantage at least ε(k) against the BasicIdent scheme simulator
if there is an adversary A that has an advantage ε(k) against our
scheme.

Owing to doubly encrypting, the PKG cannot get a session key.
Because the SPS can only partially decrypt a ciphertext (i.e., the
SPS can get an IBE ciphertext), SPS also cannot get M.

5. Comparison

We compare our scheme with (n,t)-distributed PKG
schemes [5]. In (n, t)-distributed PKG schemes, a user has
to contact at least t + 1 PKGs and get the private key shares in
order to generate the private key. Every channel between a user
and the PKGs has to be a secure one.

One of basic security concepts of CCN is built-in security [3]
which means the content itself has a mechanism for content pro-
tection. Therefore, it is desirable that the necessity for secure
channels is as little as possible. As to this point, the proposed
scheme needs just one secure channel. However, our scheme
does not address the single point of failure problem while (n, t)-
distributed PKG schemes do.

In our model, in addition to the traditional IBE, the SPS is
only added. We evaluate the increased computation cost related
to the SPS. The sender’s increasing cost is related to “encrypt-
ing” the IBE ciphertext. This is evaluated as one PKE encryp-
tion cost. With regard to the SPS, (1) one decrypting cost, and
(2) one communication cost about sending the partial decryption
result to a consumer with not an encrypted communication chan-
nel (e.g., SSL/TLS) but multi-path routing and cut-through frag-
ment forwarding increase. The decrypting cost would not signif-
icantly affect, because it is almost same as the computation cost
of SSL/TLS. If the multi-path routing and cut-through fragment
forwarding are in basic functions, the cost would be negligible.
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6. Conclusion

CCN has challenging areas including congestion control, avail-
ability, security, etc. We focused on security, especially secure
communications. Some schemes combining HIBE and PKE have
been proposed as ways of content protection over CCN. Such
schemes use HIBE for content encryption and PKE for ensuring
the validity of the system parameters generated by PKG. How-
ever, those schemes have the key escrow problem – the PKG
can decrypt any ciphertext passively because every private keys
needed in decryption are generated by this server.

In this paper, we proposed an IBE approach to the key escrow
problem by combining partial-double encryption, interest trace
back, cut-through fragment forwarding, and multi-path routing.
Partial-double encryption enables the content producer to be of-
fline before all transactions are over, and interest trace back is
used for making sure that the PKG is less likely to eavesdrop
the paths through which content passes. Cut-through fragment
forwarding and multi-path routing prevent a third person from as-
sembling the whole content. We evaluated the security of the pro-
posed scheme by defining some attack models and giving security
proof against the models. We showed that our scheme needs less
secure channels than (n,t)-distributed PKG schemes.

Although the proposed scheme is based on a pair of Interest
and Data packets so as to work on CCN architecture and is IND-
ID-CPA secure in the random oracle model theoretically, we have
not confirmed the actual behavior of the proposed scheme over
networks. Further studies are needed in order to evaluate the per-
formance of the proposed scheme by considering interest trace
back, multi-path routing and cut-through fragment forwarding.
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