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Abstract: In this article, we focus on the behaviors related with information leakage among problematic
behaviors from the viewpoint of information security measures. We investigate some direct and/or indirect
factors affecting to the behaviors, and show the more effective measures which implemented in the organiza-
tions for the purpose of detering the behaviors. As a result, we find that the most effectiveness of detering the
behaviors is to reform the organizational climate accepting injustice, and that the indirect effects of improving
compliance awareness is greater although the direct effect of one is not so great. In addition, we can obtain
the more effectiveness by heightening employee satisfaction and implementing compliance education besides
reforming the organizational climate because compliance awareness and employee satisfaction affecting to

the organizational climate in our model.
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Table 1 Demographic Information about the Respondents.

JHH # (%)
A fiy 20-39 603  40.01
40-49 7% 382  25.35
50 Ll E 522  34.64
LOE ey 'y 5 4E A 567  37.62
5-9 4F 373 24.75
10 4L 1 567  37.62
Prigdsen B 749  49.70
THohk JELyesE 758  50.30
gD 100 AAi 479 31.79
TR 100-299 A 186  12.34
300-999 A 195  12.94

1,000-4,999 A 231 15.33
5,000 ALL 1 296  19.64
D e 120 7.96
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FER M) 2RTEEZMEZ KL TS,

LB, KMETIZa Y T4 T U AERITL ) — AL L
TELZT, HHREF2) 7T 4T A DDICREIZ LTV,

© 2015 Information Processing Society of Japan

hfwtth%%h%ﬂ%&Tﬂi%@»—wi$ 71
LERERSTLE) LIRS, F/2, V-V EEAL
TOVTHERFZ VIO R B78 % L o724 b IXF NI E
AT O R E LT, ISV — LV EBAIL TV RITR

WEmEBRNLATHOME L LSRN TEL, $12
V= VOFBINIARY) HEREMZ: &L b EE LR F-
TWwh, 22T, RIFETIIUTO 4 DD E V. TAh.
RE 5-1 =)L EFBHML TWBIE LA VIZD %D

LA E & DIz,
REE5-2 V— %ML TVD
v,
/8 5-3 G 7T I VAW E L =V EFALTWVDS
REi5-4 T2 TITAT v ABBRPENIENL— L EE ﬂ
LTwW5
(6) RERZEL

ARWFFE T, MARE L e L CRERZ Y EiF 5.
AIEARRET &1, WG ICB W THENWICERN 2L — )L
BHEOENTZY, BHENPARLERERZMY 6 ZFN %L
BLEZDEVSHBORKEZRTIOTH A,

SCHEK [15], [21] T, AR T2 BRA ZAEE L S0
BELGZ LI ERERENICHNIL, ZOMELHERL T
L. L Ladss, EilL728 9 Ml ANDERE NERR
AL DOBERIZOWTOSTIE T TV v, D% 0, i
ADE T NORKIMIKRINT 5 HER S A LR R+ % B3
LD, REFBEBENSZO L) hE@#zELo,Izon

FE-> &N 0> Twiwv, ZZTRIFETIE, RER
SR DERIR A VISR A AATE), FAARERRR LA
BANDERICHEBEE G2 LD EWET A72DIZLLTD 42
OIRFHEINTD.

5% 6-1 AEFREAEDTROCIT EBERFZ VIO 5
T8I Z &) 30,

RER 6-2 AR LATR T EHEPUR T L 2w,

{REE 6-3 AIEARRALATRCIZE R VENERDE

RER6-4 T2 TTAT ¥ AR E wik?Eﬁ;ﬂi
ASHGL,

(7) REEBEE

HESE B R (3 o B 3 2 RHIEETE (evaluative
feeling), 2 F O BGPHF 20 L COBECHET L & 2
LTHY, S¥EEECHFMEE R LM EICESFT L2
EPHLPIZENT WA, — T, EERHMEEORNE
HERE Y2 7 OIS, SREE 2 24T E 2 IE4 L L
720, IO OTENIT AR A EEN R EIEIC LT
L7 ) T ABMMARF LR T WHEAN D D 2 LR S
ncws

ﬁmpm T REKEE A Yy — %y FOAIEFIH
DRICERDY D 5 2 EPER SN TV 505, RIFFETIEHE

Z &R VoECERIE

S B R BE MBI 2\ SO RS B ATENI L TEIEN T
37, MEMICEEL G2 5EERD. HHRERWIZD
2195



BERAIBF=EmEE Vol.56 No.12 2191-2199 (Dec. 2015)

M1 JabyATOREETIV
Fig. 1 Our Prototype Model.
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Table 2 Cronbach’s Coefficient .
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AIEF R T 8 0.95
TESE B R 2 0.90
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Fig. 2 Result of SEM.
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Table 3 Fitness of our model.
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Table 4 Direct/Indirect Effects and Total Effects.
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VOTEAFED N & HIWF S 2 FEBH & &I S B
FHHFR 3 IZHhDETRLTWAS, B, ZNEFNOFRE)
COHEHHICHNITETVOEAEN B EHITSNG Z L
X% %, 3 DENFNOREOHEEZ AL THL LN
bBBUARBEESREWVEHE SN LHIANICH ), KE
TNVIT = %IEELCHBLTWAEZ L0905,
250, [ar T34 7 v AEE] o [V—ILDE
Al BEOTHRE] 25 HRPUED 7% & ] ~o 2 551%
CHEEL L o7, 2F 0, IKEi5-4 (H5-4) &
IR 7-1 (H7-1) (3ZH S, LT LOMERMEEL S
O LTHIEIE T WP LW L IZE2h 6T,
IV TIAT UV AEBREBDE L TH N — VO
CWEOBBE BNV LGl 202 DA OELIZ
DOWVTIETRTEHEN L o7z, ZD 2 DD 2R
AT 1% D LI 10%KETHEE o7z, ©2F D, 2D
DADIGN DN TR S Z DA S b R
Lo,
= 4120%, B SARE

D

(EIEMR) L 2hdp 5FIE

© 2015 Information Processing Society of Japan

ENBEBENRB LOREDRIIOVWTTLEDOTWES, 72
&2 IARERRR L] 13 TR O %5178
NOSARECCTH S N A EERE (0.303) [2mA T, [
PO ] & [R) VERER] OFNENOIRA %4
LT [EHRAVICO % 5478 ] ~OBHEME (0.070)
BHEAELTVAE, ZLTHEDORELT BEDETREMEL

0.373 £ %5, ZOFERIE, [RIEARA LM S H3 5
ZVIDBDHTEHE L DR T EEDET TR, BIE
AT o S TR VERENE &, F 7Pkt &
C3gh 3, 200 (BEMICH) B2 VSO %h°
B2 L DR T EHTNA] L WHAT EE2ERLTW
5. F7-, [TEERWERE] 1 [MERIEZ VIO 055178
ANDOEHE R SAD TR0, BERFR (—0.168) DAL
70, BAEMELZOMBIE—HT A, L, FLDOET
VT [HEERWRE ] X [TE#RZ VIO 2178) ] 12
BRI E L 5 2 WA, [(REFREAL] ~0/ s 2%
¥ (—0.206), RV VKEX] ~0/ 82485 (-0.079),
(22T I47 v AEik] ~Dx 2455 (0.276), r»—w

D85 f\0>/\°21fﬁ* (0.117) AL T [k 2 VI
LHRLATE] \CHEORZE EERMRED E ié:hﬁ&d%
Z W _o&f)%ﬁ@%k Nicdwzd) 2EBLTWS

TR 2 D BB ATENC T LTl d K& R EHW

LwBe 52 2ERE LT [AERFREL ] OSAREIE
0.303), XKIZ [HPUKD % & ] (8242513 0.193) 255 1,
INLIREHRRA VIO IITHEMET A ERNE 2 -
Tw5, F72, IREFERERL] 225 [RY) VEGER] K
PED % & ] ~NDONNZBHIF T ND IEDETH Y, £/
[F) VEKER] REo 2 & 26 [Tk VIZD
IS BATEY] ~ONXZBIIT TN D EDETH LD Z &
5, [REFRREL] 1 [TE#REZ SO HA78) ] ~H
FEMIC OB L2525 (IR ICo %0578 % R
T5) SEeDGhot. —HT, EHRIERZVIZORD BT
RS esRRe L 0T [0 7547 0 2 E#]
(X ARFOMEIZ 0.057) 2 [1E#HRY 77 ] OSAfk
BOMITEL 0.110) OFBIFNIETZEREE LW, &
DZENS, HEHIFRZ VICO LD AITE % & 5 EEL TR
ELTRGA TR H 2 MOARIE L IE4LT 2 B2 H Y,
FNEITIAT UV ARER) T I VHE,PL D6 E
NOME LD S EBEPIRKEN D Gh o7,

L L%ads, M2 2/ Tohrbiiiclarrss47
YAER] S [EPUER] (R VEREM] [RIERZRE
T ~NONRABFIETNSE, T[22 TIA4T VR
Bkl o MEH) 77 2 | ~NONRZRHIIEDETH Y,
F 70 [P TR ) Y GER ] TARERZRE L] 225 [1H
iR 2\ 2D A BATEY] OIS ZBEIE TG EOME,
[TE@Y 77 ] 25 [MERRZ VIO %R HT8)] ~oo%
IRBIIBEDETH B 0, a2 T4 7 v AE#]
A5 TR R ) 2B RGEN ] [ARIERRRE L] (153

2197



BERAIBF=EmEE Vol.56 No.12 2191-2199 (Dec. 2015)

TI Y] BALT MERRAZVICO R L2178 ~OE
(MEMR) FeTFROAOMEERY, BEMRD —-0.321
b, TLTRANFEOHIMETHR TAL & [FNIERR
JAL| OBENRICHSKRERSDTHD Z LD D 5.

INEDOMERNS, HHRKZ VICOR D HITET & 518
BNz DICTREROBEIMAM & LT3 9 [RIEHRR
JAt ] otriE, KRIC [ 7547 v 2AE#] OnElE
Zbih,

KGR 7-2 2 HARFL 7-5 TR A [HEERMRE] 26 [R
IEARREA ] [R) V@ ER] ~OXZRHoHIEA L %
W, —hHTarFs4 7y AE#] TV—NVDEM] ~
DINAREOMEIZIEE 22 ), BT [EERWLEE] om
EDSHBERCIE R 2 VIS D e AT ATE E BT D AR
(—0.168) #Fi>Z Lhrhoiz

6. BhHYIC

KREFFETIE, HHRRA VISR BTN EY 52 C
WBERK, FEZNSOERMOMMRZHLNIZT L7290
2, ETVEREL, thifgE e T) » 7 (SEM)
HWCThaHiT L7,

ZORER, [REFZEL] 25 [T\ R S5 47
B IS L ORDRELEBRNLEELY G52 5ENTH S
CEMRER SN, F7, [EREA VIS LA B1TE ] %
WL ST AR EP RSN LI ERTH S [1EHR) 77 V]
V= o8] & [REFREL] ko z s L
N EFNFIERELEEL L2 W EAMR ST,
E5I1C, [ar 7947 v AE#] » [TERREZ VIR
MHATEY] 1A L TH R D EEN BT ENIEREL
ZWHOO, (M20EFVEMETLRY) MOERKNE
ML THRABEN BT [REAZE L] 1I2KCKE
LD ERLEVHIFERERIELON, ZITMAT, B
T [PEERMALE | o EAHEENIC [TBHREL VIO
DHATE] BT HRIR RO I MRS, — &
Wi, BENT7 =< AR EICHCS NAEERTL
FELERLF ) 74 Ol SR L 72 2ITE)IC b
BHADLIEDNG ol TOZENS, FHREAVIZD
LR BATEE L O LWE ) ICTEH7-0101E, RIEAFE
tTa%gET LI (BSREOWE) 2R dRE LIRS
BHAHEZENRBEENT, T, AT ITAT Y AEEDON
FREENLZHREIZNIEIERELLZV OO, e hE
%A L2 RHEN 2R % 5 F 2 7R A R A LR A
TOUFEIZK ST EDR DL E L GhoT. X512, RIE
FE LIS G2 2ENE LTIy 747 v Ak
BLOREBMEEDON ENH L 06, BBREON
HFHL EHIHEERMEEDN ERDOERL > T I74 T >~
ABEOEREL ) KERMFEEELZ LSS,

wIZIZ, RFFEDOESHBOBEEZIZOVTIRRD ., KiFFET
77 v — FREICIEIERE R VIO L2 5478 D13

© 2015 Information Processing Society of Japan

MICh, HREF ) 7T OBLE»SHEE 2 5478 (3
EMEIRE, EH LR WA v — 2y MIHZE) 128
THEMEANH Y, TNO5DHERITLIZFOREREDNE L
LD, BhRLODEHSLPIILI-VERSTWS, F72,
ANIEFSRRE L & MBI (PEEBE) 2oV TA D53 HT
TIEEBBL TR D072, 5B INSDHERIZOVWTD
SR T TV EZW, S5, IS DOHKREIICFE S
NBHFAERER T HNT, RIIETREL2E 7V O
DOWEE xR4T > TV X 72\,

BEE RWFIEIE JSPS FHFE 25380345, 26380466 D 1)
&SN 72 DT,

SENH

1] TEHLIHEERRE | it =) 7 1 B3 2014 (2014)

[2]  Albrechtsen, E.: A Qualitative Study of Users’ Views on
Information Security, Computer and Security, Vol.26,
pp-276-289 (2007).

[3] Post, G.V. and Kagan, A.: Evaluating Information Se-
curity Tradeoffs: Restricting Access Can Interfere with
User Tasks, Computers and Security, Vol.26, No.3,
pp.229-237 (2007).

[4]  Albrechtsen, E. and Hovden, J.: The Information
Security Digital Divide between Information Security
Managers and Users, Computer and Security, Vol.28,
pp.476-490 (2009).

[5]  Reason, J., Parker, D. and Lawton R.: Organizational
Controls and Safety: The Varieties of Rule-Related Be-
haviour, Journal of Occupational and Organizational
Psychology, Vol.71, pp.289-304 (1998).

[6]  Whitman, M.E.: In Defense of the Realm: Understand-
ing the Threats to Information Security, International
Journal of Information Management, Vol.24, pp.43-57
(2004).

[7]  Takemura, T.: Empirical Analysis of Behavior on Infor-
mation Security, Proc. 2011 IEEE International Con-
ferences on Internet of Things, and Cyber, Physical and
Social Computing, pp.358-363 (2011).

[8] Takemura, T. and Komatsu, A.: An Empirical Analysis
on Information Security Behaviors and Awareness, Eco-
nomics of Information Security and Privacy, Bohme,
R. (Ed.), pp.95-114, Springer (2013).

9] HARY bT—2EF 25 1145 2013 EHEREF 2
DT A4y y MY RS E AN EHE R
Wil (2015).

[10] Ifinedo, P.: Understanding Information Systems Secu-
rity Policy Compliance: An Integeration of the Theory of
Planned Behavior and the Protection Motivation Theory,
Computers and Security, Vol.31, No.1, pp.83-95 (2012).

[11] Warlentin, M. and Willison, R.: Behavioral and Pol-
icy Issues in Information Systems Security: The In-
sider Threat, European Journal of Information Sys-
tems, Vol.18, No.2, pp.101-105 (2009).

[12] Pee, L.G.. Woon, LM.Y. and Kankanhalli, A.: Explain-
ing Non-Work-Related Computing in the Workplace:
A Comparison of Alternative Models, Information and
Management, Vol.45, No.2, pp.120-130 (2008).

[13] D’Arcy, J., Hovav, A. and Galletta, D.: User Awareness
of Security Countermeasures and Its Impact on Informa-
tion Systems Misuse: A Deterrence Approach, Informa-
tion Systems Research, Vol.20, No.1, pp.79-98 (2009).

2198



BERAIBF=EmEE Vol.56 No.12 2191-2199 (Dec. 2015)

[14]

[15]

[16]

[17]

[18]
[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

Peace, A.G., Galletta, D.F. and Thong, J.Y.L.: Software
Piracy in the Workplace: A Model and Empirical Test,
Journal of Management Information Systems, Vol.20,
No.1, pp.153-177 (2003).

THHALBHEE A | A ARREE Ll F =) 7 1 58
SWEE R 1R B OMMEE SRS T
75) (2013).

KM FH Ay =4y MilEOR 2HE L 4HROR
B, ESTRELA, No.143, pp.2-11 (2006).

Kotulic, A.G. and Clark, J.G.: Why There Aren’t More
Information Security Research Studies, Information and
Management, Vol.41, pp.597-607 (2004).

FEOEITZE - MR - 4 > % — 2 v NPT S
FICFIHTE 5, FEBORIIZEHTE, No.17 (2005).
RGBS T — ¥ Ot R R - IR
INAT A - TG, EREE (2009).

AU, EEE A, VORI, SR, AR, #RIR
Mz, KLU, wiHES, = T EBETE51 >
& —% v MR OMELIZINT T, SSIDA U H—F~—
X—31) =X, No.42 (2009).

RIPERE, I, PSS, NS AR T & AR
FHIBT 2 FEREOHT, —EREES, Vol.2, No.2, pp.157-177
(2008).

Takemura, T.: Unethical Information Security Behavior
and Organizational Commitment, Approaches and Pro-
cesses for Managing the Economics of Information Sys-
tems, Tsiakis, T., Kargidis, T. and Katsaros, P. (Eds.),
pp-181-198, IGI Global Publication (2014).
BRI o) T 0 L&, Enterprise 2.0,
FgeL AR — b (Bl EsEeT), No.345 (2009)
Anderson, R. and Moore, T.: Information Security:
Where Computer Science, Economics and Psychology
Meet, Philosophical Trans. Royal Society, Vol.367,
pp.2717-2727 (2009).

Siponen, M. and Vance, A.: Neutralization: New In-
sights into the Problem of Employee Information Sys-
tems Security Policy Violations, MIS Quarterly, Vol.34,
No.3, pp.487-502 (2010).

FH G RHREE A >y — 2y MR O A &R,
pp-304-340, A 2EMEE (2004).

LR —ER . Ay T IAT Y ADEZ B SN L4
ERE DO, HIATRHTE (2005).

Siponen, M.: A Conceptual Foundation for Organi-
zational Information Security Awareness, Information
Management and Computer Security, Vol.8, pp.31-41
(2000).

Woon, I.LM.Y. and Pee, L.G.: Behavioral Factors Affect-
ing Internet Abuse in the Workplace: An Empirical In-
vestigation, Proc. 8rd Annual Workshop on HCI Re-
search on MIS, pp.80-84 (2004).

SR SRS AT oM ]—EE g 7
Y7, WEHE (2004).

Hair, Jr, J.F., Anderson, R.E, Thatham R.L. and Black,
W.C.: Multivariate Data Analysis, Prentice-Hall Inter-
national (1998).

2L, WHH#Y, sHAE e T L1
BULBEAEREL ETILVLEIZOWT I BE LY I
L= a3 YRFRIC X A7z 0, A7E)RHE:, Vol32,
No.2, pp.209-235 (2005).

Sharma, S., Mukherjee, S., Kumar, A. and Dillon, W.R..:
A Simulation Study to Investigate the Use of Cutoff
Values for Assessing Model Fit in Covariance Structure
Models, Journal of Business Research, Vol.58, pp.935—
943 (2005).

© 2015 Information Processing Society of Japan

T BZ (ExR)

1975 4F4E. 1998 4 BAVE K48 A 15 it
FEHAR A TEHR AR, 2002 KB
KERFBEBTLHRFEET. 2006 4 W
MEREET. Bt GoHRES).
2005 FRTHRFERA N F 70907 =
O —. 2008 EEITERFBhF. 2013 4F
B RFMEEIZ., X2 711237 3y 7 ADORFERICHE
H, BETHHREEYSR, HARETS, HARBERY R,
NP EFRERA.

=4F th#

1972 44, 2000 4E AR R A2 KA s
RS T, 2003 AR ARG T,
i GRS, 2003 ELUHRRSE 21 it
# COEMFZER. 2004 fEEH KE2Bh#
. 2015 SEFINIRFHERZ. Rk
B O FEICHEs. 2013 F&HAR

s, 555, AL I3 2L N e 20 O A=t
AR TS, IAREY S, HARETPRSRE.

feRt |—

1977 A, 2001 AR AR BR A= G
RSB EZE, 2001 EFHAT Y o —
Y F )7 1) = FrRR AR
B. 2001 4EHFRIRR AT 2 NSO H R
BHEG AR, 201245 (H) B
WUERHE AR 1T, R EAOBHR
¥ 2 ) T A AROMRICHEF. HAREREEFSRE.

2199



