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Proposal of a new C & C servers identification method based on a
WHOIS domain used for targeted attacks

MASAHIRO KUYAMA™ RYOICHI SASAKI™

Abstract: Targeted attack makes a PC perform various communications with the C&C server after infecting the PC by using
malware. Though prohibiting communication with the C&C server seems to be effective, before identifying the server, time
consuming analysis for the related malware and its communication is required. To speed up it, we pay our attention to that the
e-mail address extracted from the WHOIS of the domain to be used in the C&C server has the probability to be used in other
C&C Server. In this study, we propose a method to discover a new C&C server paying attention the e-mail address described
above. The results of the experiment, a plurality of domains have been extracted by the proposed method. It is possible to find
attack by monitoring the communication to the discovered domain using our proposed method.
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