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Cyber attacker’s behavior considerations
for Defense in Depth implementation

TOMOE HOSHI'™

KATSUYA UCHIDAT?

Abstract: Defense in depth has become popular for cyber-attack. However, some case remain at the level of perimeter security.
Defense in depth is not let you carry out the purpose of the attacker by various measures. This report introduce the consideration

of defense in depth from the behavior of the attacker.
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- Policies & Procedures (J5 &t} O FJIE)

- Training & Awareness (FIlfi &k VRS &)

- System Security Administration (AT LzF= VT & ER)
- Physical Security (3t FX =Y 7 1)

- Personnel Security (ARJEF =V 7 1)

+ Facilities Countermeasures (s % = U 7 ¢ %)
(2 BWER

- 1A Architecture (IFHRIRFET —F%7 7 F %)

- lACriteria (T§#RGEZ A4 7V 7))

- System Risk Assessment (227 LD U A 7 FEAh)
() EREX

- Security Policy (%= U7 4R Y I —)

« Certification and Accreditation (F87iF)

- Security Management (% = U 7 ¢ & E)

- Key Management (I B-#84% #)

- Readiness Assessment (U U — & BijETAth)

- ASW&E&R (BEDIEH, 77— FI L U%HN)

- Recovery & Reconstitution (#81H, FEHERL)
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