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Abstract: This paper deals with approach to detection of PCs infected with malicious programs, such as
computer virus by analyzing the HTTP LOG data. Recently, it is difficult to detect all viruses by anti-virus
software and IDSs, because various types of viruses are frequently updated. To cope with the difficulties, we
analyze the HTTP logs in order to identify the traffic generated by the malicious programs. Furthermore, by
using the generated traffic, we try to detect the IP addresses of the malicious PCs. In order to evaluate the
effectiveness of this log analysis method, we applied the method to the HT'TP logs stored in Kobe University.
In the experiment, we could obtain the list of IP addresses of PCs that are estimated to be infected with
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Approach to Detection of PCs Infected with Malicious Programs by
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10.2.9200 00 TR0 Telad TOnaSAdfad10.A WIOCOOD 2014/6/9 _ [Detected

wrbOOCOQ 2014/6/9 Datectad
databGOO00 2014/6/12 _ |Detested
undeQQOO0 2014/10/20  |Undetected

10.2.92¢6 23 PRI Teled MR aAd fad 10.A
10,2867 WIS it 75 i et "8bb 28, A
10.2.7c et Sme 00 e T Tt 062154

data-0O000 201410/3  |Detected
greeneQOO00 2014/6/20  |Detectad
mybuCOO00 2013M2f2  |Detected

infosQO 000 2014/6/26  |Undstected

staticQOQ0 2014/5/8 Detected
mighyQOO00 2014/7/28 ||
infogensQCC OO 2014/7/30 _ |Detected

perfieOO 000 2014/8/19 _ |Unknown
data-QOQ00 2014/10/22  |Detected
databOO000 2014/514 L
databOOO00 2014/6/1%  |Undetecied
[

10.2.7 e 0me S00T1 B T T 9062154
10.2.7C et 0T T T TR 0612154

10.2.7C e 0 e T T e06f215.A
10.2.7c Mt S0 B M e 10061215, 4

10.2.7 B T TR e06f215.4 databOOCO0 2014/5/14

102 fofde. A databCO000 2014/8/18 _ |Undetecied
102 LA databQOCOs 2014/514 |

10.2.33% 01521894 heurewlOCO 00 2014/10/1  |Detested
10.2.33 W152180.A databQOG00 2014/514 |l

10.2. 3208 M iic2cb1.A databCOO00 2014/7i14 __|Undefecied

10,2, 1 T Fa00an | SRS | OS5, A frameQOCOG 2014/10/3 _ [Dstected

06 OD0O00OoOOoO0O0ooOOoO0oOooOoOO0ooobOoooog

03 0000000000000000

Number of Source IP Addresses
Detected 11
Undetected 8
Total 19

“Undetected”, 10000 exeOOODOODODOOOOO
00 “Detected” OO0 O0O0. O0O00O,000000000,
Virustotal 00000000000 DOOO0O0O,O000 exe
000000000 0,000000 exeOOOOOOO
0000 “Unknown” 00 0O0O0O0. OO, windowsupdate
000o0000o0oooDoo0oooooooooo,o000
o0o000o0oooDoooooooooooono, o
ooooooooooo.

O600000000000000CIPOOOODOOO
03000.000,000000000000000 IP
O00000000,1000 “Detected” 0000, 00O
00000000000 O000000 “Detected” 00O
og.

Ooooooo, HTTpO00000000,00D00O
oooooooooooooooIpO0OOOOPCODOO
oboooooooo,oooocoobooboooooo
00000 1100000000000000. Virustotal
uoooboocobOooboooooooooboo,ooo00o
uboooooboob,0b0o0cbooboobooboobooog, o
uobooOooooooooboocoooooooboOooo
uooooooboooooo. oo,0oo0o0000000
oooooocobOoooboooooooo,0obo0oo00o
oooooboocobOooobOoooooo,oobooooo
gobooocooooooboooooon.

cobOs8Ooooooo,0obcobocobo0ooobooooo
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U000 exeOOOOOOOODOOOOOOOO,D000

coboooooooooooobooobobogoo. oo

coboooooooooobooooooboooobooooo

ooo.

e JO0OOOODOOODOOOODOOOO,ODOO0
coooodoo,ooooooooocoon.

e cxeUOOOOOODOOOOOODOOODOOOOOO
oooo.

e HITTPOOOOOOOOOODOOODOOOOOOOO
oobo. ooo,0b00b0oo0ooooooooooba
coooooooocooon.

goboooooobooooooooooocooooooo

oo0,000000000000PCO 10000000

coooooobooo,obooooobocoboocooaoon

cooooooboooboo,00oo00oocoboooooo
coooboooooocoobooooooboOooobooooo

0000000000000000000000000 *7.

7. 0DOOO0

ooooo, HTTPpO00000000O0O00O0,00D000
cooooooboooboooooooooooo,oon
coboooooooooobooooooboooobooooo
oooo,0000000000000000000 PC
oooooooboooobooooon.

oooO,0000000000000,00000 HTTP
ooooooooo,bcobooooobooooooon
ooooooooo.oooooooo,00000a0o00
coooooobooobooooooooooo,oooo
OpCOO0OO00DODOOOOODOOOOODOOOOODOO
0o00,000000 PCOOOOOOODOOOOODOO.

gooooooo,oobooooooooooo,100
IO 100 PCOOOOOOOOOOOOOOOOOOO
oooooooooooD. 00,0o000000 PCOO
cooooooooooOooDo,IPva00O00OO0OOOO
ooooooIpva0000ODOOOOOOOO0O0O0O PC
cooooooooooobo. ooo,0coo00b00obooo
00 IPv4/IPv6 000000 DOO0O0OOOOOOOOO
O,Ipv6000000000D00COO. 000, WebO
HTTPSOOOOODOOOOOOOOODO,HTTPSOO
000, URL, User Agent 000000000 O0OOOO
cooo,0b0ocoboocobooooobooboooooo
O00O00oooOoOHTTPSODOOOOOOOOOOOO
cobooboooooocoobooooooboOooobooooo
ooooooooo.

* OO0 PpPCOODODODODODOOOOOOOOOO,D00000
ooooood.
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