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Visitor authentication system to confirm visitor’s identity and purpose

Abstract: Suppose that a service engineer of a water board or an electric ~ power company comes to our
home or office and he shows his ID card. We cannot make sure that the card is genuine, and if the engineer is
genuine we have to accept the visit to get a maintenance service. If we could call the company which employs
the engineer, his identity would be confirmed. The call takes a long time and provides a limited information
based on the talk. Now, we propose a visitor authentication system using smartphones. It enables us to
identify a visitor without any special devices. A visitor retrieves a token for a certain visit from his company
by using his smartphone and shows it to the resident. A resident starts an application of the system, which is
already installed to his PC or smartphone, to send the token to the company in order to verify it. A company
issues a token if and only if a visitor, an employee, stays near a valid customer to prevent a wrongful visit.
In this paper, we describe the detail of our proposal. An implementation of our pilot system and a use case

are also included.

Keywords: Visitor authentication, home security system, token, one-time password.
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Fig. 1 Visitor authentication procedure by Kagota[4].
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Fig. 5 Token sent from the visitor authentication server.
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Fig. 7 Token shown via a door scope.
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